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There is a long and growing list of technologies that can be used for significant good or 

significant ill. These include the Internet, electronic banking, social media, and commercial 

drones. Add encryption to that list. The widespread use of end-to-end encryption—

particularly when manufacturers set it as the default—offers significant foreign policy 

and national security benefits but also imposes costs. As a result, the US government writ 

large—and individual government agencies with diverse mandates—have had a difficult 

time weighing the overall costs and benefits of end-to-end encryption on the one hand and 

of mandated third-party access on the other.1 In a leaked draft options paper, US officials 

involved in commerce, diplomacy, trade, and technology advocated for the president to 

“strongly disavow” a legislative mandate requiring technology companies to provide law 

enforcement access to encrypted communications.2 The FBI, in contrast, argues that the 

growing inability of companies to decrypt communications, even pursuant to a court order, 

poses a very serious problem for law enforcement.3 For now, the US government seems to 

have decided not to decide anything, at least publicly.

As difficult as it is to assess how to balance domestic equities when evaluating end-to-end 

encryption, it becomes exponentially harder when the debate shifts to the international 

plane. Anticipating reactions by like-minded and not-so-like-minded foreign governments, 

foreign encryption developers, corporations, and private actors who use encryption for 

purposes as diverse as dissident activities and terrorism is a multidimensional game, though 

with real stakes. To date, there has been little coordinated action on the international plane 

to address encryption,4 though the possibility surely exists and interest in the topic has 

begun to build. If international discussions occur, what will they look like, in what forums 

might they take place, and on what aspects of encryption will they focus?

One way to begin to sort through the costs and benefits of promoting end-to-end 

encryption in the international context (or managing its proliferation) is to tease apart 

the interests of different actors within and across states. It is possible to treat encryption as 

predominantly a rights question, a law enforcement question, an intelligence question, an 

economic question, or an export control question.5 Encryption obviously implicates all five 

interests at once. But placing any one legal paradigm in dominant focus makes it simpler to 

forecast the international dynamic on encryption within that paradigm.

The political power of the players who operate in and drive each paradigm matters. The 

stronger the players in the paradigm, the more likely it is that states developing their 
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encryption policies will give weight to that paradigm’s preferred outcome over another. The 

paradigm one emphasizes also naturally affects which players within a given state will take 

the lead on international discussions. As discussed below, encryption discussions may arise 

in international forums as diverse as the Human Rights Council and trans-Atlantic trade 

negotiations. The international forum in which a conversation about encryption occurs 

may have an important impact on which views dominate.6 It is therefore critical for the US 

government to decide as soon as possible which paradigms are most important to it and to 

plan for coordinated approaches across any international processes that arise.

This paper examines encryption through each of the five frames of reference. It first 

summarizes the particular frame’s general perspective on end-to-end encryption. Then 

it evaluates the current views of relevant US actors in the framework, including both 

government officials and private actors. Finally, it describes international discussions (if any) 

that already have transpired within the given framework, considers existing models for future 

encryption discussions that might arise in that framework, and identifies some factors that 

may drive the outcomes in that framework. These forecasts are necessarily speculative, given 

that many states continue domestically to struggle to decide their positions on encryption.

The paper makes several points. First, there has been little discussion to date about 

encryption in international forums, though that may change as domestic debates about 

encryption are resolved. Second, the United States has stronger reasons to tolerate, or even 

to support, end-to-end encryption than do several other states that will be active players in 

encryption policy discussions. In light of the current US intelligence advantage relative to 

other states in obtaining access to encrypted information (whether through decryption or 

by taking advantage of vulnerabilities), and in view of the significant advantages of end-to-

end encryption in the US corporate and privacy frames, the United States should be content 

to either affirmatively advance or passively allow end-to-end encryption as the preferred 

posture in the international arena. Third, the United States has ample opportunities to 

shape international discussions about encryption, even though some key actors (such as 

Russia, China, and France) are unlikely to be directly swayed by US arguments. The sooner 

that the United States establishes its position domestically, the sooner it will be able to 

exercise influence internationally and help shape the terms and outcome of the debates that 

transpire there.

A final introductory note: It is important to make a distinction between the type of 

encryption that governments use to protect their own information and the type of encryption 

that they allow their citizens to use (or forbid them from using). With regard to state use of 

encryption, states will generally be unable to prevent other states from accessing and using 

end-to-end encryption.7 Indeed, the dominant position among states will be to obtain and 

use the strongest encryption possible on their government communications. As a result,  

this paper focuses on the access and use of end-to-end encryption by private actors, 

including in both business and personal exchanges.
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Encryption as a human rights issue

Background

Foreign and domestic privacy advocates, international human rights lawyers, and civil 

liberties groups are among those who view end-to-end encryption first and foremost as a 

human rights issue. Those who operate within this paradigm almost universally advocate 

for widespread access to and use of end-to-end encryption. In international law terms, 

the idea is that encryption advances individual privacy and freedom of expression, two 

rights contained in the International Covenant on Civil and Political Rights (ICCPR). 

Encryption allows people to exchange ideas securely, without fear of government 

sanction.

Encryption has not yet been a topic of discussion in the UN General Assembly. However, 

David Kaye, the UN Special Rapporteur on the promotion and protection of the right to 

freedom of opinion and expression, recently produced a report about the role of encryption 

in human rights protection.8 He argues:

Encryption and anonymity, separately or together, create a zone of privacy to protect 

opinion and belief. For instance, they enable private communications and can shield an 

opinion from outside scrutiny, particularly important in hostile political, social, religious 

and legal environments.9

His report recognizes that states may impose legitimate restrictions on encryption, 

but he argues that those restrictions “must meet the well-known three-part test: any 

limitation on expression must be provided for by law; may only be imposed for legitimate 

grounds (as set out in article 19 (3) of the Covenant); and must conform to the strict 

tests of necessity and proportionality.”10 He concludes that outright prohibitions on the 

use of encryption would be disproportionate because they would affect many people 

who use encryption for lawful ends.11 He also asserts that requiring back-door access to 

encrypted data would be disproportionate because its impact would be widespread and 

indiscriminate.12

Kaye recommends, “States should adopt policies of non-restriction or comprehensive 

protection, only adopt restrictions on a case-specific basis and that meet the requirements 

of legality, necessity, proportionality and legitimacy in objective, [and] require court orders 

for any specific limitation.”13 In practice, this recommendation would tend to preclude states 

from mandating that corporations provide mandatory third-party access, because doing 

so requires technical choices that would affect all users, not just users in specific cases.14 

Indeed, it is the very conundrum of how to gain access to encrypted information in limited, 

case-specific situations, with court authorization, that has so perplexed the US government 

and the technical community. In any event, Kaye’s conclusions have garnered support from 

many international human rights advocates.15



4

Ashley Deeks • The International Legal Dynamics of Encryption  

Rendering legitimate law enforcement investigations more difficult can impose costs not 

only on the victims of crimes, but also on the human rights and well-being of large groups 

within a state (as in a hypothetical case in which an individual who commits a terrorist 

act remains at large within that state because law enforcement cannot obtain access to 

communications that would serve as evidence). That is, the use of encryption can be 

human rights-enhancing when it allows individuals to evade unlawful surveillance by 

lawless states, but does not necessarily enhance human rights when it allows individuals 

engaged in criminal acts to evade lawful surveillance in states attuned to the rule of law. 

But the predominant view of human rights and civil liberties groups appears to be that 

the latter situations are infrequent, or at least that the overall protection of individuals’ 

communications is, on balance, more important than the ability to obtain electronic 

evidence in discrete criminal cases.16

US perspective

In the United States, the Department of State (including the Bureau of Democracy, Human 

Rights, and Labor) has the lead for the US government in advocating for and facilitating rights 

protections overseas and in advancing the use of the Internet to promote freedom and civic 

engagement abroad. In 2010, the then secretary of state Hillary Clinton announced that the 

State Department wanted to support “the development of new tools that enable citizens to 

exercise their rights of free expression by circumventing politically motivated censorship”17 

or, more colloquially, to “help activists get around censorship and communicate without 

being nabbed by authorities.”18 The US government funded the development of a sophisticated 

encryption algorithm now used by WhatsApp, an application that many people around the 

world employ to communicate securely.19 During the Arab Spring, the State Department 

provided political protesters with encryption tools that helped protect their anonymity.20

The Clinton State Department was not the first US government actor to advance the idea 

that encryption could promote human rights. In 1999, Representative Chris Cox (R-CA) 

argued, “America’s companies, the leaders in encryption technology, must be able to 

export their products to China and around the world. Strong encryption is—as Beijing’s 

communist leadership is well aware—a massive threat to totalitarian regimes and their 

government-maintained monopoly on information, because it permits individuals to 

communicate privately without fear of government eavesdropping or interception.”21 

Fifteen years later, this posture appears to reflect the State Department’s current views 

on encryption.

The substantive posture of the US government in the rights frame is not very different from 

that of human rights groups such as Human Rights Watch, which spearheaded support 

for David Kaye’s recommendations. In the US submission to Kaye’s call for information, 

it noted, “[T]he United States firmly supports the development and robust adoption of 

strong encryption . . . .  Encryption . . .  [is] especially important in sensitive contexts where 
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attribution could have negative political, social or personal consequences.”22 One potential 

difference is that the United States will be loath to accept legal arguments for encryption 

that rely on the view that the rights to privacy and freedom of expression impose 

obligations on states in their activities extraterritorially.23 As a matter of policy, however, the 

US government’s human rights advocates see encryption as an important way to advance 

the cause of democracy in states that are repressive or autocratic.

International forecast

What is likely to transpire on the international plane from a rights perspective? How 

will states manage calls by pro-privacy actors to permit all citizens to use end-to-end 

encryption? If states choose to let discussions proceed in this framework, options include  

a new treaty, a soft-law instrument, or public statements by supportive governments.

It seems very unlikely that any state would advocate for a new multilateral treaty on 

encryption, because the topic is relatively narrow and because many take the view that the 

rights that encryption protects already are enshrined in existing treaties such as the ICCPR. 

As with many human rights treaty negotiations, there is also the danger that certain states 

will push to weaken existing standards, rather than agree to apply the existing standards 

such as those in the ICCPR to new technology.

Assuming adequate support for end-to-end encryption, far more likely is a soft-law 

instrument that promotes end-to-end encryption and condemns those states that mandate 

(in opponents’ words) “back doors” or (as FBI Director James Comey puts it) “lawful 

intercept capabilities.”24 A possible model here is the 2013 UN General Assembly Resolution 

entitled, “The Right to Privacy in the Digital Age.”25 That resolution affirmed that people 

have the same rights online that they have offline, including the right to privacy.

The Right to Privacy resolution was adopted by consensus.26 Any resolution regarding end-

to-end encryption, which could draw from the Special Rapporteur’s recommendations 

on encryption, surely would not be. Indeed, it remains unclear whether the majority of 

the General Assembly would support the proposition that states should allow end-to-end 

encryption and resist mandating third-party access. In light of the states that currently ban 

or regulate the use of end-to-end encryption—such as Russia, Pakistan, and Colombia—

we might be skeptical that sufficient support currently exists for a resolution like this.27 It 

is possible that the United States, if it chose to commit to this approach, might be able to 

rally sufficient support for a pro-encryption resolution, with the backing of states such as 

Germany and the Netherlands. In any case, the Human Rights Council seems poised to 

continue to discuss issues related to privacy and online freedom of expression.28

Barring a US push to conclude a resolution, the United States and a group of like-minded 

states could issue coordinated public statements that articulate the human rights 
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advantages of end-to-end encryption. A German think tank has proposed this approach, 

arguing that the United States and Germany should take a unified approach to favoring 

end-to-end encryption.29 As discussed below, this may be a normatively appealing 

approach because US commercial and intelligence interests (including technologists’ 

interests in Internet security and stability) ultimately pull in the direction of end-to-end 

encryption too.

Encryption as a law enforcement issue

Background

Law enforcement equities are a key policy driver in the encryption debate. Viewed as a 

law enforcement issue, end-to-end encryption poses a problem. There is an ongoing and 

intense debate about how serious a problem it is, but most commentators concede that 

the inability of law enforcement to access certain private communications pursuant to 

a court order harms its ability to investigate and prosecute crimes.30 Therefore, those 

who come to the encryption issue from a law enforcement perspective seek to ensure 

that manufacturers build into their products mandated third-party access. Where 

service providers hold data in the cloud, this might include requiring service providers 

to retain the encryption key. Where data are held on an individual’s device, this could 

include requiring users to escrow their private keys.31 Various reports have decried 

this and other proposed solutions as introducing significant risk into secure systems,32 

while others have offered proposals that they believe would not pose significant 

security risks.33

Around the world, more governments are either demanding third-party access to 

encryption systems or banning encryption services outright, according to Freedom House’s 

2015 “Freedom on the Net” report.34 Amnesty International reports, “Several countries 

already limit who can encrypt their communication or the strength of encryption allowed, 

such as Cuba, Pakistan and India. Others, such as Russia, Morocco, Kazakhstan, Pakistan 

and Colombia, sometimes go as far as banning it altogether.”35

Though the reasons for these bans or restrictions vary, some states have implemented 

these rules for law enforcement reasons. For example, several states require providers to 

turn over encryption keys to the government in the context of criminal investigations.36 

China requires companies to provide technical support for decryption, although it has not 

demanded that companies turn over encryption keys.37 Its new antiterrorism law requires 

companies to release “technical interfaces” and to “assist with decryption should security 

agencies deem it necessary to avert or investigate a terrorist attack.”38 France imposes 

criminal sanctions if a person refuses to turn over to authorities a known decryption key for 

an encryption standard where an actor used encryption to facilitate or commit a crime.39 

France is having an ongoing debate about new laws that would force companies to decrypt 

communications in terrorism investigations.40
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The United Kingdom likewise is debating the Investigatory Powers Bill, which includes 

provisions related to encryption. The bill states that the secretary of state may serve a 

“technical capability notice” on a telecommunication service provider to facilitate assistance 

with authorizations under the bill, but may only do so where he or she determines that “it is 

(and remains) practicable for those relevant operators to comply with those requirements.”41 

This could include obligations “relating to the removal by a relevant operator of electronic 

protection applied by or on behalf of that operator to any communications or data.”42 

An accompanying fact sheet states, “This provision will replace the current obligation to 

maintain a permanent interception capability and will provide a clear basis in law for CSPs 

to maintain infrastructure and facilities to give effect to interception and other warrants.”43 

The UK government has stated that the bill would not require companies to incorporate 

third-party access, but only would require companies to remove encryption that they 

themselves have applied to a communication.44

In sum, states have taken a variety of domestic approaches to encryption to address their 

perceived law enforcement needs, but there have been no public efforts to harmonize these 

requirements in a multilateral context.

US perspective

The main US players in this frame are the Department of Justice, the FBI, and state and local 

law enforcement officials. US law enforcement interests are generally consistent with those 

of other states, although the United States is more committed than some other states to 

ensuring access by governments only pursuant to lawful process, which often requires court 

orders. Further, like the US intelligence community, US law enforcement recognizes a real 

value to end-to-end encryption, which guards US citizens and corporations against various 

types of hacking and cybercrime.45

To date, the US administration has not sought legislation to address the “going dark” 

problem, although Senators Dianne Feinstein (D-CA) and Richard Burr (R-NC) have 

proposed legislation to achieve that goal. Their draft bill would require providers of 

communications services and products, if presented with a lawful order, to provide 

information in an intelligible format or provide the necessary technical assistance to make 

the data intelligible if the data were made unintelligible by a feature that the company 

created.46 Many commentators have criticized the bill, and the US government has declined 

to endorse it.47

As discussed below (“Encryption as an intelligence issue”), in some (although surely not 

all) truly critical situations, the National Security Agency (NSA) might be able to help 

law enforcement gain access to encrypted communications. However, such assistance 

may reveal vulnerabilities that the manufacturer would fix (to the detriment of future 

exploitation by the US intelligence community), and law enforcement might not be able to 
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use the accessed communications in a criminal prosecution.48 This makes the widespread 

use of end-to-end encryption marginally less troubling, but it still undoubtedly complicates 

the law enforcement mission.

International forecast

There has been limited public discussion among states about encryption from a law 

enforcement perspective, although states such as the United States and United Kingdom 

surely have conferred privately about the topic.49 States might seek to harmonize their law 

enforcement approaches to encryption for two reasons. First, harmonizing the demands 

placed by several democratic states on communications providers might put those states in 

a stronger position to persuade the providers to cooperate voluntarily. (The providers might 

prefer, on balance, to provide one type of third-party access to states’ law enforcement than 

have to navigate a panoply of access requirements.) Second, states that undertake extensive 

law enforcement cooperation with each other would prefer to see their international law 

enforcement partners be able to produce more evidence in response to legal assistance 

requests, something extraordinary access would facilitate. Neither of these reasons clearly 

necessitates that states harmonize their law enforcement approaches to encryption, 

however, and it remains very possible that international law enforcement cooperation on 

encryption issues will never transpire, at least directly.

If states chose to let their law enforcement officials take the lead in sorting out how to 

approach encryption, these officials presumably would seek an international arrangement 

that would require each state-party to ensure that its telecommunications and Internet 

companies design products that permit mandated third-party access pursuant to transparent 

legal requirements such as a judicial warrant. The officials might also clarify that existing 

mutual legal assistance treaties could serve as an appropriate mechanism by which to obtain 

decrypted information for criminal investigations; or they might establish expedited data 

access arrangements such as the one that the United States and United Kingdom currently 

are negotiating.50 The arrangement also presumably would prohibit individuals from 

employing end-to-end encryption in their communications, though one could imagine 

that, if technologically feasible, states would create carve-outs for industry sectors such as 

critical infrastructure, banking, and the like.

In light of US and European concerns about the misuse by states such as China and Russia 

of mandated third-party access, the United States and European states might want to pursue 

this type of arrangement only among a “trusted circle” of states. However, as some have 

postulated, other states would be quick to adopt their own versions of mandated third-party 

access, and US and European corporations would have a hard time resisting such mandates 

if they wanted to sell inside those other states.51

Persuading a “trusted circle” to adopt this law enforcement framework—assuming this were 

the route that the United States chose—would be difficult because states like Germany and 
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the Netherlands already have indicated that they are committed to end-to-end encryption. 

Having credible countries stay outside the “trusted circle” might push certain corporations 

to relocate to those “end-to-end encryption” countries. States that allow their companies 

to manufacture end-to-end encryption products will take some business away from those 

that do not. How large that shift would be is unknown. Also unknown is how many people 

would make the effort to obtain illicit end-to-end encryption applications.52

If states’ law enforcement officials sought in a limited multilateral forum to regulate end-to-

end encryption and to demand third-party access, it is unclear what international models 

they might draw from. None of the existing formats used by states to promote international 

criminal or law enforcement cooperation is well-suited to this goal. There are two basic 

categories of international law related to criminal issues: treaties that facilitate transnational 

law enforcement cooperation (such as mutual legal assistance treaties) and treaties that 

require states to criminalize certain actions (such as acts of terrorism or genocide). Mutual 

legal assistance treaties often are bilateral, and would remain as a tool by which states could 

obtain decrypted information from each other. But they would not on their own be a 

helpful model for the arrangement discussed above.

Nor does it seem likely or useful for states collectively to agree to criminalize particular facets 

of encryption use. Some states might choose unilaterally to criminalize the use of encryption 

to conceal, plan, or conduct crimes, but those provisions might duplicate existing “aiding 

and abetting” provisions, and there is little need for international agreement to criminalize 

such acts. The fact that there is no obvious international criminal law model to which states 

might turn does not mean that states could not create a new model. But the fact that nothing 

comparable exists illustrates that encryption has raised a problem with unique features.

Encryption as an intelligence issue

Background

If one views encryption primarily as an intelligence issue, it quickly becomes clear that 

states’ intelligence agencies are internally conflicted about end-to-end encryption because 

of their multiple missions. One mission is to collect and analyze intelligence, including 

the communications of foreign nationals. In this mode, intelligence agencies favor weak 

or no encryption, because that enables their collection and analysis mission. Another 

mission, however, is an “information assurance” mission: actors such as the NSA and the 

UK Government Communications Headquarters (GCHQ) are responsible for securing both 

governmental and certain private sector data and communications.53 As the head of GCHQ 

put it, “Information assurance is at the heart of everything we do. And I am accountable 

to our prime minister just as much, if not more, for the state of cyber security in the UK as 

I am for intelligence collection.”54 Information assurance missions are facilitated by the use 

of end-to-end encryption, which protects systems against data interception. Intelligence 

agencies themselves thus gain and lose from end-to-end encryption.
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Some intelligence agencies will emphasize another angle as well: their perceived need to 

monitor their own citizens’ communications. States such as Russia and China exercise 

quite strict control over their citizens’ electronic communications, including by blocking 

the use of encrypted virtual private networks that allow individuals to browse the web 

anonymously.55 Thus, while these states surely seek to employ the strongest possible 

encryption for their own communications, they limit their citizens’ ability to use end-

to-end encryption. As a result, they are able more easily to monitor their citizens’ 

communications, including those of dissenters and human rights groups.56

Other states have taken a different approach to their citizens’ use of end-to-end encryption. 

States such as Germany (and possibly the Netherlands) favor end-to-end encryption, in part 

because they are worried about the ability of the Five Eyes countries (the United States, United 

Kingdom, Canada, Australia, and New Zealand) to collect the electronic communications of 

their citizens.57 For intelligence services like Germany’s, “information assurance” values thus 

appear—at least for now, and at least publicly—to trump collection values.

Different sets of states face varying degrees of public pressure to support end-to-end 

encryption. Strong democracies (and, correspondingly, their intelligence services) are 

facing significant pressure from citizens, corporations, and others to promote end-to-end 

encryption. But autocracies and weak democracies that worry about their own survival 

often have powerful and opaque intelligence services, tend to disfavor end-to-end 

encryption, and face less overt domestic condemnation for doing so.

US perspective

The key intelligence player for the United States in the encryption space is the NSA. 

As noted above, the NSA has both information assurances and electronic surveillance 

responsibilities, and therefore has mixed views on end-to-end encryption. Some US 

intelligence officials have expressed strong concern about how encryption complicates 

intelligence collection. For instance, CIA Director John Brennan stated, “[T]here are a lot of 

technological capabilities that are available right now that make it exceptionally difficult 

both technically as well as legally for intelligence security services to have the insight they 

need to uncover [terrorist networks and activities].”58

These comments are counterbalanced by the statements of other current and former 

intelligence officials who have come out in favor of end-to-end encryption. Most notably, 

NSA Director Admiral Michael Rogers has argued that “[e]ncryption is foundational to the 

future” and that it is a waste of time to try to eliminate it.59 Rogers’s predecessor, General 

Michael Hayden, has argued that end-to-end encryption is “good for America,”60 and 

former secretary of homeland security Michael Chertoff said he believes that “end-to-end 

encryption of data with only the sender and intended recipient possessing decryption keys” 

advances the greater public good.61
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What should we make of these pro-encryption comments by current and former US 

intelligence officials? Two factors likely are in play. First, these officials are placing 

significant weight on the NSA’s information assurance responsibilities and making a 

broader calculation about the advantages of end-to-end encryption for individuals and 

corporations (through the other lenses discussed in this paper). As a former Federal Trade 

Commission official put it, “Support for encryption is high among officials tasked with 

addressing the threat that state-sponsored hackers pose to the country’s private networks, 

such as those in the intelligence community.”62

Second, these officials are particularly well-suited to understand NSA’s decryption and 

related capabilities, and presumably are taking into account their background knowledge 

about those capabilities in making their pro-encryption statements. Specifically, it seems 

fair to assume that the NSA has the strongest hacking and decryption capabilities in the 

world.63 The NSA also presumably has—for now, at least—the strongest ability to develop 

new capabilities to respond to new challenges. Indeed, in an Op-Ed column, Hayden and 

Chertoff (both of whom now work in the private sector and may have slightly different 

interests from current US officials) concluded that “[i]f law enforcement and intelligence 

organizations face a future without assured access to encrypted communications, they 

will develop technologies and techniques to meet their legitimate mission goals.”64 This 

means that even if end-to-end encryption becomes ubiquitous, the NSA is likely to retain or 

develop abilities to penetrate many of those communications, whether through decryption 

or by exploiting vulnerabilities before the sender encrypts the information or after the 

recipient decrypts it. This is not to suggest that doing so will be easy or inexpensive, or that 

the NSA will be able to crack all encrypted communications, but it suggests that end-to-end 

encryption is not fatal to the US intelligence collection mission.

As a related matter, strong NSA capabilities suggest that the US law enforcement case 

against encryption might be overstated, at least in very serious criminal cases. There are 

costs to revealing particular vulnerabilities in products, and the NSA may be reluctant to 

sacrifice the advantages it gains from a vulnerability for access to data in a single case.65 But 

there may be some set of cases in which the NSA can covertly crack an encrypted phone 

and provide the Department of Justice with the information, thus giving the DOJ a lead 

that allows it to obtain alternative evidence that it could use in the case without revealing 

sources and methods.

Finally, the NSA currently has two additional intelligence advantages over other states: it 

can work in concert with US companies that sell their products overseas, and it can more 

easily obtain metadata from US companies.66 From the NSA’s perspective, it is better to have 

foreign users use US phones (even if they contain default encryption) than to have them 

shift to products manufactured by foreign companies, which are located outside the United 

States and which are less likely to have a good relationship with the NSA. As a Chertoff 

Group report put it, “By driving actors away from American products and systems we might 
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have the perverse effect of driving internet traffic and technology companies offshore, 

depriving our analysts of valuable metadata information.”67

International developments

In the intelligence frame, we are very unlikely to see international discussions that seek to 

mandate either end-to-end encryption on the one hand or third-party access on the other.  

The primary reason for this is that we rarely see any kinds of public international 

discussions in the intelligence frame.

As I have written elsewhere, there are a number of reasons why states have rarely developed 

international rules to regulate intelligence.68 First, intelligence collection implicates 

a state’s core equities.69 Here, the use in one state of end-to-end encryption by the 

government itself and by the state’s citizens makes it more difficult for foreign states to spy 

on that state and its citizens. So no state will agree to regulate its own use of encryption, 

and all states will be loath to consent to rules that constrain how they regulate their own 

citizens’ use of end-to-end encryption.

Second, a state’s ability to penetrate or circumvent end-to-end encryption is something it 

would seek to hold secret. This means that from an intelligence perspective, states would 

prefer to say as little as possible about encryption for fear of disclosing capabilities. A state 

that is very capable, such as the United States, gains a comparative advantage if citizens 

worldwide use end-to-end encryption, because it is more likely to be able to access those 

communications (including those of foreign citizens) than other states are to be able to access 

US government and private communications. However, the United States will (and should) 

be loath to discuss its capabilities in a multilateral setting. Relatedly, states with strong 

expertise in intelligence collection, including through electronic surveillance, decryption, 

and hacking, will have few reasons to want to have encryption or decryption regulated.

Even if states were inclined to discuss the intelligence aspects of end-to-end encryption in 

a multilateral forum, consensus would be difficult to achieve because states currently have 

divergent views about the relative merits of end-to-end encryption. As discussed above, 

weak encryption or third-party access helps intelligence services, including the NSA, engage 

in offensive intelligence collection overseas. Indeed, some parts of the NSA might prefer 

that foreign states such as Russia prohibit their citizens from using end-to-end encryption 

or require companies doing business in those states to design third-party access because it 

makes NSA’s collection job easier.70 At the same time, in view of its information assurance 

mission, NSA would not want to sign onto a multilateral framework that required all states to 

mandate third-party access.

In a world in which states (including America) are constantly trying to outperform 

state and nonstate enemies on the intelligence collection and counter-espionage fronts, 
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we should not expect to see any kind of widespread international discussion, let alone 

agreement, regarding the use by intelligence services of end-to-end encryption or mandated 

extraordinary access. The only type of international discussion that might occur in this 

context is among the Five Eyes nations, which may already share some sensitive set of 

decryption or other data acquisition techniques. This could produce modest benefits for 

the United States in both the intelligence and law enforcement contexts, if a lead from 

decrypted information by another Five Eyes state helps the United States respond to, say,  

a terrorist attack.

In short, in view of its comparative advantage, the United States should be content from an 

intelligence perspective if there is no agreement on the international front in any of the 

frames discussed above—or even if one of the other frames produces an outcome favoring 

end-to-end encryption. One important caution is warranted, however: an intelligence 

approach that “favors” end-to-end encryption is strongly hypocritical, if the reason for 

favoring end-to-end encryption is that the United States believes that it can still capture 

much of the encrypted information. That said, the United States surely will continue to 

try to keep secret as many of its capabilities as possible. A certain level of cynicism and 

skepticism will continue to attach to NSA activities, no matter what the NSA does or does 

not do.

Encryption as a commercial or free trade issue

Background

Privacy, law enforcement, and intelligence are not the only lenses through which one 

can view encryption. Some actors—including, in particular, corporations—see end-to-

end encryption as a commercial or free trade issue. Those who view encryption primarily 

through this lens tend to support end-to-end encryption and object to state-imposed 

requirements on companies to build or import only those products that allow third-party 

access.71 These actors are driven primarily by profit motives and a need to maximize value 

for their shareholders, though they may also have a discrete pro-privacy commitment. They 

believe that their customers desire the privacy protections that accompany end-to-end 

encryption and that fewer restrictions by foreign governments on the import of encryption 

technology mean larger markets in which to sell their goods.72 It is possible, of course, that 

if consumers begin to demand that these companies engage in more cooperation with 

governments, profit motives might drive corporate policies in a different direction.

For now, however, US companies, the most powerful drivers in this space, favor and 

promote end-to-end encryption.73 For example, in 2015, two industry associations for major 

software and hardware companies (including Apple, Google, Facebook, IBM, and Microsoft) 

wrote a letter to the Obama administration making clear that they opposed “any policy 

actions or measures that would undermine encryption as an available and effective tool.”74 

The industry groups argued that online commerce has flourished because consumers believe 
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their payment information will be secure.75 They wrote, “Consumer trust in digital products 

and services is an essential component enabling continued economic growth of the online 

marketplace. . . .  Accordingly, we urge you not to pursue any policy or proposal that would 

require or encourage companies to weaken these technologies, including the weakening of 

encryption or creating encryption ‘work-arounds.’ ”76

There is some debate about the extent to which individuals purchase or use products 

and services because of their security features, rather than because of their ease of use or 

attractiveness of design.77 Nevertheless, companies such as Apple and Facebook (which 

owns WhatsApp) seem persuaded that a strong pro-encryption posture is integral to 

their corporate models. Indeed, the Department of Justice argued that Apple’s resistance 

to unlocking the San Bernardino shooter’s iPhone, “despite the technical feasibility of 

doing so, instead appears to be based on its concern for its business model and public 

brand marketing strategy.”78 In short, companies that produce products incorporating 

encryption tend to favor the reduction or elimination of non-tariff barriers to trade in 

such products.

US perspective

Because US companies are the most active players in commercial encryption, the US 

perspective tracks (and indeed drives) the generic corporate views on end-to-end encryption 

just described. The most powerful US companies in this space—Apple, Google, Yahoo, 

Dropbox, Microsoft, and Twitter—do business both inside the United States and overseas.79 

Within the US government, the Commerce Department and the Office of the US Trade 

Representative have the lead on advancing US commercial interests abroad.

From the commercial perspective, the United States would like to reduce trade barriers 

for these companies, which means helping them avoid excessive regulation by foreign 

(importing) states. As FBI Director Comey noted in a recent speech, “It is also true that 

other countries—particularly those without our commitment to the rule of law—are using 

this debate [on encryption] as a cynical means to create trade barriers [and] impose undue 

burdens on our companies.”80

If the United States chose to act with US commercial interests foremost in mind, the United 

States would urge foreign states to allow imports of products that contain or facilitate 

the use of end-to-end encryption. US companies seek to use end-to-end encryption as 

a selling point for their products in major markets (such as Europe and China). The US 

government’s posture itself becomes critical here: only if the United States itself does not 

require its companies to structure their products to permit third-party access could it be at 

least somewhat persuasive to urge China to allow the import and use of those products.  US 

corporations undoubtedly would prefer to avoid having to incorporate different technical 

requirements in the same products when sold in different markets. Further, as the leaked 
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National Security Council memo notes, a US approach that favors end-to-end encryption 

may help companies sell their products because it makes it easier for the companies to 

persuade users that they are not facilitating NSA collection.81

International forecast

To date, international efforts to deal with end-to-end encryption as a commercial issue 

have manifested themselves in the form of trade treaties. For instance, the Trans-Pacific 

Partnership (TPP), a free trade agreement just concluded among a dozen states in North 

America, South America, Australia, and Asia, addresses encryption in its chapter on 

technical barriers to trade.82 Parties to the TPP may not require manufacturers or suppliers 

to provide access to a commercial product’s encryption technologies as a condition of 

manufacture, sale, or use.83 The provision allows an exception to that rule when the sale is 

to a party’s government.84 The provision also states, “[T]his Section shall not be construed 

to prevent a Party’s law enforcement authorities from requiring service suppliers using 

encryption they control to provide, pursuant to that Party’s legal procedures, unencrypted 

communications.”85 In addition, the agreement contains a catchall national security 

provision that states, “Nothing in this Agreement shall be construed to . . .  preclude a Party 

from applying measures that it considers necessary for the fulfilment of its obligations 

with respect to the maintenance or restoration of international peace or security, or the 

protection of its own essential security interests.”86

In short, the TPP protects companies from disclosing their commercial encryption 

technologies to foreign states unless they are selling the products to states themselves. 

It is not yet clear, however, the extent to which the TPP contemplates that states-parties 

may require third-party access for law enforcement purposes.87 The annex language might 

not preclude the use of end-to-end encryption, though the national security catchall 

seems to leave open that a state-party could demand third-party access to protect “its own 

essential national security interests.” This result presumably is only partly satisfactory to 

the companies that sell products or technologies containing encryption because it leaves 

significant ambiguity about what states-parties may require of them.

At a minimum, we should expect to see TPP-like provisions in future trade treaties such 

as the Transatlantic Trade and Investment Partnership (T-TIP), which the United States 

and the European Union currently are negotiating. US companies, as major producers of 

products using encryption, might even pressure the US government to try to dilute (or 

further clarify) the TPP language on law enforcement access in future agreements and to 

urge future treaty partners to eliminate non-tariff barriers to trade for commercial products 

containing end-to-end encryption. The likelihood that the United States could obtain this 

kind of concession from states such as the United Kingdom and France appears slim for 

now, though the United States might do so in certain bilateral trade treaties with states that 

support end-to-end encryption.
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Encryption as an export control issue

Background

Whereas trade agreements govern how states-parties may regulate certain products coming 

into their territory, export control regimes regulate domestically what products a state’s 

companies may export and what government approvals they must obtain before doing 

so. Before an encryption product even enters the transnational stream of commerce, 

its producer must meet domestic export requirements, which in some cases prohibit 

corporations from selling to purchasers in selected states.

States establish export controls for a variety of reasons, including as a means to advance 

national security and foreign policy goals. A variety of states regulate the export of 

cryptography to other states because they perceive that end-to-end encryption can pose a 

threat to their national security. In contrast, from a profit perspective, companies prefer to 

avoid having states place export controls on their products, so as to widen their markets.

Certain states have chosen to coordinate their export controls internationally. Forty-one 

states have joined the 1995 Wassenaar Arrangement on Export Controls for Conventional 

Arms and Dual-Use Goods and Technologies (WA).88 Pursuant to the non-binding WA, 

states coordinate their export controls over both conventional arms and dual-use items 

(that is, items that have both military and civilian uses). The general idea is to prevent 

destabilizing accumulations or unauthorized transfers or re-transfers of selected items.

Before 1998, all encryption products other than mass market or public domain software 

were considered dual-use items in the WA framework.89 The WA subsequently decontrolled 

items that do not use encryption primarily for computing, communicating information, 

networking, or information security purposes, and where the cryptographic functionality is 

limited to supporting the item’s specific functions.90

Unlike the other four equities discussed above, international coordination of export controls 

is likely to follow, rather than drive, substantive decisions about encryption. Export controls 

are a tool by which to implement policy, rather than policy drivers themselves.

US perspective

Because the United States participates in WA, US export controls draw from and are 

consistent with WA. Currently, exports of end-to-end cryptography are regulated by the 

Commerce Department through the Export Administration Regulations.91 From a US export 

control perspective, the US government presumably would like to avoid having end-to-end 

encryption make its way into the hands of hostile governments or private actors, and likely 

is content with the status quo. However, the importance of the export control regime hinges 

on how confident the United States is that its companies alone are the key source of very 
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sophisticated encryption. That is, if it is easy for disfavored states or private actors outside 

the United States to build or obtain high-level encryption from other sources, the need for 

a robust export control regime is diminished.

Experts seem to agree that the United States currently is the source of much high-level 

encryption, but they disagree about the extent to which non-US actors can provide 

comparable products. In a hearing before the Senate Intelligence Committee, CIA Director 

Brennan stated:

US companies dominate the international market as far as encryption technologies that 

are available through these various apps, and I think we will continue to dominate them. 

So although you are right that there’s the theoretical ability of foreign companies to be 

able to have those encryption capabilities that’ll be available to others, I do believe that 

this country and this private sector is integral to addressing these issues.92

Bruce Schneier, who with colleagues conducted a worldwide survey of encryption products, 

concluded that while the United States produces the most products that use encryption, and 

while those products are widely used by companies and consumers, two-thirds of the total 

hardware or software products incorporating encryption are produced outside the United 

States.93 Schneier noted, “Our survey demonstrates that such switching [away from a US 

encryption product] is easy. Anyone who wants to evade an encryption backdoor in US or 

UK encryption products has a wide variety of foreign products they can use instead.”94

Here, the United States would do well to carefully assess reports such as Schneier’s so as to 

be able correctly to assess the extent to which export controls on encryption continue to 

be important to US national security or have become too easily circumvented to make their 

retention worthwhile.

International forecast

Any changes to the international export control regime established in the Wassenaar 

Arrangement presumably would take place within that forum. If a number of states that 

participate in the WA reached the conclusion that end-to-end encryption was, on balance, 

beneficial to the global population, they would need to propose adjustments to the WA. 

Those adjustments might include the retention of export and re-transfer limits to certain 

states, though the more widely available end-to-end encryption is, the easier it will be for 

those “rogue” states to circumvent limits imposed by the WA.

If the United States chose instead to pursue an approach that entailed mandating third-

party access—by requiring key escrow, for instance—it would need to consider whether 

to propose alterations to the WA. For example, if the United States chose to mandate 

domestically that corporations using encryption create a dual key escrow system by which 
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the corporations held one key and the government held another, the United States might 

want to try to use the WA to prevent non-democratic states from gaining access to that 

technology.95 The fear is that some states would misuse the dual key system to gain access to 

citizens’ communications without authorization from a court or other appropriate authority. 

Of course, non-democratic states could demand that their own companies or any companies 

doing business in their territory build in third-party access, regardless of WA limitations.

Conclusion

These are early days for international interactions among states on encryption. Where states 

have discussed encryption internationally, they have done so in modest contexts in which 

the need to harmonize standards is important to achieve a clear goal—as with trade and 

export controls. More robust multilateral discussions about encryption standards are, at this 

stage, still premature because states continue to develop their domestic positions. However, 

there are at least five frameworks in which encryption issues arise, and it is important for 

the United States to both determine its position on end-to-end encryption and prepare 

to coordinate that position across these frameworks. There is likely a modest first-mover 

advantage to be gained by deciding the US position quickly and promoting that position in 

all five frameworks.

One key question remains to which the answer is, for now, unknowable: If the United States 

pursues an end-to-end encryption approach or even a procedurally stringent third-party 

access approach, to what extent can it influence other states to follow? A possible source of 

lessons in this regard is the US approach to the use of targeted killings. The United States, 

recognizing that it is setting important international precedent in its use of this tool, has 

imposed on itself a large number of procedural rules and substantive standards to follow 

when conducting those killings. Will this evidence of US self-constraint have an effect 

on how other states (including Russia, China, and Israel) conduct similar killings in the 

future? Or will states such as Russia draw only on the larger legal conclusion—that the use 

of these killings is internationally lawful—and disregard the constraints built around them? 

Likewise, if the United States adopts a procedurally stringent third-party access requirement, 

will other states feel pressure to adopt similar self-constraints? One important difference 

is that, unlike self-imposed legal standards, the US imposition (or rejection) of a technical 

standard on US manufacturers has implications for many states that cannot (as a political or 

practical matter) bar the use of US products inside their own countries. American standard-

setting in the encryption context thus is quite likely to have more tangible international 

effects than legal standard-setting in the drone context.
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