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In recent months, the issue of cybersecurity has become a major source of
both tension and potential cooperation for the U.S.-China relationship.
However, little progress has occurred in reducing suspicion, and both
countries are presumably strengthening their capacity to engage in both
defensive and offensive cyberactions against each other. The apparent
unanimity of support within China for the official position suggests it is
unlikely that internal debates exist over this issue that could possibly
provide an opening for a change in the Chinese position. In at least the
near to medium term, obstacles remain on developing a common
international approach to cybersecurity, and Beijing will likely continue to
develop and utilize cybercapabilities against other states, for both national
security and economic purposes.

During the past few years, cybersecurity has become a major concern among many
countries, as a result of the continued rapid expansion and deepening technological
sophistication of the Internet, alongside the growing reliance of governments and
societies on cyberbased systems for everything from communications and information
storage to military operations and commercial activities.'

In recent months, this issue has become a major source of both tension and potential
cooperation for the U.S.-China relationship in particular. Stemming from a Western (and
especially U.S.) assessment that a growing number of destructive cyberattacks on
commercial enterprises and government institutions originate not only from Chinese
individuals, but also most likely from Chinese government (and especially military)
sources, Washington has greatly intensified its expression of concern to Beijing.

Beijing has repeatedly denied carrying out cyberattacks against any other country, while
calling for both bilateral and multilateral cooperation, free from accusations, to formulate
agreed-upon norms for the operation of the global Internet as well as place its oversight
in the hands of a broadly representative international structure. The United States has
resisted the latter proposal.

These developments have elevated the issue of cybersecurity to a top priority within the
overall bilateral relationship. In response to the importance and urgency of the issue,
Washington and Beijing recently agreed to form a Cyber Working Group (CWG) as part
of the bilateral Strategic and Economic Dialogue (S&ED),’ with the first Bilateral
Cybersecurity Working Group Dialogue held in Washington D.C. on 8 July.’

" I am greatly indebted to Audrye Wong for her invaluable assistance in the preparation
of this article.
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Thus far, however, little progress has occurred in reducing suspicion and developing
cooperation in this area. To the contrary, the United States and presumably China are
strengthening their capacity to engage in both defensive and offensive cyber actions
against each other, presenting the prospect of a cyber arms race while potentially
intensifying the already high level of distrust between the two countries.’

To understand the challenges and opportunities presented to the Sino-U.S. relationship by
the cybersecurity issue, it is important to examine in some detail the views, beliefs, and
apparent assumptions of Chinese observers toward the subject. This article addresses
Chinese thinking on four basic aspects of the issue:

The Definition of Cybersecurity and the Challenge It Presents

The Cybersecurity Threat Posed by the United States and Other Countries
The Origins and Motives behind Foreign Cybersecurity Threats

Chinese Preferences for Mitigating Cybersecurity Threats

As they have in several previous editions of CLM, our examination of Chinese views on
these topics will distinguish between three basic types of Chinese sources: authoritative;
quasi-authoritative; and non-authoritative.’

For each area, particular attention is given to: a) the authoritative PRC government
viewpoint (if publicly available); b) views toward the United States in particular; and c)
any variations that might exist among Chinese commentators, in both substance and tone.
The article addresses several specific questions: to what extent and in what manner do
Chinese definitions of cybersecurity and Chinese views on the cybersecurity threat differ
from those of the United States and other countries? How do Chinese sources respond to
U.S. and Western accusations against China? In all these areas, can one discern any
significant differences: among authoritative Chinese sources, between military and
civilian sources (of all types), and among authoritative, quasi-authoritative, and non-
authoritative sources in general?

The article concludes with a summary and some implications for the future.

The Chinese Definition of Cybersecurity and the Challenge It
Presents

Authoritative Chinese sources do not provide a detailed definition of cybersecurity and
the challenge it poses. PRC government statements largely refer in general terms to the
growth of the Internet, the increasing dependence of many nations on cyberbased
activities, the potential dangers posed by cyberbased attacks or incursions, and the need
for governments to provide more supervision over the Internet.’
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Nonetheless, such general statements, combined with the more detailed discussion of
such issues appearing in non-authoritative sources, suggest that most Chinese conceive of
cybersecurity in a similar manner to observers in other countries. That is, it involves the
protection of the Internet against harmful activities directed against or having the effect
of undermining national security or commercial, social, and individual interests. Such
interests include the capacity of the state to defend itself and society, the ability to
compete fairly and productively in the national and global economic order, the
preservation of social norms, and the privacy and security of the individual citizen.

Most Chinese have the same concerns as much of the rest of the world about harmful
cyberactivities, including: efforts to crash, slow, or paralyze vital cyberbased
infrastructure; the promulgation of information or images harmful to the polity, society,
or the economy (such as pornography, false or misleading commercial information, and
the advocacy of violent political revolution); espionage; the theft of proprietary
commercial data or information; and specific actions designed to weaken the capacity of
the state to defend itself through military and other means.® Thus, both authoritative and
other Chinese observers believe that “cyber security is an international . . . issue and
hacker attack is a common challenge facing the whole world.”

The Chinese also seem to agree with observers in other countries that cybersecurity is a
particularly challenging issue because of the technical characteristics of the Internet and
the growing presence of cybercrimes and other forms of dangerous behavior. As Zhong
Sheng states: “[the Internet is] transnational and anonymous; it involves multiple fields
and multiple agencies; there is a coexistence of hardware and software; there is an
overlap of the virtual world and reality.”'’

Both Ministry of Foreign Affairs and Ministry of Defense officials repeatedly state that
“China is a major victim of hacker attacks.”'' Various Chinese sources provide data on
the scope of the cyber problem confronting China, but the Chinese military in particular
has cited statistics on the number of cyberattacks on its systems, in large part to rebut
foreign (and especially U.S.) accusations that the PLA is conducting huge numbers of
attacks on others (see below).'?

In response to such threats, and the overall security challenge presented by
cyberactivities, authoritative Chinese sources repeatedly declare:

The Chinese Government always opposes and strictly prohibits any illegal
criminal activity by hackers. The Chinese law stipulates unequivocally
that those who commit cyber crimes should undertake criminal liability in
accordance with the Criminal Law of the People’s Republic of China."

Beyond such general concerns, the PRC regime, and many interested Chinese observers,
places a particularly strong emphasis on the challenges posed by cyberactivities that
threaten existing domestic social and political norms or values (such as the dissemination
of false rumors) as well as the sovereignty of the nation-state. In particular, many non-
authoritative sources, both civilian and especially military, introduce the concept of
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sovereign “virtual territory” on the Internet (termed “cyber sovereignty” by some Chinese
sources),'* and advocate the need for a government to identify the boundaries of such
territory and protect it against cyberbased threats."

To support their contention that the Internet poses a major threat to the sovereign
authority of nation-states, non-authoritative Chinese sources frequently cite the disruptive
impact on Middle Eastern governments of social networking websites such as Twitter, as
well as various blogging websites. The supposedly negative impact of such activities in
the aftermath of the Iranian presidential elections is often offered as a specific example.'

Such a viewpoint leads to a more state-centric orientation toward cybersecurity than is
the case in Western democratic nations. As an article in People’s Daily states: “It is a
crucial test for countries around the world to bring the use of internet into line with state
administration, timely and effectively collect and analyze online diplomatic data as well
as make diplomatic decisions with consideration to cyber opinions.”"’ Another observer
asserts that “[i]t has become a consensus worldwide that government should play the role
of the Internet ‘administrator’ and set examples in Internet governance because it
possesses the most management resources and management tools.”'®

This viewpoint reflects to a great extent the long-standing and strong Chinese concern
with social disorder, along with the related need for a strong, supervisory state to uphold
societal norms and preserve social harmony.'” It also undoubtedly reflects the acute
sensitivity of the PRC regime to the potential threats posed by any “unregulated” activity.

Both authoritative and non-authoritative Chinese sources (and military sources in
particular) thus identify cyberspace as a non-traditional yet critical national security
interest. For example, one Academy of Military Science (AMS) researcher states: “The
strategic significance of the Internet lies in the fact that it has become an effective tool
that breaks national boundaries, communicates information worldwide, and influences
international and domestic affairs.”*’

While stating opposition to cyberattacks and highlighting the defense of sovereign
“virtual territory,” many non-authoritative civilian and military Chinese sources
acknowledge that China’s cyberinfrastructure and internet laws are vulnerable and weak
compared to those of other countries, and that it is difficult to identify the boundaries that
require protection.”’ Moreover, non-authoritative sources repeatedly assert that China is
highly vulnerable to cyberattacks because it relies primarily on developed countries—and
especially the United States—for core network technologies.*

In response to largely Western criticisms that a state-centric approach to Internet
administration will lead to efforts to curtail freedom of speech and other individual
liberties, a non-authoritative Chinese observer argues that:

The government management of the Internet mainly aims to monitor
harmful information, crack down on cyber crimes, maintain order in the
cyber world as well as fill the network gap, lift information use efficiency
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and bring more people the convenience of the Internet.”

At the same time, the same source, along with many other Chinese sources, authoritative
and otherwise, also asserts that “freedom on the internet is . . . subject to laws and
morality.”** Although largely unobjectionable as a general standard for Internet behavior,
for many Chinese, and especially for authoritative and quasi-authoritative observers, such
a notion involves a more direct, activist, and ideological role for government than most
Western observers would countenance. As one observer in the Liberation Army Daily
(LAD) opined, “raising the ideological and moral standard of the citizens [is] a basic
standard for achieving the unification of cyber freedom and cyber self-discipline.”

For these Chinese observers, the “ideological” dimension of cybersecurity usually refers
to the defense and expansion of “socialist ideology and culture.” Both civilian and
military officials and observers assert that to protect China’s sovereignty and the
authority of the PRC government, the Internet in China must reflect socialist “cyber
culture” and resist “ideological infiltration and political instigation.”*

Authoritative Chinese sources do not present such a clear and detailed description of the
ideological and regime-oriented dimensions of Internet supervision. For example, while
declaring that China supports freedom of speech and the free exchange of information on
the Internet, former Foreign Minister Yang Jiechi points out that “there are different
social systems in the world,” and that Beijing needs to “do regulatory work according to
law and according to what is in the best interest of China.”*’ Although Yang did not give
specifics, it is highly likely that such “regulatory work™ includes the type of ideological
defense and advocacy as presented in the non-authoritative sources above.

Finally, in addressing the general issue of cybersecurity, many quasi- and non-
authoritative Chinese sources assert that U.S. dominance and de facto control over
Internet technologies and the cyberinfrastructure is unfair, presenting a source of
instability and potential danger for the global cybersystem. One non-authoritative
Chinese observer asserts that the U.S. “enjoys global monopoly status in research and
development in both software and hardware.””

As evidence in support of such a viewpoint, many Chinese sources declare that 10 (or
according to some Chinese observers, all) of the 13 so-called root servers essential to the
function of the Internet are located in the United States.”” One source also claims that
“eighty percent of the worldwide Internet data transmission and processing occurs in the
United States.”’

A quasi-authoritative source states that “all root servers are under the unified control of
ICANN (Internet Corporation for Assigned Names and Numbers), which has the mandate
of the U.S. government. It is responsible for the management of Internet root name
servers, domain name systems and IP addresses worldwide.” According to this source,
such supposed U.S. control “implies the right to control other countries’ Internet presence
and access.”' Similarly, Hu Yanping, the founder and president of the China Internet
Data Center and past editor of China Internet Weekly, asserts that, as a result of U.S.
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dominance over the Internet, “the Chinese Internet industry is running in the hands of the
U.S.”32

More ominously, according to some non-authoritative sources, such as Major General
Wu Jianguo, the United States allegedly uses such technological advantages to “display
its fist of hegemony everywhere,” depriving others of sharing information on the Internet,
creating backdoors in its software to facilitate hacking, and exporting inferior
microchips.*?

The Cybersecurity Threat to China Posed by the United States and
Other Countries

In general, authoritative Chinese sources do not publicly identify the United States
government, much less Western governments in general, as the verifiable source of the
major types of cybersecurity threats outlined above. While Foreign Ministry officials
point out, “as far as we know, cyber attacks against China mainly originate from the
U.S.”* (as indicated by the apparent location of the attacker’s IP address), they also state,
“we are keenly aware of the complexity of the Internet environment so we do not come to
the conclusion that it is the U.S. institutions or individuals that have carried out the
attacks.”> Authoritative military sources have echoed this view, asserting that, because
cyberattacks are “transnational, anonymous, and deceptive,” often percolating IP
addresses, “we do not point fingers at the United States.”°

Similarly, quasi-authoritative sources such as Zhong Sheng state: “Even though these
data show, from the technical angle, the situation of cyber attacks on China from the
United States, relevant quarters in China have never made any simplistic assumptions and
accusations regarding the source of attack, which is worlds apart from the U.S. side’s
attitude. The reason why China acts this way is that the openness of the Internet has
determined that hacking attacks know no national boundaries and we cannot hold that
U.S. hackers have launched an attack just because we see the IP address of the source of
attack is in the United States; otherwise, the argument obviously would be less than
professional.”’

That said, in describing the supposedly many cyberattacks undertaken against Chinese
military websites, Defense Ministry officials have on occasion explicitly stated that many
such attacks “originated from the U.S.,” thus contradicting the Chinese claim that it is
impossible to determine with certainty the origin of attacks.*®

In fact, many authoritative, quasi-authoritative, and non-authoritative Chinese sources
assert that the United States is the source of a large number (indeed, a majority, according
to some sources) of cyberattacks on China, based on the IP address of the attacker. For
example, a Foreign Ministry spokesperson, in listing the numbers of cyberattacks China
suffered in 2012, stated: “Attacks originating from the United States rank the first among
these hackings.”” Perhaps this apparent contradiction reflects a Chinese distinction
between cyberattacks originating in the U.S. and attacks made by the U.S. government.
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Yet the supposed unreliability of IP addresses should presumably apply equally in both
cases.

Many Chinese sources regard Western and U.S. accusations that China engages in
numerous cyberactivities against other countries as a sort of threat to China. They
consistently and vehemently deny such accusations as groundless, fraudulent,
unsubstantiated, and hence unprofessional (usually by asserting the above-outlined
problems involved in identifying the source of attacks), while repeating the claim that
China is opposed to all hacking and other forms of cyberattacks.*

At the same time, authoritative, quasi-authoritative, and non-authoritative Chinese
sources also charge the United States with pursuing a double standard by accusing others
of cyberattacks while conducting cyberespionage itself (as confirmed by the Snowden
leaks of the U.S. Prism program, termed “Prism gate” by many Chinese). In addition,
some sources claim that Western accusations blacken China’s image and obstruct efforts
to develop a common approach against cyberattacks.

Foreign Ministry officials are generally less direct and critical in presenting this
viewpoint than their Defense Ministry counterparts. Statements by the former—almost
always in response to press questions—mostly follow the same line taken at a press
conference by Foreign Ministry spokesperson Hua Chunying, who asserted that “taking a
double standard on cyber security does not help solve the issue,” while expressing the
hope that “both sides could take an even-tempered, level-headed and objective approach
to the issue, build up understanding and trust and enhance cooperation through dialogue
and communication so as to jointly build a peaceful, secure, open and cooperative
cyberspace.”!

In partial contrast, Defense Ministry officials state that “Prism gate” “reflects the real
face and hypocritical deeds of a certain country [read the United States] . . . This kind of
double standard of taking advantage of advanced information technology to seek selfish
gains on the one hand while making unfounded allegations against other countries is not
conducive to peace and stability in cyberspace.”*?

Quasi-authoritative sources are more direct in their criticism of the United States.
Though avoiding outright accusations that the U.S. government engages in large-scale
cyberattacks against China, such sources claim that American support for “internet
freedom” is used to facilitate intervention in the politics of other countries while also
serving to consolidate “the cyberhegemony of the United States.”*

The “double standard” charge against the United States is echoed, with even greater
stridency, in many non-authoritative Chinese sources, especially those appearing in
military media such as the Liberation Army Daily or those penned by military scholars
and analysts.**

Some non-authoritative military sources describe the U.S. approach as a “so-called dual
strategy”: “On the one hand, it uses so-called ‘cyber freedom’ as an important
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supplemental means for U.S. global diplomacy, and on the other, it uses ‘cyber security’
to suppress competitors and maintain U.S. security. However, such a strategy means that
other nations must ‘open wide the gate’ to their Internets, while the United States can
wear the tall hat of ‘protecting national security’ and use means such as strangling
‘WikiLeaks’ to close the ‘gate’ to their own Internet.”*’

Finally, in response to Washington’s explanation that its cybersurveillance activities only
apply to foreigners, one AMS scholar further highlights how it indicates that while “the
privacy right of the American people is treated with due respect . . . that of the people of
other countries is not as important.”*®

In addition to the above perceived cyberthreats posed to China by the United States (and
other Western countries), a wide array of primarily quasi- and non-authoritative Chinese
sources also allege that, by developing the means to conduct offensive cyberwarfare, the
U.S. is militarizing cyberspace and prompting an international cyber arms race, thereby
undermining efforts to increase cybersecurity and aggravating Sino-U.S. relations.

Among authoritative sources, the few discussions of the threat posed by U.S.
cyberwarfare are primarily found among military sources. For example, a Defense
Ministry spokesperson reportedly stated that U.S. plans to enlarge the size of its
cyberwarfare force, make cyberwarfare rules, and “adopt a preemptive cyber attack
policy” are “not conducive to the joint efforts of the international community to enhance
network security.”’

Quasi- and non-authoritative Chinese military and civilian sources (but especially the
former) are far more numerous, and go further, in accusing “certain countries” or in some
instances explicitly the West—not least the United States—of developing the notion of
cyberwarfare as a new means of threatening other nations. Such sources view the United
States as having first militarized the Internet through the introduction of the concept of
cyberwarfare, as well as the development of a cyberwarfare strategy and specific
cyberweapons.*®

Zhong Sheng provides a typical example of this argument in a February 2013 article.
The author(s) state(s):

certain countries are now speeding up the development of cyber war forces,
seeking military superiority in cyberspace, giving impetus to applying armed
conflict methods in cyberspace, and drawing up cyber warfare rules in disguised
fashion, with the result that the risk of military conflict in cyberspace is
continuing to grow, posing an increasingly obvious threat to national security and
international peace.

The author(s) take aim specifically at the United States elsewhere in the article, stating:

The United States ought to clearly understand that taking the lead in developing
cyber warfare capability and pursuing absolute military superiority will trigger a
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cyberspace arms race and military conflict, and this could cause unforeseeable
disastrous consequences for human society.

The author(s) add that, given the United States’ own high reliance on computer-based
information systems, “engaging in cyber war is not in America’s own interests.””” An
article appearing in People’s Daily makes the same point, somewhat ominously asserting
that U.S. dependence on cybersystems could “leave the country more vulnerable and turn
out to be the lower-hanging fruit in the face of cyber attacks.”"

In criticizing the United States, some non-authoritative Chinese sources raise questions
regarding the feasibility and reliability of any cyberwarfare doctrine or set of weapons.
For example, one military analyst asks several basic questions: how does one define and
identify a cyberattack? At what point does it constitute something equivalent to a
conventional military attack, requiring a military response of some sort? How can one
identify with certainty the source of the attack? And what rules or procedures would
prevent unwanted collateral damage to innocents?>>

Despite such complications, the supposedly dire threats presented by Washington’s
alleged militarization of cyberspace prompt many Chinese observers (and in particular
military analysts) to assert that China and other countries have no choice but to respond,
in order to protect themselves, by acquiring cyberwarfare capabilities of their own. As
one observer states: “Now that a rising number of militaries are setting up cyber warfare
commands to protect their national interests, it is natural for the People’s Liberation
Army to CS%tch up and launch a similar command responsible for defending China’s cyber
security.”

One very authoritative military source, the most recent PRC Ministry of Defense
“Defense White Paper 2012,” clearly states an intention to defend China’s cyberspace,
stating that the goal of China’s national defense efforts is (among other things) to:

protect national maritime rights and interests and national security interests in
outer space and cyber space. “We will not attack unless we are attacked; but we
will surely counterattack if attacked.” Following this principle, China will
resolutely take all necessary measures to safeguard its national sovereignty and
territorial integrity.>

Several non-authoritative military sources explore in considerable detail the various
dimensions and requirements of cyberwarfare.”> However, most Chinese sources
characterize such responses as purely “defensive” efforts designed to counter or deter
cyberwarfare attacks. The term “cyberdefense” is usually employed to describe the
function of China’s military-oriented cybercapabilities.”

To reinforce this notion, one authoritative military spokesperson has declared that “China
does not have any soldiers engaging in cyber warfare.” He adds, in response to the
announcement in May 2011 that the PLA had formed a “Cyber Blue Team” within the
Guangzhou military region: “The inclusion of “blue teams” in Chinese military drills is
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done to enhance the country’s ability to safeguard cyber security and is not related to
conducting cyber attacks.”’ Other analysts similarly assert, in response to criticism that
the PLA’s cybersystems include offensive capabilities, that China’s blue teams “are not
hackers.”®

The Origins and Motives Behind Foreign Cybersecurity Threats

As suggested above, the vast majority of Chinese commentary on the origins and motives
of the cybersecurity threats confronting China focuses on the actions of the United States.
In the realm of military and national security, these sources contain a multitude of
different variations on a single general theme: Washington is using cybertechnology and
developing cyberwarfare capabilities to undermine or overthrow nations it opposes,
justify cyberattacks in the name of national security, and thereby support its efforts to
maintain global hegemony.

An explicit emphasis on sustaining U.S. hegemony as a motive for Washington’s actions,
common to Chinese analysis of many aspects of U.S. foreign and defense policy, is in
this instance found only in quasi- and non-authoritative sources, as far as we can discern.
Authoritative sources are more circumspect and vague. In one instance, responding to a
press query on the Snowden leaks detailing U.S. intrusion into Chinese cybernetworks, a
Foreign Ministry spokesperson states: “We believe that what we need in cyber space are
rules and cooperation rather than war or hegemony.” In other instances, both Foreign
and Defense Ministry spokespersons state, in response to press queries, that U.S. or U.S.
government-related allegations of Chinese cyberattacks are “driven by ulterior motives,”
and constitute interference in China’s internal affairs, as a result of a “Cold War
mentality.”®

Probably the most explicit authoritative reference to U.S. motives occurs in the economic
realm. For example, when asked to comment on U.S. congressional legislation requiring
government agencies to make a formal assessment of “cyber-espionage or sabotage” risk
when considering purchase of information technology systems from China, a Foreign
Ministry spokesperson states that the legislation uses cybersecurity as “an excuse to take
discriminatory steps against Chinese companies.”®'

Quasi-authoritative sources are far more direct and critical. Most focus on U.S. motives
behind the development of cyberwarfare capabilities. There have been several
accusations of Chinese hacking attacks on the United States in recent Pentagon reports on
the Chinese military,** as well as a February 2013 report by Mandiant, a U.S.-based
information security company, describing the massive and widespread cyberattacks on
the U.S. and other powers and on commercial entities, allegedly conducted by a Chinese
organization termed PLA Unit 61398, based near Shanghai.®® In response, Zhong Sheng
argues that “the intention is to have justification for the U.S. launch of cyberattacks,”
“put a cloak of legality on its ‘preemptive strike’ strategy in cyber warfare,” and “gain
spending support and international law grounds, and [reverse] its negative international
image of sabotaging cyberspace peace.” All such actions are purportedly done to
maintain U.S. hegemony.

10
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Similar but more detailed and disparaging arguments are most commonly found in non-
authoritative sources. A typical refrain, in this case contained in a Liberation Army Daily
article, asserts that “the United States is trying to solely seize the hegemonic status in
global cyberspace and also dominate the formulation of the rules of the game for cyber
warfare through a series of strategic measures, thus capturing the commanding height of
future cyber warfare.”

Non-authoritative sources make a clear connection between the above argument of U.S.
hegemony and the U.S. accusation that China engages in cyberattacks, asserting that the
latter is part of the overall “China threat theory” espoused by Washington and others to
justify their containment strategy against China and sustain large defense budgets, and
hence U.S superiority.*®

Unsurprisingly, this argument is also linked to the economic domain. In responding to
accusations that the PRC government and others in China engage in large-scale attacks
on commercial entities, non-authoritative sources assert that the United States and U.S.-
backed companies are motivated by efforts to weaken China as an economic competitor,
facilitate trade protectionism, levy more technology restrictions on China, protect
commercial software interests, compensate for U.S. economic losses, and generate
business for U.S. corporations.®’

Chinese Preferences for Mitigating Cybersecurity Threats

In addition to portraying China as a victim of cyberattacks and making blanket denials of
any Chinese involvement in cyberattacks on others, authoritative sources most often
address the issue of how best to deal with the growing cybersecurity problem. In this
regard, Foreign Ministry sources repeatedly offer variations of the following two related
statements:

China stands ready to work with the international community including
the U.S. to carry out constructive dialogues and cooperation in the
principles of mutual respect and trust so as to jointly safeguard “peace,
security, openness and cooperation” of the cyberspace.®®

and

The United Nations, we believe, is the most appropriate forum for
deliberation and formulation of . . . international norms and rules on
information and cyber-space security.”

According to authoritative sources, such a broad, UN-structured international effort to
formulate norms and rules should begin with the development of “a code of conduct of
responsible countries for cybersecurity.”70 To this end, in 2011, China, along with
Russia, Tajikistan, and Uzbekistan, submitted to the United Nations a draft International
Code of Conduct for Information Security, which Zhong Sheng claims is “the first

11
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relatively comprehensive, systematic document of rules in the field.””" Such a code
would in turn presumably lay the foundation for the “establishment of a fair, democratic
and transparent internet management mechanism,” according to former Foreign Minister
Yang Jiechi.” In support of this effort, the Chinese Foreign Ministry recently set up a
“cyber affairs office” to coordinate diplomatic activities regarding cyberaffairs.”

As a major part of this undertaking, authoritative Chinese sources also stress the need to
work bilaterally with key actors such as the United States. Through such mechanisms as
the annual China-U.S. Forum on the Internet Industry and the recently created Cyber
Working Group under the framework of the S&ED, Beijing and Washington should
“respect and accommodate the other side’s concerns and jointly pursue cooperation
through frank exchanges and dialogue.” Specifically, according to one authoritative
source, the two countries should “make use of the existing cooperative mechanism to
provide each other with judicial assistance as they crack down on hacking, phishing, and
other Internet crime, and regularly exchange views on the maintenance of cyber
security...and step up consultations on such important issues as the equitable utilization
of global Internet resources, the formulation of rules for the governance of cyberspace,
and the control of a cyber arms race.”””

Quasi- and non-authoritative sources generally echo the above statements, emphasizing
the need to cooperate under the auspices of the UN to develop a common set of norms
and regulations governing the Internet.”” However, many sources go beyond such
general statements in support of official PRC policy, arguing that: a) the notion of “cyber
sovereignty” should constitute a key principle guiding the establishment of common
norms; and b) such an international effort should oppose the militarization of cyberspace
and ultimately end the allegedly unjust and threatening pattern of U.S. dominance over
the Internet.”® Several non-authoritative sources criticize the United States, either directly
or indirectly, for taking advantage of the absence of international norms and regulations
to, in the words of one observer, “run amuck, to seek...political, economic, and military
superiority over other countries, and to pursue. ..absolute security.””’

Not all non-authoritative Chinese sources, however, take such a critical and in some cases
hostile stance toward the United States. One source states that: “Instead of pointing
fingers at each other, China and the U.S. need to get down to real business and find
effective ways to crack down on cyber crimes, manage cyber conflicts, and consult each
other on ways to construct the global norms of cyberspace.”’® Another source suggests
that “As long as joint efforts are made, it is completely possible that cyberspace will
become a converging point of interests between China and the United States for
expanding consensus and improving bilateral relations.”” Such statements usually
appear during a period of Sino-U.S. comity, when, for example, Xi Jinping is visiting the
United States. Finally, several non-authoritative sources call for stronger PRC laws to
govern the Internet, as part of the overall effort to develop a common approach in this

80
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Conclusions and Observations

Several overall conclusions can be drawn from the above examination of Chinese views
on cybersecurity. First, there is remarkable consistency across different types of sources
(authoritative or otherwise, civilian and military) regarding the definition of
cybersecurity, and the challenge that it presents. Authoritative sources, such as Foreign
Ministry spokespersons and senior officials, offer only very general statements on these
topics, while other sources provide much greater detail.

But all types of sources seem to agree that cyberspace is an increasingly critical realm
relevant to the activities of the nation-state, various types of (especially governmental and
commercial) organizations, and individual citizens around the world. Moreover, all
interested Chinese seem to conclude that cybersecurity is thus a global problem
encompassing threats to national security, economic development, and individual social,
political, and moral rights. In addition, most Chinese, but especially military observers,
seem to place a relatively high stress on the threat that cyberactivities pose to state
sovereignty as well as the ability of the government to maintain order, ensure social
stability, and keep the nation (and by implication the PRC regime) free from attacks, both
domestic and foreign.”

In this regard, many Chinese view it as the duty of the government to take a highly
activist role in supervising and controlling the Internet, and in defending China’s “cyber
sovereignty” against all threats. At the same time, many Chinese, and authoritative
sources in particular, also stress the need for the international community as a whole to
devise rules, norms, and structures that reinforce each nation’s individual supervisory and
enforcement mechanisms and processes. While many Chinese apparently think that such
an undertaking should occur as a logical consequence of the dangers presented by the
common threats to cybersecurity faced by all nations and societies, in fact China’s
approach (along with that of other authoritarian states) is more statist and interventionist
than in the case of most if not all Western nations. And it is certainly more overtly
oriented toward political and ideological objectives, such as the upholding of “socialist
morality and culture.”

This difference in approach toward the role of the state in cybersecurity arguably
constitutes the most significant obstacle to efforts to develop a common international
cyberregime or a set of rules and mechanisms to ensure cybersecurity. Western nations,
including the United States, believe that governments should take a relatively low profile
in supervising and ordering the Internet, preferring instead a “multi-stakeholder
approach,” as reflected in the existing ICANN process. This approach emphasizes the
role of the private sector, civil society, academia, and other stakeholders, in contrast to a
top-dowgrzl model driven by intergovernmental decisions, whether via the UN or other
entities.

According to U.S. officials, international agreements on cyberbehavior should largely

focus on maintaining as much freedom as possible, and avoid a “traditional top-down
regulatory model” characterized by “rigid procedures, bureaucracy, and stalemate,”™
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while presumably remaining compliant with existing international and national criminal
laws, including prohibitions against child pornography, theft, slander, and other types of
images and speech that are usually deemed illegal by societies around the world.

Thus, the United States and other Western governments do not support apparent Chinese
intentions to enshrine the concept of “cyber sovereignty” in international agreements, and
to establish the UN as the supreme rule-making and supervisory entity over the global
Internet. Washington and others fear that such a development would result in a highly
statist and rigid international cyberregime that limits many activities deemed
unacceptable by authoritarian but not democratic states (such as freedom of political
speech), while additionally stifling commercial innovation. It is notable, but perhaps not
surprising, that no nongovernmental (i.e., non-authoritative) Chinese sources that we can
identify raise the danger to individual (and corporate) freedoms that might result from the
mainstream Chinese approach to this complex problem.

Another area of consistency within the Chinese viewpoint concerns the nature of the
threat posed to China by the United States and, to a much lesser degree, by other foreign
states. While authoritative sources avoid naming those governments they believe pose
cyberthreats to China, seeking to focus instead on the need to work together on a
common problem, other types of sources almost invariably depict the United States as the
major culprit in cyberbased efforts to keep China (and the rest of the world) subordinate,
as Washington allegedly strives to maintain its global hegemony. As discussed in many
previous editions of CLM, charges of hegemonic behavior by the United States are
commonplace among Chinese analyses of foreign policy issues. The cyberrealm offers a
particularly robust and multidimensional example of how such hegemonic behavior,
supposedly the most typical of all American traits, is identified as motivating all sorts of
actions, from using cyberspace to promote trade protectionism to providing a justification
for preemptive conventional military attacks on China and other countries.

As indicated above, non-authoritative Chinese sources are particularly voluble and
energetic in their criticism of the United States for four alleged sins related to its never-
ending search for hegemony: 1) the militarization of cyberspace; 2) the pursuit of a
double standard in claiming cyberfreedom for itself while attacking or limiting such
freedom for others; 3) engaging in completely groundless, destructive, and self-serving
accusations against China; and 4) unfairly dominating the current global cybersystem.

In many of these areas, it is remarkable to note the degree to which many Chinese
observers seem to deliver these criticisms without much, if any, real knowledge of how
states behave and how the Internet operates—and in some cases in the face of evidence to
the contrary. For example, Chinese sources seem to believe that if the United States had
not chosen to embark on the development of a cyberwarfare capability, no other states
would have done so. As indicated above, they assert that Beijing has been “forced” by
U.S. actions to develop such a capability, although they stress that it is purely “defensive”
and thus presumably lacks the capacity to attack other systems. As any military analyst
can attest, it is extremely difficult to distinguish between offensive and defensive
systems; in most cases, “offensive” capabilities are developed as an effective and
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necessary means of defense and deterrence. To imply that no government (and China in
particular) would have done this, absent U.S. efforts, is highly problematic.

Consistent with the stress on the possession of purely “defensive” systems, all Chinese
sources insist, often vehemently, that American accusations of Chinese government (and
in particular military) intrusions and attacks against both government and private (largely
commercial) computer systems lack any credible evidence, and probably harbor “ulterior
motives.” The categorical and absolute nature of these denials, across all types of
sources, is particularly noteworthy, especially since it flies in the face of what
cyberspecialists regard as solid evidence to the contrary. Chinese sources almost
uniformly cite the ability to percolate IP addresses as their primary reason for insisting
that cyberintrusions and attacks are “anonymous” and hence that U.S. accusations are
“groundless.” Yet, even if this assertion is true, other highly reliable methods do exist,
and have been presented both publicly (such as in the Mandiant report) and privately to
the PRC government.*

For Chinese leaders and elites to claim that China possesses no offensive
cybercapabilities and has never engaged in cyberactions against foreign states lacks
credibility. Moreover, it also strongly suggests that if the United States engages in a
double standard, China also does so, perhaps to an even greater degree. Washington at
least does not deny that it engages in some forms of cybersurveillance and intrusions and
the development of the capability to conduct cyberwarfare. One possible explanation for
the Chinese position is that, for non-authoritative sources at least, the cyberrealm, as with
other intelligence and surveillance matters, is too sensitive an issue to permit any
divergence from the PRC government’s official position. It is also an area with which
few nongovernmental observers are familiar. For official, authoritative sources, however,
China’s unreasonable position perhaps reflects the need to sustain a public image of
China as a peace-loving, harmony-seeking nation that remains outside the realm of
power-seeking governments like the United States.

Finally, the Chinese criticism that the United States exercises an unfair and potentially
threatening level of influence over the global cybersystem through its “control” over
ICANN alongside its technological dominance constitutes a gross distortion of the actual
situation. While it is true that the ICANN governance system originated within the U.S.
Department of Commerce, it is not under the control of Washington, does not control
Internet content, and cannot provide access connections to the Internet as an ISP (Internet
Service Provider) does. It coordinates the Internet’s naming system, and regulates the
expansion and evolution of the Internet, with input from several representatives of both
nongovernmental and governmental entities.*> Moreover, although most root servers are
operated by U.S. entities, according to knowledgeable specialists, they have no
“physical” location per se, being comprised of a network of several identical copies
distributed around the world, with no main server. Perhaps more important, root servers
in themselves do not ensure control over the Internet, and China now possesses a root
server network.
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All together, Chinese views on cybersecurity and the threats presented to China contain
many incredible elements. And the apparent unanimity of support within China for the
official position suggests it is unlikely that internal debates exist over this issue that could
possibly provide an opening for a change in the Chinese position. As a result, it is very
likely that little significant progress will occur in at least the near to medium term in
developing a common international approach to cybersecurity, and that Beijing will
continue to develop and utilize cybercapabilities against other states, for both national
security and economic purposes. That said, it is possible that sufficient pressure or
incentives could be brought to bear to induce Beijing to reduce its cyberbased
commercial espionage against the U.S. and other nations, especially when China faces
stronger incentives to protect its own proprietary commercial assets.
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Also, the Defense Ministry spokesperson has stated that “almost two thirds” of the abovementioned
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‘Hackers,” People’s Daily (Overseas Edition), February 22, 2013, translated by OSC,
CPP20130222787001; Wang Tian, “United States Exaggerates China is Starting ‘Internet Cold War,”
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also Shen Yi, “US Cyber Diplomacy Is to Hold the Old Wine With a New Bottle,” Liberation Army Daily,
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* Zhong Sheng, “The United States Bears Primary Responsibility for Stopping Cyber War,” People’s
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wars.” See “Don’t Become a Tool of Hegemony, Google!” People’s Daily Online, January 27, 2010,
translated by OSC, CPP20100127702006. The argument that the U.S. emphasis on cyber issues reflects an
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! Zhong Sheng, “Groundless Accusation Harmful to Cyber Security Cooperation,” People’s Daily,
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> For example, Zhong Sheng states that: “Information security has become a global issue and the
countering of hackers can hardly do without international cooperation . . . Dialogue and cooperation alone
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