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FOREWORD

In February 2018 twenty-three American and ten foreign academics,
diplomats, journalists, and think tank members met at the Annenberg
Foundation Trust’s Sunnylands estate in Southern California to launch
a project to map the challenges posed by the People’s Republic of China’s
growing quest—in what Beijing propagandists call a “discourse war,”
huayuzhan (i515)—to influence civic discussions in societies outside the
sovereign borders of China. Over the following months, participants in
our Working Group on Chinese Influence Activities in the United States
researched and drafted eight chapters assessing the nature and extent of
China’s influence-seeking activities in different sectors of American soci-
ety, while our international associates contributed overviews of these
efforts in eight other developed countries. The draft papers were dis-
cussed in several follow-up meetings and initially released as a report in
November 2018. Following the release, we made modest revisions in
response to new information and some specific concerns that were sub-
sequently raised. This book represents the final version of our working
group report.

As we stress repeatedly in our Introduction, every country has the
right to promote its policies, values, and achievements abroad, so long as
they do so through internationally accepted means of open engage-
ment and persuasion, what is often referred to as “soft power” or “public
diplomacy.” But increasingly, policy makers, analysts, and civic leaders
in the world’s democracies find themselves confronting a very different
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form of power projection by the People’s Republic of China (PRC). This
entails efforts to advance the interest of the Chinese Communist Party
by shaping, even constraining, policy discourse abroad in ways that are
sometimes overt, but that also covertly disguise the origin and intent of
the influence-seeking activity.

We want to briefly respond here at the outset to some of the criti-
cisms that have been raised since the initial release of our working group
report. One group worries that the report does not distinguish clearly
enough between legitimate and illegitimate influence activities. As we
noted in our original draft, and now in this final book, it is crucial to
make a distinction between traditional soft-power activities and more
subterranean and subversive “sharp power” projections. In the pages
that follow, our concern with the PRC’s ostensible soft-power activities
in the United States—its surging media presence, the growing number
of visits and exchanges of all kinds, the expansion of philanthropic
activities—is not the rising scale of them, but their all-too-often covert
and nonreciprocal nature. As we stress in our Policy Principles, it should
no longer be acceptable that scholars, journalists, diplomats, and public
officials from the People’s Republic of China be afforded unfettered access
to American society while reciprocal access is severely constrained or
denied to American counterparts in China. It is here that the political
question of what has been happening internally within China has rele-
vance to our own foreign policy.

Although it was beyond the scope of our work to document in detail
the political trajectory of the People’s Republic of China, it is critical to
understand that under Communist Party general secretary Xi Jinping
China has become increasingly authoritarian and marked by rising lev-
els of ideological indoctrination and control; diminishing tolerance for
dissent; new crackdowns on human-rights lawyers; an unprecedented
new assault on the rights of the Uighur and other Muslim minorities;
and the emergence of a new surveillance state set on compiling digital
profiles of every Chinese citizen with a “social credit score” that will dou-
ble as a political loyalty index determining access to a wide range of ser-
vices and privileges in Chinese life. For readers of this report, it is

critical to remember that the PRC remains a Leninist regime in which
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the Communist Party not only reigns supreme over the state at home
but also now presides over a vast and lavishly resourced bureaucracy to
project global influence, through so-called “united front” ties, to will-
ing or ill-informed constituencies around the world.

We share with our critics the goal of building a healthy relationship
between the world’s two superpowers that is based as much as possible
on cooperation rather than conflict. But as we repeatedly argue in this
book, this can only be possible with a rebalancing of the relationship
toward greater transparency, reciprocity, and fairness. Such a rebalanc-
ing will require, in part, pushing back against nontransparent forms of
intrusion, such as PRC efforts to vet which topics relating to US-China
relations are open for discussion, which Americans can participate in
scholarly delegations and conferences in China (or even in the United
States), and what topics writers and journalists may cover without being
treated in a punitive way. For example, when pluralism of perspectives
largely disappears in the Chinese-language media within the United
States, that development reduces the quality of the democratic experi-
ence for an important sector of American society, and thus the issue
becomes a legitimate US national interest that must be addressed.

The same is true for the effects of other kinds of influence activities
documented in this report. When foreign students and scholars have
good reason to fear that their statements and comments—even in the
classroom—may be monitored by some of their peers and reported back
to authorities of their home government, which places little value on free-
dom of expression, societal freedoms in the United States are under-
mined. When American scholars and researchers concede that they
engage in some degree of self-censorship in order to avoid losing access
to Chinese visas, archives, libraries, institutions, officials, and society, that
is an impact on academic freedom in the United States. When a think
tank shies away from overt criticism of China for fear of jeopardizing its
Beijing branch office or generous flows of financing, that is an impact on
American public discourse. When US corporations are pressured to refer
to Taiwan in their commercial activity only in a way that strictly adheres
to PRC insistence that Taiwan is a province of the PRC, that impinges on

their freedom to operate globally, as well as their freedom of expression in
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the United States. We believe that the sum total of the PRC’s influence-
seeking activities in the United States and other societies (including
but not limited to the eight case studies in our Appendix) represents an
ambitious new project to control the narrative about China and to shape
the policies and thinking of other societies toward China, and that a
worrisome portion of these efforts involves illegitimate methods. A pos-
ture of informed, responsible, and balanced vigilance now will hope-
fully contain the potential for much more worrisome levels of untoward
influence down the road.

Finally, as we have stated explicitly and repeatedly in our report—
including in our Afterword—we reject casting general aspersions on
Chinese Americans or Chinese nationals who are studying and doing
business in the United States. Chinese Americans constitute a vital and
treasured portion of the extraordinary cultural mosaic of American soci-
ety and have come to constitute an important element of American
exceptionalism. American Chinese are just as “American” as any other
ethnic or nationality group in the United States, and their extraordinary
achievements in business, science, the arts, philanthropy, and public
affairs place them among the most successful and admired of all Ameri-
can nationality groups. It goes without saying that we oppose any efforts,
past or future, to single them out as a group for investigation or discrimi-
nation, and this report notes examples of what we believe to constitute
prosecutorial overreach.

Any American of any ethnicity or national origin could, for finan-
cial, ideological, or personal reasons, become an agent of covert influ-
ence of an adversarial power. Any concern about whether an American
citizen or resident is acting inappropriately must therefore be judged on
a case-by-case basis and strictly based on evidence. And American democ-
racy will always be stronger when no ethnic group has its loyalty as a
group to this country called into question.

However, as our report documents, the Chinese Communist Party
views the situation quite differently: the “united front” influence bureau-
cracy in the PRC considers the whole worldwide Chinese diaspora as
“overseas compatriots,” buagiao tongbaomen (fFFIIE{ 1) owing a measure
of loyalty to “the Chinese Motherland,” zhongguode zuguo (FEHIAHE).
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Consequently, the Communist authorities treat people of Chinese eth-
nic origin as a special priority in the PRC’s global influence-seeking
activities. This creates a situation that we cannot wish away, a racial tar-
geting that many ethnically Chinese citizens of the United States and
other democratic societies worry about and deserve protection from. It
is their rights as American citizens—including their right to a wide range
of information of sources in Chinese and freedom from pressure or
intimidation by agents of foreign governments such as the PRC—that
are highlighted in this report. This does not mean that Chinese
Americans who advocate for more constructive relations with the PRC,
or who may align themselves with certain PRC policies, are doing so
because they have been inappropriately “influenced.” But in the con-
text of an increasingly adversarial bilateral relationship, China’s efforts
to influence them, especially covertly, are a legitimate subject of research,
discussion, and concern, which is what we have sought to do with this
volume.

We do not advocate or support a new Cold War with China, nor do
we hope for a diminution in ties between the two countries or a dimin-
ished flow of graduate students, even in “sensitive” STEM fields (science,
technology, engineering, and mathematics). If the United States wants
to maintain its global technological leadership, we believe a far better
approach to the issue of tech transfer (addressed in chapter 8 of this book)
is to carefully vet foreign graduate student applicants for undisclosed ties
to PRC intelligence and security agencies, and then not only welcome
the overwhelming majority of Chinese (and other foreign) applicants, but
encourage them to stay on after their studies are completed to become
citizens.

For the foreseeable future, China will be the United States’ princi-
pal competitor for global power and influence. International peace and
security require that the relationship between these two superpowers
remain as constructive as possible. But any healthy relationship must be
built on transparency, reciprocity, fairness, and balance. That is the
promise that has motivated our working group, our initial report, and
now this book.
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POLICY PRINCIPLES FOR
CONSTRUCTIVE VIGILANCE

The members of this working group seek a productive relationship
between the People’s Republic of China (PRC) and the United States.
To this end, and in light of growing evidence of China’s interference in
various sectors of American government and society, we propose three
broad principles that should serve as the basis for protecting the integ-
rity of American institutions inside the United States while also protect-

ing basic core American values, norms, and laws.

Transparency

Transparency is a fundamental tenet and asset of democracy, and the
best protection against the manipulation of American entities by outside
actors.

* American nongovernmental organizations (NGOs) should play an
important role in investigating and monitoring illicit activities by
China and other foreign actors. They should as well seek to inform
themselves about the full range of China’s influence activities
and the distinctions between legitimate and illegitimate influence
efforts.

* Congress should perform its constitutional role by continuing to
investigate, report on, and recommend appropriate action con-
cerning China’s influence activities in the United States. It should
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update relevant laws and regulations regarding foreign influence,
and adopt new ones, to strengthen transparency in foreign efforts
to exert influence.

* Executive branch agencies should similarly investigate and publi-
cize, when appropriate, findings concerning these activities, with a
view to promoting healthy and responsible vigilance among American
governmental and nongovernmental actors.

* The US media should undertake careful, fact-based investigative
reporting of China’s influence activities, and it should enhance its
knowledge base for undertaking responsible reporting.

* Faculty governance is the key to preserving academic freedom in
American universities. All gifts, grants, endowments, and coop-
erative programs, including Confucius Institutes, should be sub-
jected to the usual procedures of faculty oversight.

* US governmental and nongovernmental sectors should disclose
financial and other relationships that may be subject to foreign
influence.

Integrity

Foreign funding can undermine the independence of American institu-
tions, and various types of coercive and covert activities by China (and
other countries) directly contradict core democratic values and free-
doms, which must be protected by institutional vigilance and effective

governance.

* Openness and freedom are fundamental elements of American
democracy and intrinsic strengths of the United States and its way
of life. These values must be protected against corrosive actions
by China and other countries.

* Various institutions—but notably universities and think tanks—
need to enhance sharing and pooling of information concerning
China’s activities, and they should promote more closely coordi-
nated collective action to counter China’s inappropriate activities
and pressures. This report recommends that American institu-
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tions within each of the above two sectors (and possibly others)
formulate and agree to a “Code of Conduct” to guide their exchanges
with Chinese counterparts.

* When they believe that efforts to exert influence have violated US
laws or the rights of American citizens and foreign residents in the
United States, US institutions should refer such activities to the
appropriate law enforcement authorities.

* Rigorous efforts should be undertaken to inform the Chinese
American community about potentially inappropriate activities
carried out by China. At the same time, utmost efforts must be
taken to protect the rights of the Chinese American community,
as well as protecting the rights of Chinese citizens living or studying
in the United States.

¢ Consideration should be given to establishing a federal govern-
ment office that American state and local governments and non-
governmental institutions could approach—on a strictly voluntary
basis—for advice on how best to manage Chinese requests for
engagement and partnership. This office could also provide confi-
dential background on the affiliations of Chinese individuals and
organizations to party and state institutions.

¢ All American institutions—governmental and nongovernmental—
that deal with Chinese actors (and other potential sources of
inappropriate foreign influence) should review their oversight and
governance practices and codify and exemplify best standards of
practice and due diligence.

Reciprocity

American institutions are deflected from their purpose of increasing
US-China understanding, and become distorted as one-way channels of
Chinese influence, when they are denied access to China on a basis that

is reciprocal with the access Chinese institutions are granted here.

* The asymmetry of scholarly research access is the most glaring
example of the lack of reciprocity. A whole variety of normal
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scholarly activities—including access to archives and certain librar-
ies, fieldwork, conducting surveys, and interviewing officials
or average citizens—has been cut off for American researchers in
China while Chinese enjoy all of these academic opportunities in
the United States. Individually and collectively, universities and
other sectors of American democratic life should insist on greater
reciprocity of access.

* US government public diplomacy activities are heavily circum-
scribed in China, while NGOs have encountered an increasingly
difficult environment in which to carry out their work. More rea-
sonable reciprocity for US public diplomacy efforts in China, rela-
tive to China’s activities in the United States, should be addressed
in negotiations between the two countries. In addition, this report
recommends enhanced American efforts to promote independent
news and information, and democratic ideas, through US global
broadcasting and efforts to counter disinformation.

* The US government should actively promote and protect oppor-
tunities for American actors to operate in China.



Introduction

For three and a half decades following the end of the Maoist era, China
adhered to Deng Xiaoping’s policies of “reform and opening to the out-
side world” and “peaceful development.” After Deng retired as paramount
leader, these principles continued to guide China’s international behav-
ior in the leadership eras of Jiang Zemin and Hu Jintao. Admonishing
Chinese to “keep your heads down and bide your time,” these party lead-
ers sought to emphasize that China’s rapid economic development and
its accession to “great power” status need not be threatening to either
the existing global order or the interests of its Asian neighbors. How-
ever, since party general secretary Xi Jinping came to power in 2012, the
situation has changed. Under his leadership, China has significantly
expanded the more assertive set of policies initiated by his predecessor
Hu Jintao. These policies not only seek to redefine China’s place in the
world as a global player, but they also have put forward the notion of a
“China option” (F[E /7 %) that is claimed to be a more efficient develop-
mental model than that of liberal democracy.

While Americans are well acquainted with China’s quest for influence
through the projection of diplomatic, economic, and military power, we
are less aware of the myriad ways Beijing has more recently been seeking
cultural and informational influence, some of which could undermine
our democratic processes. These include efforts to penetrate and sway—
through various methods that former Australian prime minister Malcolm

Turnbull summarized as “covert, coercive or corrupting”—a range of
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groups and institutions, including the Chinese American community,
Chinese students in the United States, and American civil society organ-
izations, academic institutions, think tanks, and media.!

Some of these efforts fall into the category of normal public diplomacy
as pursued by many other countries. But others involve the use of coercive
or corrupting methods to pressure individuals and groups and thereby
interfere in the functioning of American civil and political life.

It is important not to exaggerate the threat of Beijing’s new initiatives.
China has not sought to interfere in a national election in the United
States or to sow confusion or inflame polarization in our democratic
discourse the way Russia has done. For all the tensions in the relation-
ship, there are deep historical bonds of friendship, cultural exchange,
and mutual inspiration between the two societies, which we celebrate
and wish to nurture. And it is imperative that Chinese Americans—
who feel the same pride in American citizenship as do other American
ethnic communities—not be subjected to the kind of generalized suspi-
cion or stigmatization that could lead to racial profiling or a new era of
McCarthyism.

Yet, with increased challenges in the diplomatic, economic, and secu-
rity domains, China’s influence activities have collectively helped throw
the crucial relationship between the PRC and the United States into a
worrisome state of imbalance and antagonism. (Throughout this book,
we use “the PRC,” “China” and “Beijing” interchangeably to refer to the
Chinese Communist Party and the government apparatus of the People’s
Republic of China, and not to Chinese society at large or the Chinese
people as a whole.) Not only are the values of China’s authoritarian sys-
tem anathema to those held by most Americans, but there is also a grow-
ing body of evidence that the Chinese Communist Party views the
American ideals of freedom of speech, press, assembly, religion, and asso-
ciation as direct challenges to its defense of its own form of one-party
rule.?

Both the United States and China have derived substantial benefit as
the two nations have become more economically and socially intertwined.
The value of combined US-China trade ($635.4 billion, with a $335.4 US
deficit) far surpasses that between any other pair of countries.> More than
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350,000 Chinese students currently study in US universities (plus 80,000
more in secondary schools). Moreover, millions of Chinese have immi-
grated to the United States seeking to build their lives with more eco-
nomic, religious, and political freedom, and their presence has been an
enormous asset to American life.

However, these virtues cannot eclipse the reality that in certain key
ways China is exploiting America’s openness in order to advance its aims
on a competitive playing field that is hardly level. For at the same time
that China’s authoritarian system takes advantage of the openness
of American society to seek influence, it impedes legitimate efforts by
American counterpart institutions to engage Chinese society on a recip-
rocal basis. This disparity lies at the heart of this project’s concerns.

China’s influence activities have moved beyond their traditional
united front focus on diaspora communities to target a far broader range
of sectors in Western societies, ranging from think tanks, universities,
and media to state, local, and national government institutions. The PRC
seeks to promote views sympathetic to the government, its policies, and
Chinese society and culture; to suppress alternative views; and to co-opt
key American players to support China’s foreign policy goals and eco-
nomic interests.

Normal acts of public diplomacy, such as visitor programs, cultural and
educational exchanges, paid media inserts, and government lobbying
are accepted methods used by many governments to project soft power.
They are legitimate in large measure because they are transparent.
But this report details a range of more assertive and opaque “sharp
power” activities that China has stepped up within the United States in
an increasingly active manner.* These exploit the openness of our
democratic society to challenge, and sometimes even undermine, core
American freedoms, norms, and laws.

Except for Russia, no other country’s effort to influence American
politics and society is as extensive and well-funded as the PRC’s. The
ambition of China’s activity in terms of its breadth, depth of investment
of financial resources, and intensity requires far greater scrutiny than it
has so far received, because China is intervening more resourcefully and
torcefully across a wider range of sectors than Russia. By undertaking



8 Introduction

activities that have become more organically embedded in the pluralis-
tic fabric of American life, it has gained a far wider and potentially longer-

term impact.

Summary of Findings

This report, written and endorsed by a group of this country’s leading
China specialists and students of one-party systems, is the result of more
than a year of research and represents an attempt to document the extent
of Beijing’s expanding influence operations inside the United States.
While there have been many excellent reports documenting specific
examples of China’s influence seeking,’ this effort attempts to come to
grips with the issue as a whole and features an overview of the Chinese
party-state united front apparatus responsible for guiding overseas influ-
ence activities. It also includes individual chapters on different sectors
of American society that have been targeted by Beijing. The appendices
survey China’s quite diverse influence activities in other democratic

countries around the world.

Among the Report’s Findings

* The Chinese Communist party-state leverages a broad range of
party, state, and nonstate actors to advance its influence-seeking
objectives, and in recent years it has significantly accelerated both
its investment in and the intensity of these efforts. While many of
the activities described in this report are state-directed, there is no
single institution in China’s party-state that is wholly responsible,
even though the “United Front Work Department” has become a
synecdoche for China’s influence activities, and the State Council
Information Office and CCP Central Committee Foreign Affairs
Commission have oversight responsibilities (see Appendix 1: “China’s
Influence Operations Bureaucracy”).® Because of the pervasive-
ness of the party-state, many nominally independent actors—
including Chinese civil society, academia, corporations, and even

religious institutions—are also ultimately beholden to the govern-
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ment and are frequently pressured into service to advance state
interests. The main agencies responsible for foreign influence oper-
ations include the party’s United Front Work Department, the
Central Propaganda Department, the International Liaison Depart-
ment, the State Council Information Office, the All-China Fed-
eration of Overseas Chinese, and the Chinese People’s Association
for Friendship with Foreign Countries. These organizations and
others are bolstered by various state agencies such as the Ministry
of Foreign Affairs and the Overseas Chinese Affairs Office of the
State Council, which in March 2018 was merged into the United
Front Work Department, reflecting that department’s increasing
power.

* In American federal and state politics, China seeks to identify and
cultivate rising politicians. Like many other countries, Chinese
entities employ prominent lobbying and public relations firms and
cooperate with influential civil society groups. These activities
complement China’s long-standing support of visits to China by
members of Congress and their staffs. In some rare instances
Beijing has used private citizens and companies to exploit loop-
holes in US regulations that prohibit direct foreign contribu-
tions to elections.

* On university campuses, Confucius Institutes (CIs) provide the
Chinese government with access to US student bodies. Because Cls
have had positive value in exposing students and communities to
Chinese language and culture, this report does not generally oppose
them. But it does recommend that more rigorous university over-
sight and standards of academic freedom and transparency be exer-
cised over Cls. With the direct support of the Chinese embassy
and consulates, Chinese Students and Scholars Associations
(CSSAs) sometimes report on and compromise the academic free-
dom of other Chinese students and American faculty on American
campuses. American universities that host events deemed politically
offensive by the Chinese Communist Party and government have
been subject to increasing pressure, and sometimes even to retalia-
tion, by diplomats in the Chinese embassy and its six consulates
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as well as by CSSA branches. Although the United States is open
to Chinese scholars studying American politics or history, China
restricts access to American scholars and researchers seeking to
study politically sensitive areas of China’s political system, society,
and history in its country.

At think tanks, researchers, scholars, and other staffers report reg-
ular attempts by Chinese diplomats and other intermediaries to
influence their activities within the United States. At the same time
that China has begun to establish its own network of think tanks
in the United States, it has been constraining the number and scale
of American think-tank operations in China. It also restricts the
access to China and to Chinese officials of American think-tank
researchers and delegations.

In business, China often uses its companies to advance strategic
objectives abroad, gaining political influence and access to critical
infrastructure and technology. China has made foreign companies’
continued access to its domestic market conditional on their com-
pliance with Beijing’s stance on Taiwan and Tibet. This report doc-
uments how China has supported the formation of dozens of local
Chinese chambers of commerce in the United States that appear
to have ties to the Chinese government.

In the American media, China has all but eliminated the plethora
of independent Chinese-language media outlets that once served
Chinese American communities. It has co-opted existing Chinese-
language outlets and established its own new outlets. State-owned
Chinese media companies have also established a significant foot-
hold in the English-language market, in print, radio, television, and
online. At the same time, the Chinese government has severely
limited the ability of US and other Western media outlets to con-
duct normal news-gathering activities within China, much less to
provide news feeds directly to Chinese listeners, viewers, and readers
in China, by limiting and blocking their Chinese-language websites
and forbidding distribution of their output within China itself.
Among the Chinese American community, China has long sought
to influence—even silence—voices critical of the PRC or supportive
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of Taiwan by dispatching personnel to the United States to pressure
these individuals and while also pressuring their relatives in China.
Beijing also views Chinese Americans as members of a worldwide
Chinese diaspora that presumes them to retain not only an inter-
est in the welfare of China but also a loosely defined cultural, and
even political, allegiance to the so-called Motherland. Such activi-
ties not only interfere with freedom of speech within the United
States but also risk generating suspicion of Chinese Americans,
even though those who accept Beijing’s directives are a very small
minority.

* In the technology sector, China is engaged in a multifaceted effort
to misappropriate technologies it deems critical to its economic and
military success. Beyond economic espionage, theft, and the forced
technology transfers that are required of many joint venture part-
nerships, China also captures much valuable new technology
through its investments in US high-tech companies and through
its exploitation of the openness of American university labs. This
goes well beyond influence-seeking to a deeper and more disabling
form of penetration. The economic and strategic losses for the
United States are increasingly unsustainable, threatening not only
to help China gain global dominance of a number of the leading
technologies of the future but also to undermine America’s com-
mercial and military advantages.

* Around the world, China’s influence-seeking activities in the
United States are mirrored in different forms in many other coun-
tries. To give readers a sense of the variation in China’s influence-
seeking efforts abroad, this report also includes summaries of the
experiences of eight other countries, including Australia, Canada,
France, Germany, Japan, New Zealand, Singapore, and the United
Kingdom.

Toward Constructive Vigilance

In weighing policy responses to influence seeking in a wide variety of
American institutions, the working group has sought to strike a balance
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between passivity and overreaction, confidence in our foundations and
alarm about their possible subversion, and the imperative to sustain open-
ness while addressing the unfairness of contending on a series of uneven
playing fields. Achieving this balance requires that we differentiate con-
structive from harmful forms of interaction and carefully gauge the chal-
lenge, lest we see threats everywhere and overreact in ways that both
undermine our own principles and unnecessarily damage the US-China
relationship.

The chapters that follow lodge recommendations under three broad
headings. The first two, promoting “transparency” and “integrity,” are
hardly controversial in the face of the existing challenge, and they elicited
little debate among the working group. Sunshine is the best disinfectant
against any manipulation of American entities by outside actors, and we
should shine as much light as possible on China’s influence seeking over
organizations and individuals if it is covert, coercive, or corrupting. We
should also shore up the vitality of our institutions and our own solidarity
against Chinese divide-and-conquer tactics. Defending the integrity of
American democratic institutions requires standing up for our principles
of openness and freedom, more closely coordinating responses within
institutional sectors, and also better informing both governmental and
nongovernmental actors about the potentially harmful influence activities
of China and other foreign actors.

It was in the third category, promoting “reciprocity,” where the work-
ing group confronted the most difficult choices. In a wide range of
fields, the Chinese government severely restricts American platforms and
access while Chinese counterparts are given free rein in our society. Can
this playing field be leveled and greater reciprocity be attained without
lowering our own standards of openness and fairness? Since complaints
and démarches by the US government and private institutions have not
produced adequate results, is it possible to get Chinese attention by
imposing reciprocal restrictions that do not undermine our own princi-
ples of openness?

The working group, not always in unanimity, settled on a selective
approach. We believe that in certain areas the only practical leverage
resides in tit-for-tat retaliation. This would not be an end in itself but a
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means to compel a greater reciprocity. The Chinese government respects
firmness, fairness summons it, and American opinion compels it.

Each chapter of this report offers its own recommendations for
responding to China’s influence-seeking activities in ways that will en-
hance the transparency of relationships, defend the integrity of American
democratic institutions, and grant American individuals and institu-
tions greater access in China that equates with the degree of access
afforded to Chinese counterparts in the United States.

Our recommendations urge responses to China’s challenge that will
promote greater transparency, integrity, and reciprocity. We believe that
a new emphasis on such “constructive vigilance” is the best way to begin
to protect our democratic traditions, institutions, and nation, and to cre-
ate a fairer and more reciprocal relationship that will be the best guar-
antor of healthier ties between the United States and China.






CHAPTER ONE

Congress

During past presidential administrations, the US Congress has gener-
ally served as a brake on executive initiatives to “engage” China at the
expense of other US interests that members have historically valued,
such as maintaining good relations with Taiwan, interacting with the
Tibetan government in exile, and expressing support for human rights.
When President Donald Trump assumed office in 2017 and actively
began courting Chinese President Xi Jinping, first at Mar-a-Lago and
then at the Beijing summit, Congress took a wait-and-see posture. But as
his own ardor for a partnership with Xi cooled and his administration
became disenchanted with the idea of finding an easy new “engagement”
policy, momentum began to shift. Soon Congress was working toward
one of the most significant reevaluations of US policy toward China
since the start of normalization fifty years ago. And with the White House
increasingly skeptical about the prospects of winning President Xi’s
cooperation, a series of new initiatives began issuing forth from both the
administration and Congress, suggesting a rapidly changing landscape
for US-China relations.

What was telling was that this tidal shift now emanated not from
Congress alone—where it had strong bipartisan support—but also from
the White House and National Security Council, the Pentagon, the
Office of the US Trade Representative, the Department of the Treasury,
and even the Department of State. As sentiment shifted away from hopes

of finding common ways to collaborate, a spate of new US policy initiatives



16 Chapter 1

began appearing that suggested a sea change. Congress passed the 2019
National Defense Authorization Act, which sought to bolster US defenses
against both Chinese military threats and China’s influence-seeking
operations inside the United States. Congress also passed the Foreign
Investment Risk Review Modernization Act of 2018, which empowered
CFIUS (the Committee on Foreign Investment in the United States) to
expand its oversight of foreign direct investment from China. At the
same time, members of Congress also began expressing ever more
strenuous opposition to Chinese nonreciprocal practices in trade and
investment, such as putting whole sectors of the Chinese economy out-
of-bounds to American investors; using Chinese companies to buy into
sensitive high-tech areas of the US economy through mergers and
acquisitions; and making the transfer of American advanced technology
to Chinese partners the price of American companies being given access
to Chinese markets. Congressional concern rose over Beijing’s contin-
ued expansion into and militarization of the South China Sea; the pred-
atory lending practices that can be involved in President Xi Jinping’s
signature Belt and Road Initiative; and Beijing’s continued persecution
of Taiwan and opposition to US support for the island.

This chapter reviews highlights of the Chinese government’s efforts
to influence the US Congress since the start of the normalization process
in 1972. As suggested above, because it has viewed such “engagement” as
too often taking place at the expense of more important interests,
Congress has usually been more wary than the White House of allowing
hopes for more positive US-China relations to determine our policy. At
times, such as during the passage of the Taiwan Relations Act in 1979
and in reaction to the Chinese crackdown around Tiananmen Square
in 1989, Congress has actively resisted the White House and sought to
turn American policy in directions both the Chinese leadership and the
US administration have opposed. However, often Congress has played
a somewhat passive role, especially in recent years. Still, the control it
formally exercises over US government budget outlays, legislation, and the
approval of appointments of senior administration officials makes Con-
gress not only important in the formation of US-China policy but also
a prime target for Chinese influence efforts.
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The review that follows provides historical background to the con-
temporary US concerns about Chinese government efforts to influence
American leaders and public opinion. The record over the past four
decades shows some success in Chinese efforts to win influence over con-
gressional opinion. However, more often than not, whatever positive
results they have won have not lasted in the face of enduring differences

between the two countries.

Congressional Visits to China, 1972-1977

President Nixon’s second term featured the Watergate scandal, which
forced his resignation in 1974 and resulted in a lull in high-level com-
munication with China. This circumstance gave more prominence to the
reports issued by the approximately eighty members of Congress who
traveled to China in the period between President Nixon’s visit in 1972
and the start of the Carter administration in January 1977. The visits of
these congressional delegations—including (repeatedly) top leaders from
both parties—were by far the most active channel of high-level commu-
nications between the United States and the PRC during this time. And
most of the members who went to China wrote reports that were pub-
lished as official documents. At the time, these congressional reports, as
well as the media’s coverage of their visits, became important vehicles
through which American congressional leaders voiced their views and
opinions on domestic Chinese politics and on Sino-American relations,
both of which were having an increasingly important impact on Ameri-
can interests in Asia and the world.

By and large, these American visitors were pleased by the post-1972
developments in US-China relations, seeing them as likely to be both a
source of strategic leverage against the Soviet Union and a stabilizing influ-
ence in Asian affairs. The government in Beijing was seen as preoccupied
with domestic affairs, no longer opposed to the presence of American
forces in East Asia, and anxious to work with the United States and
other noncommunist countries to offset Soviet pressure against China.
The Americans saw the Taiwan question as the main impediment to
improved bilateral relations, but they differed on how the United States
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should deal with the problem. Although most members of Congress
accepted the Ford administration’s cautious approach to China as wise,
many were circumspect about the merits of China’s political, economic,
social, and value systems, then experiencing the last turmoil of the Cul-
tural Revolution and the decline and death of Mao Zedong in 1976.

These congressional visits to China seemed to help the Chinese gov-
ernment improve its standing with Congress and favorably influence
American public opinion. The resulting reports show how granting these
delegations access to China’s leaders and elements of Chinese society
that Beijing wished to highlight proved an effective strategy of calming
tensions. And the costs for Beijing were limited to modest in-country
expenses, since the members usually traveled as official congressional del-
egations on US government aircraft.

One notable feature of this historical episode was the remarkable
role played by Senate Majority Leader Mike Mansfield (D-MT). Senator
Mansfield was widely consulted in Washington as an Asian affairs
expert, meaning his observations arguably had more influence than those
of other members. He visited China three times during this period, pub-
lishing separate reports with detailed assessments of various issues of
concern to Americans at the time. In the main, his reports conveyed
information and opinions that conformed with Chinese interests. The
convergence with Chinese interests was not surprising given the sena-
tor’s long-standing determination to develop constructive US relations
with China going back to his service in China as a marine in the 1920s
and during World War 11, and reinforced by his strong opposition to the
US war in Vietnam. The details in the reports offering strongly positive
views of developments in Maoist China meshed well with the recollec-
tions of Mansfield’s senior aide and secretary of the Senate, Frank Valeo,
an Asian affairs specialist, who also recounted the senator’s repeated
private efforts to make contact with Chinese premier Zhou Enlai to enable
Mansfield’s visiting China in the period prior to Henry Kissinger’s
breakthrough in a secret visit to China in July 1971.

Unlike many other members favoring a more cautious pace of
normalization with China and sustained ties with Taiwan, Senator
Manstield urged the United States to promptly end ties with Taiwan and
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accept Beijing’s conditions for normal diplomatic relations, warning
that to do otherwise would lead to dangerous friction in Sino-American
relations and instability in Asia. Senator Mansfield portrayed China as a
power with fundamentally peaceful motives in international affairs and
placed much of the blame on the United States for past Sino-American
conflicts in Asia. He also contradicted those members who worried that
China’s leadership change could lead to internal struggles affecting Chi-
na’s international and domestic policies. He insisted that such skepti-
cism was unwarranted, because what he called the Maoist system had
been effectively inculcated among the Chinese people. Some members
complained that the limited itinerary for congressional visits that was fur-
nished by the Chinese hosts did not provide a basis for any meaning-
ful assessment of conditions there. Despite the fact that many
congressional visitors questioned how durable China’s Maoist regime
was and how lasting China’s cooperation with the United States would
actually prove to be, Mansfield countered that he had had enough oppor-
tunity during his three visits to the PRC to move about and obtain
enough information through on-the-spot observation and talks with
PRC leaders to conclude that it was no passing phenomenon. So, while
many members thought the PRC’s system of indoctrination and con-
trol to be repressive politically, economically, and socially—an affront to
the human rights and dignity of its people—voices like Mansfield’s
served to mute the criticism, maintaining that the country’s political,
economic, and social system was uniquely well suited to the Chinese

people.

Influence Efforts after Establishing Official
Relations, 1979-1988

As the Carter administration began moving toward full diplomatic rec-
ognition of the PRC, it withheld many of the details about its plans from
Congress. One of the largest unresolved issues was the fate of Taiwan,
in which Congress took a special interest. The United States had already
dropped recognition of Taiwan at the United Nations, and now many
in Congress worried that the United States would move to completely
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abandon the island. In response, Congress passed the Taiwan Relations
Act in 1979, which underlined the importance of the United States
keeping an ongoing relationship with Taiwan and continuing to provide
weapons for its defense.

After formal diplomatic relations were reestablished, China responded
in the 1980s by expanding the size and capacity of its Washington
embassy staff dedicated to dealing with Congress. Chinese officials lob-
bying Congress viewed with dismay the rise of pro-Taiwan independence
groups among Taiwanese Americans, such as the Formosan Association
for Public Affairs, which demonstrated an ability to promote their agenda
despite the fact that the United States had broken ties with Taiwan.
Beijing would go on to borrow a page from the Nationalist government’s
playbook by beefing up a diplomatic arm capable of building closer rela-
tions with important congressional members and staffers.! Since then,
the Chinese government has welcomed numerous US delegations com-
posed of both congressional members and staffers. The main host in
China for such delegations has been the Chinese People’s Institute of
Foreign Affairs (CPIFA).? Founded in December 1949, this organization
focuses on international issues and foreign policy research and on con-
ducting international exchanges of officials and expanding people-to-
people diplomatic activities. This institute also works to establish contacts
with foreign political activists, diplomats, and other distinguished indi-
viduals while organizing public lectures and symposia on academic sub-
jects and international policy affairs.

CPIFA is a so-called united front organization, similar to those found
in the former Soviet Union and other Leninist states that seek to oppor-
tunistically build alliances wherever they can. Such organizations, or
GONGOs (“government-organized nongovernmental organizations”),
carry out government-directed policies and cooperative initiatives with
influential foreigners without being perceived as a formal part of the Chi-
nese government. CPIFA’s experience in dealing with foreign visitors is
broad. Between 1972 and 2002, it hosted more than four thousand lead-
ing Americans in China. Being well connected with the Chinese govern-
ment’s State Council and the Ministry of Foreign Affairs, it is positioned
to organize meetings with high-level officials when the party deems it in
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its interest to do so. The funding arrangements for congressional staff
delegations visiting China usually provide for their travel to be paid by
the US side, so as to avoid falling victim to ethics committees and over-
seers or violating rules regarding conflicts of interest and foreign lobby-
ing. CPIFA often assumed in-country expenses.

The staff delegation trips to China were welcomed and sought
after by congressional staff and congressional support agency per-
sonnel, mainly from the Congressional Research Service of the Library
of Congress, which had a growing interest in China and the issues it
posed for US policy. The trips generally came twice per year and involved
meetings with Chinese government officials and others responsible for
key foreign affairs and domestic issues of interest to Congress. The
exchanges in these meetings were generally cordial and substantive,
although the trips also included sightseeing and visits to parts of China of
interest.

In the United States, there have been a number of counterpart groups
that have facilitated congressional exchanges. Among them are the
Washington, DC-based US-Asia Institute (USAI), which has played a
leading role in managing the congressional staff delegations side since
19853 The National Committee on US-China Relations undertook a
pilot congressional staff delegation visit to China in 1976 and resumed
involvement with such exchanges again during the past decade.* In the
1980s, the Asia-Pacific Exchange Foundation (also known as the Far East
Studies Institute) also managed a number of congressional staff dele-
gations to China, while the US-Asia Institute has, since 1985, coordi-
nated over 120 such delegations and exchanges to China. These visits
have been carried out in cooperation with the Chinese People’s Institute
of Foreign Affairs (CPIFA) and the Better Hong Kong Foundation
(BHKF). But the National People’s Congress (NPC) has perhaps
hosted the most trips, taking more than a thousand congressional staff
members to China. Over these trips, members have traveled to nearly
every corner of China, including Xinjiang and Tibet. In their discus-
sions, they have covered a wide range of themes important to the US-
China relationship. Staffers participating in such trips have clearly
advanced their understanding of Chinese developments.
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Congress and Turmoil in US-China Relations,
1989-2001

The number of the congressional staff delegations to China slowed fol-
lowing the collapse of congressional support for engagement with China
after the Tiananmen crackdown in 1989. Congressional anger and the
impulse to punish the Chinese government overrode past interest in con-
structive engagement. As a result, Beijing began relying more heavily
on the US business community and its organizations, notably the
Emergency Committee for American Trade, to persuade Congress not to
end the most-favored-nation tariff treatment for Chinese imports. The
Chinese embassy and various lobbyists who were, or at least claimed to
be, supported by the Chinese government also tried to limit the damage
by seeking to convince congressional members that conditions in China
were much better than those depicted in American media at the time.’

Based on the reputation of its past efforts, the US-Asia Institute, pre-
sumably with the encouragement of its Chinese counterparts, strove to
resume the staff dialogues and attracted a wide range of senior staff and
support personnel, including some of those working for the harshest con-
gressional critics of China’s crackdown. One trip in December 1989 fea-
tured very heated debates with Chinese officials, especially after it was
announced that national security advisor Brent Scowcroft and deputy
secretary of state Lawrence Eagleburger were also in Beijing for talks
with Chinese leaders and that the two had made an earlier secret trip in
July, soon after the crackdown. As the Bush administration had publicly
promised Congress that all such contacts would end, the staff delegates’
anger at and criticism of China’s repression was compounded by their
harsh reaction to the Bush administration’s actions.

As US-China relations continued during a tumultuous post-Tiananmen
crackdown period, Congress played important roles on such key issues
as the debate over most-favored-nation tariff treatment, the visit of
Taiwan’s president to the United States in 1995, and the decision to
approve China’s entry into the World Trade Organization. The Chinese
government endeavored to build influence with and gain access to

Congress by encouraging US businesses to lobby Congress on China’s
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behalf and by continuing to receive member and staff delegations in
China.

Other entities in the Chinese official structure, including the
Chinese Communist Party and the Chinese military, at times attempted
to gain access to Congress. The International Department of the Chinese
Communist Party engaged in growing exchanges with the major American
political parties on a party-to-party basis. A Chinese united front organ-
ization, the Chinese Association for International Understanding (CAFIU),
managed some of these ensuing trips. Also involved was the China Asso-
ciation for International Friendly Contact (CAIFC). This united front
organization’s link to the Chinese government was not then well
known, though in recent years it has been publicly linked to the
People’s Liberation Army’s Political Warfare Department, which has
intelligence responsibilities.® Meanwhile, other exchanges with US con-
gressional specialists on China were promoted by a mysterious united
front operative with excellent official contacts in China named Jimmy
Wong. In this troubled decade, Wong made himself known to a wide
range of Americans playing a role in China policy as having the ability
to set up visits to China and meetings with key officials very quickly. He
occasionally even opened his spacious Beijing home to congressional
staffers. His precise affiliation with the Chinese authorities remains
obscure.”

The approaches of the Chinese government to gain influence and
gather information abroad differ from the tradecraft of Russia and the
former Soviet Union.® Notably, the Chinese focus more on individuals
rather than effects, and on shaping the personal context rather than oper-
ational tricks. It is person-to-person relationships that carry the weight
of Chinese information operations. Working on these personal ties, the
Chinese authorities focus on facilitating meetings and contacts that may
or may not result in opportunities to influence foreign targets. Still,
because Chinese influence seeking is largely a governmental undertak-
ing, it is hardly surprising that the Chinese mix influence operations with
espionage. In one instance, after a visit to China supported by CAIFC,
an American congressional official was asked by two employees at CAIFC
who facilitated his trip to host them during a return visit to Washington.
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He obliged, and they were seemingly satisfied, having shopped exten-
sively during their stay. Subsequently, the Chinese embassy officers who
had arranged the congressional official’s visit to China with CAIFC were
arrested and expelled for trying to steal US weapons technology, causing
the US official to end all contact with CAIFC.

Current Era

Tensions in US-China relations subsided after the terrorist attack on
America in September 2001 and subsequent wars in Afghanistan and Iraq
preoccupied the Bush administration and Congress. Chinese and American
leaders also proved to be sufficiently pragmatic to reach common
ground on advancing relations in mutually agreeable ways and manag-
ing differences through a wide range of dialogues. Such exchanges
only catalyzed visits by more congressional members and staff delega-
tions to China. At this time, members often traveled to China in US
government-funded trips as guests of the US embassy. Some member
trips and very frequent staff delegation visits were authorized under pro-
visions of the Mutual Education and Cultural Exchange Act (MECEA)
that were in line with the guidance of congressional ethics committees.’
In addition to the work of the US-Asia Institute, those organizing and
facilitating staff delegations grew to include the Aspen Institute, the
National Committee on US-China Relations, and the US-China Policy
Foundation.!”

China also increased its own capacity to engage Congress beyond
trips. Having moved into a new embassy in Washington in 2009, the
Chinese embassy increased its congressional affairs staff to twelve (as of
2011), while also retaining the lobbying services of the firm Patton
Boggs.!! During his time as ambassador, Zhou Wenzhong boasted that
he had visited some one hundred members of Congress in their home
districts. When certain measures, such as a bill that would have penal-
ized China for being a “currency manipulator,” came before Congress,
the embassy’s in-house team’s efforts reflected what some US officials
called a much more “nuanced” and “sophisticated” understanding of the
body. Whether or not Chinese officials or lobbyists interacting with
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congressional offices endeavored to exert influence by means beyond
persuasion—such as by offering material benefits or threatening to with-
draw Chinese investments or other tangible benefits to the congres-
sional district—remained hard to discern given the very limited public
reporting on such matters."?

Congress, for its part, had already formalized efforts to better under-
stand China through a variety of working groups. By 2006, both the
House and the Senate had formed a US-China Inter-Parliamentary
Exchange Group, which conducted periodic exchanges with China’s
National People’s Congress. Also showing stronger American interest in
China at that time were the Congressional China Caucus (led by mem-
bers tending to be critical of China); the China Working Group (led by
members supportive of closer engagement with China); and the Senate
China Working Group (led by members supportive of closer relations).
Earlier legislation had established the Congressional-Executive Commis-
sion on China, focused on human rights conditions in China (a peren-
nial negative aspect in US-China relations), and the US-China Economic
and Security Review Commission, which was known for its annual report
listing a variety of developments in China seen as adverse to US inter-
ests and values. While the latter two commissions continue to be active,
are robust, and have growing impact, many of the other exchange mech-
anisms have proven less than durable. Once the leading members who
founded such groups leave Congress, interest usually wanes. The National
People’s Congress became even more active in supporting the growing
number of congressional staff delegations to China during this period.
In 2018, the House China Working Group remained active, but the
House Congressional China Caucus and the Senate China Working
Group were inactive.

Most recently, the 115th Congress has actively embraced the Trump
administration’s view that China has benefited more from the bilateral
relationship than has the United States. In fact, amidst all the partisan war-
tare currently dividing Republicans and Democrats in Washington, a
skepticism about China’s intentions and reliability and a willingness to
push back in a bipartisan manner against its un-reciprocal, and some-

times even predatory, policies, is one of the most surprising phenomena.
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In 2018, for example, Congress unanimously passed the Taiwan Travel
Act, which encourages the Trump administration to host more high-
ranking officials from Taiwan, a move that angered Beijing. Still, Congress
is hardly united, even on trade. Some members have objected to the
adverse impacts punitive tariffs are having on their constituencies, or
they have opposed imposing tariffs on allies at the same time tariffs are
imposed on China. And some members criticized President Trump’s
decision in May 2018 to ease harsh sanctions against the prominent
Chinese high-technology firm ZTE, in response to a personal plea from
the Chinese president. Nevertheless, President Trump’s dominance in
the Republican Party means that few in the Republican ranks control-
ling Congress are inclined to oppose him, especially on China. Indeed,
Congress is generally endorsing the most significant reevaluation of
American-China policy since the start of normalization fifty years ago.
As such, it can be said that Chinese influence on Capitol Hill has reached

a low point.

Conclusion and Recommendations

Congress is in the midst of a major reevaluation of the very assumptions
underlying the decades-old American policy of “engagement” with
China. Because of this increasingly competitive, even adversarial, new
climate, Chinese influence and information operations are widely com-
ing to be seen as expressions of a political system whose values are anti-
thetical to those of the United States and as a threat to the integrity of
Congress and our democracy. Arguing, as many have done as far back as
Majority Leader Mike Mansfield, that Congress should move forward
with positive engagement with China while seeking to pragmatically
manage our differences now seems, in the current environment, both
naive and quixotic.

Promote Transparency

Follow-on congressional oversight will go far toward educating Congress,
the media, and the public about these important topics. The issues are
complicated and have no simple solutions. Various specialists within and
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outside the US government should be consulted in determining the full
scope of the problem and what should be done.

Promote Integrity

Congress needs also to distinguish between issues that present a real
threat to the United States, such as Chinese espionage and Chinese-
directed monitoring of Chinese students on US campuses, and institu-
tions such as Confucius Institutes, which, as we have noted elsewhere in

this report, can be better regulated by universities themselves.

Promote Reciprocity

In coming up with remedial steps, Congress must consider the broader
bilateral relationship. It is asked to weigh carefully the continued impor-
tant positive elements in the US-China relationship, the negative con-
sequences that might arise from a confrontational approach to China,
and America’s need to protect and foster its strengths and interests.






CHAPTER TWO

State and Local Governments

In late 2017, an American city in the mid-Atlantic region was invited
to form a sister-city relationship with a town in southern China. The
American partner city was home to a large number of national-security
professionals and university and government scientists, including many
of PRC origin. The partnership was proposed and shepherded by the
manager of a for-profit Chinese “exchange” company—a woman of PRC
origin. She was assisted by an American citizen of PRC origin who was
running for a position on the local school board.

In a briefing, an American China expert told the local sister-city com-
mittee that there was no reason not to explore a partnership, provided
the American side had defined goals and was aware of Beijing’s increas-
ingly repressive domestic policies, its growing suspicions of US influence,
and its well-funded efforts to increase its influence overseas. The man
running for the local school board objected to this characterization and
pointed out that China’s constitution gives the CCP paramount author-
ity in China.

After a long debate, the new sister-city agreement was signed in the
fall of 2018. Some Americans involved objected to China’s insistence that
all sister-city activities be carried out “in accordance with the principles
on the establishment of diplomatic relations between the United States
of America and the People’s Republic of China” (R4 3 = 252 ),
because this seemed to be a reference to the One China Principle, which
might be invoked to preclude exchanges with Taiwan. Despite these
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objections, the phrase appeared in the signed agreement because the
Chinese side said that the Chinese People’s Association for Friendship
with Foreign Countries required that all sister-city agreements include
such language, and the US side did not want to derail the agreement by
insisting otherwise.

The story of this sister-city agreement illustrates the challenges and
opportunities that “subnational entities” (local governments, cities, and
states) face in the United States when dealing with a China intent on
maximizing its influence in America and across the globe. As this report
details in other chapters, the age of innocent engagement is over, and
this is now true for American local officials as well as for representatives
of the US federal government. Because most PRC attempts to influence
American opinion and practices occur at the local level, and because local
media, universities, companies, and advocacy agencies are often involved
in these efforts, both knowingly and unknowingly, local leaders, just as
much as national leaders, need an understanding of PRC goals and
strategies.

““We Have Friends All Over the World”

China pursues sister-city relationships under an organization called the
Chinese People’s Association for Friendship with Foreign Countries,
which is part of China’s united front bureaucratic structure (see Appen-
dix 1: China’s Influence Operations Bureaucracy) that aims to strengthen
the rule of the Chinese Communist Party and increase China’s influ-
ence overseas. With its long-standing Maoist slogan “We Have Friends
All Over the World,” the association had its heyday in the 1950s, when
China was isolated and the group became a bridge between China and
overseas supporters. It was marginalized in the 1980s, as China opened
to the West and established diplomatic relations with hundreds of coun-
tries. However, under the administration of Communist Party leader Xi
Jinping, the association has been revitalized as China seeks to groom
local business, political, and media leaders in countries around the world.
Its new standing is exemplified by the splendor of its headquarters located

in the elegant old Italian embassy compound near Tiananmen Square.
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The way the association and other Chinese organizations cultivate
relationships with local officials follows a general pattern. First, in the
United States, China demands that sister-city relationships and state-to-
province sister relations be carried out under the “principles” on which
Sino-US relations were established in the 1970s (as interpreted by the
Chinese side). This means that China’s representatives will likely pro-
test should local officials seek to maintain ties with representatives of
Taiwan or with other individuals, such as the Dalai Lama, whom China
regard as hostile forces. Second, it is important to understand why China
seeks a relationship with localities, especially during times of tension with
the federal government: China seeks to build alternative networks of
interaction and support, while using these new relationships to help gain
new traction back in Washington. Local American expertise, informa-
tion, and opinion are also of more than passing political interest to Beijing,
even if on paper an exchange relationship is only to “enhance people’s
friendship, further international cooperation, safeguard world peace and
promote common development,” for Beijing understands clearly that
local leaders today become the national leaders of tomorrow. For China,
all exchanges have a political character and hopefully a political harvest.

Third, it is important for local officials to understand that local
American “exchange” companies that bring Chinese delegations to the
United States and promote professional interactions between the United
States and China all depend on official PRC sanction and have received
approval to receive Chinese delegations. The business model of such com-
panies is, of necessity, as much political as financial. Even if they conduct
high-quality programs, they should not be viewed as disinterested actors.
They, too, are subject to rules made by the Chinese Communist Party, its
united front bureaucracy, and united front strategic imperatives.

Finally, American citizens of PRC origin have played a key role in
promoting mutually beneficial engagement over the past forty years. As
US-China relations grow more contentious, however, and as Beijing calls
more aggressively for diaspora Chinese to serve the “Motherland,” it will
be necessary for citizen diplomats (including those who are not of PRC
origin) to better educate themselves about American national interests
in the US-China competition and the areas in which the nation’s values,
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institutional practices, and strategic goals are incompatible. Such aware-
ness is even more vital for Chinese Americans who seek political office
and whose abilities to navigate these shoals will depend on their knowl-
edge of this complex system of interaction.

American Communities as Engines
of Engagement

The American federal system allows subnational governments consider-
able leeway to pursue local interests generally regardless of Washington’s
security concerns. Free from geostrategic worries, state, county, and
municipal leaders who have formed commercial and people-to-people
relationships with the PRC have been a bulwark of better US-China rela-
tions since the early 1970s, and their efforts to build mutual under-
standing and solve joint problems have formed the bedrock of bilateral
relations over four decades. However, as China becomes more reliant on
its old Leninist system and “united front” tactics (Zif%A%), Sino-US rela-
tions become more contentious, and the CCP seeks to more forcefully
build influence in American communities through channels detailed in
this study, local leaders will be called upon to give greater weight to
national interests when forming exchange relationships with PRC actors.
Conversely, as Beijing’s relations with Washington worsen, China will
likely seek to use tried-and-true “divide and conquer” tactics by culti-
vating new relations with more state and local-level officials.

Beginning in the early 1970s, China and the United States built trust
and common prosperity through cooperation at the local level. The work
of two hundred sister-city pairs and more than forty sister state/prov-
ince partnerships was reinforced by state and city trade and investment
promotion offices, chambers of commerce, Chinese American and tra-
ditional clan associations, Chinatown cultural centers, and various and
sundry activities at US colleges and universities, secondary schools,
church groups, and museums. Following the establishment of the pio-
neering Washington State China Relations Council in 1979, centers for
joint innovation and entrepreneurship, such as the Michigan China
Innovation Center’ and the Maryland China Business Council,* were set
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up in nearly every state. Twenty-seven states now maintain trade offices
in China—more than in any other nation.” Americans of mainland,
Taiwanese, and Hong Kong ancestry have founded cultural centers like
the Asia Institute-Crane House in Louisville, Kentucky, and the China
Institute in New York.” After forty years of engagement, the US-China-
focused foundations, educational and exchange programs, research insti-
tutes, and arts and entertainment initiatives throughout the country are
too many and various to be cataloged. American mayors, county execu-
tives, and governors—many of whom travel to China often and host an
unending stream of Chinese visitors—have leveraged the work of these
groups to enrich local coffers and local culture.

American Communities as Targets

While American local governments value such “exchanges” for financial
and cultural reasons, “exchange” (32{iit) has always been viewed as a prac-
tical political tool by Beijing, and #// of China’s “exchange” organ-
izations have been assigned political missions.® The US-China People’s
Friendship Association (USCPFA), for example, has more than thirty sec-
tions across the United States that promote “positive ties.” While its
activities are not usually overtly political, the USCPFA Statement of
Principles includes the following: “We recognize that friendship between
our two peoples must be based on the knowledge of and respect for the
sovereignty of each country; therefore, we respect the declaration by the
United States of America and the People’s Republic of China that the
resolution of the status of Taiwan is the internal affair of the Chinese on
both sides of the Taiwan Straits.”” More than 150 Chinese Students and
Scholars Associations (CSSAs) at American colleges and universities (see
the chapter on “Universities”) also promote local exchanges and, in some
cases, political activities,!” as do the 110 Confucius Institutes in America.
The China General Chamber of Commerce—USA was founded in 2005
to build stronger investment environments for Chinese companies
through local corporate citizenship programs planned by its six regional
offices and municipal affiliates.!! These and other organizations main-
tain close ties to China’s diplomatic missions in the United States and
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are often in contact with training or “cultural exchange” companies that
bring delegations of PRC experts and Communist Party members to US
cities and states for so-called study tours.

US and Chinese groups promoting exchanges and investment have
often been a valuable resource for American local leaders—see, for exam-
ple, the Virginia Museum of Fine Arts’s annual China Fest!? or the
Chinese investment program in Greenville, South Carolina®—but
there have been other instances in which American politicians working
with Chinese organizations have been drawn into schemes that cost them
their jobs.

Perhaps the most telling case is that of four officials in Ypsilanti,
Michigan, who, in 2017, accepted a trip to China that they had been told
was paid for by the Wayne State CSSA. The trip was eventually revealed
as a boondoggle funded by a developer, Amy Xue Foster, who hoped to
build a $300 million “Chinatown” in the area.!* The four officials, includ-
ing the mayor, were fired.

This is not to suggest that shady Chinese nationals are always plot-
ting to corrupt otherwise innocent American leaders; US politicians
have a long history of willingly accepting free trips, gifts, and other
favors from the PRC or its fronts. As other chapters of this study make
clear, however, Beijing-directed activities such as the secret purchase of
American Chinese-language newspapers and radio stations, harass-
ment of local Chinese American dissidents, and the operation of CCP
cells in local American businesses and universities do require height-
ened vigilance by US subnational authorities, regardless of how much
investment, how many tuition-paying students, or how many tourists
China is able to produce.

China Exchanges and Chinese Leverage

Engagement with China for over forty years has created for American
cities and states, as it has for American corporations and universities, deep
interests and traditions with regard to China. However, the local poli-
cies that have guided these relationships are sometimes at odds with
Washington’s policies, even our larger national interest. Although the
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United States has pulled out of the Paris Agreement, the seventeen gov-
ernors who have joined the United States Climate Alliance,” for exam-
ple, continue to work with Beijing, which many would agree is a very
salutary thing. But sometimes subnational solidarity with China can
become overexuberant, as it did on a July 2018 trip to Hong Kong by
Los Angeles Mayor Eric Garcetti, who declared his city’s independence
from the looming Sino-US trade war. Garcetti stated that Los Angeles
and China “have closely integrated economies, closely integrated cultures
and closely integrated geography. . . . We hope to be the leading Chinese
city in America for investment, tourism and students.”'6

Sometimes federalism, in the form of local leaders’ independent
China policies, is a good thing and may, during times of upheaval in
Washington, DC, help to offset unwise national policies. But if US-
China relations continue on their current downward trajectory, there
will be an increased danger that independent state and municipal China
policies will sometimes conflict with national interest and hinder the
United States in its competition with China to shape global norms and
practices. As China’s wealth and ambition grow and as Beijing is becom-
ing more adept at turning local American “China interests” into
Chinese leverage, subnational American governmental entities that
formed their China policies in the era of engagement must become
mindful that they will be required to develop new strategies for a new
era of competition.

Conclusion and Recommendations

The following practices can foster the kind of constructive vigilance that
local governments will need to exercise in their continued cooperation

with China.

Promote Transparency

* Not have secret agreements with Chinese entities, including
foundations, corporations, and individuals. All Memoranda of
Understanding and contracts should be transparent and public.
All cooperative proposals should be subject to public hearings. All
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potential projects should receive the same due diligence that part-
nerships with American entities would demand. No exceptions to
American laws or best practices should be made to placate alleg-
edly “Chinese” customs. And in no way should China be allowed
to have a veto over potential exchanges with other countries, enti-
ties, or individuals such as Taiwan or the Dalai Lama.

o Share experiences and concerns with peers through the National
Conference of Mayors, the National Governors Association, the
National Council of County Association Executives, and the
National Conference of State Legislatures. Best practices for coop-
erating with China in ways that do not undermine national inter-
ests should be a regular topic at annual meetings.

* Meet with stakeholders across sectors—local leaders of industry,
academia, the arts, religious groups, Chinese American organ-
izations, and professional associations—to discuss issues emerging
from cooperation with China, because a community-wide approach
is required.

¢ Celebrate successes and share best practices. In the era of US-China
competition, there is more reason than ever to publicize coopera-
tive projects that enrich local communities, build understanding,
and solve common problems, while always being mindful of the

larger framework of China’s goals and American interests.

Promote Integrity

* Educate themselves and other stakeholders on the goals and meth-
ods of Chinese influence operations. While Americans are quick
to label any wariness of communist parties as McCarthyism,
and while the potential for racial stereotyping is real, the Chinese
Communist Party’s United Front Work Department and Interna-
tional Liaison Department—two of the main bodies overseeing
such exchanges—are in fact active, well-resourced, and deter-
mined. No mainland Chinese organization in the United States—
corporate, academic, or people-to-people—is free of Beijing’s
control, even if it is not formally part of the united front.
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* Keep abreast of Washington’s China policies and improve politi-
cal risk analysis capabilities. American China policy is evolving rap-
idly and cannot be incorporated into local practice without expert
counsel and advice. China’s responses to US actions are also fast
moving, as are Chinese domestic events that have an impact on
local American interests. The 2018 sell-off of Chinese-owned prop-
erties in the United States was instructive in this regard.”” State and
municipal governments should therefore improve their political-
risk-analysis capabilities and continually reassess their coopera-
tive relationships with China. In effect, to successfully play in the
China arena, subnationals need to develop their own sources of
expertise.

* Communicate regularly with federal agencies like the FBI when-
ever doubts arise about a cooperative proposal or the Chinese
institutions promoting it. Pay attention to who is on Chinese dele-
gations. Get name lists beforehand and do due diligence on them.

Promote Reciprocity

* Follow the money and the power. In any cooperative venture, US
local governments should determine exactly where Chinese invest-
ments originate and know which Beijing ministry has final decision-
making authority related to the project. They should also check
lists of funders and organizations against lists of known united
front agencies and registered foreign agents.

* Not treat other stakeholders—other countries, Taiwan, or compa-

nies—in a prejudiced manner to win favor in Beijing.






CHAPTER THREE

The Chinese American Community

Chinese Americans have made essential contributions to almost every
aspect of American life for over a century. They form a vital strand in
the social fabric of the United States. At the same time, however, Beijing
views Chinese Americans as members of a worldwide Chinese diaspora
that, whatever the actual citizenship of individuals may be, presumes
them to retain not only an interest in the welfare of China but also a
loosely defined cultural, and even political, allegiance to the so-called
Motherland (). Under Xi Jinping’s leadership, diaspora Chinese have
been called on to help achieve the rejuvenation of the Chinese Nation—a
summons that places growing pressure on ethnic Chinese around the
world to serve the “China Dream” (1[E#%¥). While many overseas Chinese
do feel pride in China as a country, Beijing’s demands that they actually
serve China can put them in a difficult position.

Under both the Nationalist and Communist parties, overseas Chinese
have played an important role in modern Chinese politics as well as
in China’s relations with the outside world. Diaspora communities world-
wide have been key sources of legitimacy and support for whatever gov-
ernment held power in Beijing, but just as often they have been centers
of antigovernment agitation. With PRC influence-seeking activities now
expanding, China’s long-standing focus on diaspora communities has
also intensified to become an important element in overall US-China
relations. Such trends demand not only greater societal attention and
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understanding but also an appropriate response from the US government
as well as nongovernmental institutions.

As the Chinese Communist Party seeks to encourage, even entice,
ethnic-Chinese communities and individuals overseas to more fully sup-
port its interests, Chinese Americans in the United States and ethnic
Chinese in other free societies need to better inform themselves as to
the nature of this dynamic, and our governmental institutions may need
to do more to defend their freedoms against harmfully intrusive and
coercive activities. At the same time, it is essential that we not allow over-
seas Chinese as an ethnic group to fall under any kind of indiscriminate
cloud of suspicion. Above all, it is important to bear in mind that while
ethnic Chinese can be quite naturally expected to take an interest in
things Chinese, it is the Chinese Communist Party that puts a target on
their backs through its presumption that they are all somehow the “sons
and daughters of the Yellow Emperor” (##¥#)) and thus owe some
measure of loyalty to the Chinese Communist Party.

Origins and Structure

From the 1950s to the 1970s, when the United States maintained an alli-
ance with the regime of Chiang Kai-shek on Taiwan, pro-PRC organ-
izations faced challenges gaining traction in the United States. During
the 1950s, the FBI, aided by pro-Kuomintang security organizations,
closely monitored their activities and participants. This antagonistic state
of affairs began to change after President Nixon’s historic trip to China in
1972.1 On February 24, 1973, more than forty Chinese on the East Coast,
most of them immigrants from Taiwan, established the Washington
Association to Promote China Unification to help advocate for Beijing’s
official positions. One of the founders was a professor at the Univer-
sity of Maryland who was actively involved in organizations that already
supported China’s position on Taiwan and Tibet.> However, a more
beneficial contribution came in the form of advancing US-China scien-
tific, educational, and cultural exchanges that began to be promoted by
a growing number of preeminent Chinese American scientists, engi-

neers, and academics who were also advising the Chinese government
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to launch reforms in science and education. These Chinese Americans
were also personally helping them establish various programs to bring
thousands of talented Chinese students to American institutions of
learning.

Recognizing the achievements, influence, and growth of the Chinese
diaspora, Beijing undertook a systematic program designed to target and
exploit overseas Chinese communities as a means of furthering its own
political, economic, and security interests. The Beijing government used
specialized bureaucracies to manage what it called “united front” activi-
ties abroad. Organizations such as the Overseas Chinese Affairs Office
(OCAO), the Communist Party Central Committee’s United Front
Work Department,’ and the State Council’s Taiwan Affairs Office led the
charge. Almost all of these agencies have established nongovernmental
fronts overseas, including the China Council for the Promotion of Peace-
ful National Reunification, the China Overseas Exchange Association,
and the China Overseas Friendship Association (COFA).* Other united
front organizations, such as the Chinese Enterprise Association and other
Chinese chambers of commerce, are almost always linked both to the
United Front Work Department and to the Ministry of Commerce.

Following the violent crackdown on the prodemocracy movement in
Beijing on June 4, 1989, the Chinese Communist Party redoubled its
efforts to reach out to overseas Chinese. Many members of these com-
munities had supported the student democracy movement, providing
funds and safe havens for fleeing dissidents. But senior Chinese leader
Deng Xiaoping was not dissuaded. In 1989, and again in 1993, he spoke
of the “unique opportunity” overseas Chinese offered the PRC. Deng
insisted that by drawing on their help, China could break out of inter-
national isolation and improve its international political standing. Gain-
ing influence over overseas Chinese groups in order to “turn them into
propaganda bases for China” became an important task of overseas
Chinese united front work.?

In China, all of the organizations involved in outreach to the over-
seas Chinese community are led by senior members of the Chinese
Communist Party. Party officials run the China Overseas Friendship
Association and the China Council to Promote Peaceful Reunification.
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The head of the Overseas Chinese Affairs Office, Qiu Yuanping, also
leads the China Overseas Exchange Association. Qiu has a career back-
ground with the Party’s International Liaison Department. The presi-
dent of the China Council for the Promotion of Peaceful Reunification
is none other than Yu Zhengsheng, the former chairman of the Chinese
People’s Political Consultative Conference and a former member of the
Standing Committee of the Political Bureau of the Communist Party’s
Central Committee.

Goals and Methods

The key goal of the party’s united front work with overseas Chinese is
to gain support for the Communist Party’s efforts to modernize the
country by convincing members of overseas Chinese communities that
the party is the sole representative of China. A second goal is to isolate
competing forces that the party perceives to be adversarial, or even hos-
tile. For example, as part of a massive campaign to monitor, control, and
even intimidate China’s ethnic minorities (no matter where in the world
they are), Chinese authorities are creating a global registry of Uighurs
who live outside of China. Chinese authorities threaten to detain Uighur
relatives who remain in China if they do not provide personal informa-
tion about their relatives living abroad to the Chinese police. This cam-
paign has particularly targeted Uighurs living in Germany but is now
reaching Uighurs in the United States as well.” Uighurs are not alone;
Tibetan exiles living in the United States have long reported similar
campaigns against members of their families and community. Chinese
security officials have even been known to travel to America on tourist
visas to exert pressure on Chinese dissidents living here.® FBI agents have
contacted prominent Chinese exiles in the United States offering them
protection from Chinese agents who might travel to the United States
to menace them.’

For most Chinese Americans, however, China’s efforts to influence
them are far more anodyne. The official description of the Overseas
Chinese Affairs Office states its purpose as: “to enhance unity and
friendship in overseas Chinese communities; to maintain contact with
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and support overseas Chinese media and Chinese language schools; [and]
to increase cooperation and exchanges between overseas Chinese and
China related to the economy, science, culture and education.” Over the
past three decades, the OCAOQ has dispatched former reporters and edi-
tors from the OCAO-run China News Service to establish pro-Beijing
Chinese media organizations in the West. (Chinese officials have
described such Chinese-language media outlets, schools, and other kinds
of organizations as the “three treasures” [=%] of united front work
overseas.)!”

Officials from Beijing have stated clearly that they do not view over-
seas Chinese as simply citizens of foreign countries, but rather as “over-
seas compatriots” (#4[FIAEAT) who have both historical connections and
responsibilities as “sons and daughters of the Yellow Emperor” to sup-
port the PRC’s goals and the “China Dream.” As Xi Jinping!! described
itin a 2014 speech to the Seventh Conference of Overseas Chinese Asso-
ciations, “T'he Rejuvenation of the Chinese Nation is a Dream shared
by all Chinese” [emphasis added]. In January 2018, Politburo member and
former state counselor and foreign minister Yang Jiechi made this pre-
sumption even clearer when he called upon the government to expand and
strengthen “Overseas Chinese Patriotic Friendly Forces” in the service
of the “Great Rejuvenation” of the Chinese nation.

In addition to appealing to the cultural affinities of Chinese Ameri-
cans, the Chinese government has also implemented a wide range of pro-
grams to strengthen ties with elite members of this community. China
has appointed hundreds of Chinese Americans to positions in its united
front organizations and provided thousands with free trips to China, dur-
ing which they have been feted by senior united front officials. In some
cases, Chinese Americans are offered senior positions in united front
organizations. For example, in 2013, one Chinese American, a native of
Guangdong Province, became the first and only foreigner to become a
vice president of the COFA."?

China has used this tactic of handing out what one senior Chinese
American called “honors” to Chinese Americans as a way for united front
departments, and even espionage agencies, to cultivate contacts in the
United States, often to the detriment of other groups—such as Tibetans,
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supporters of Taiwanese independence, supporters of the Republic of
China, Uighurs, prodemocracy activists, and other independent Chinese
voices with which the party does not agree. Chinese Americans appoin-
ted to such positions in organizations established by the Communist Party
have led protests against Taiwan and Tibet and participated in cam-
paigns to silence Chinese dissidents, such as the exiled billionaire Guo
Wengui. For example, the Chinese American who is a vice president of
COFA spearheaded a campaign against Guo that was encouraged by
officials from the PRC. On a video posted to YouTube, this individual is
seen railing against Guo, vowing that he will “not rest” until Guo is
returned to China to answer charges against him."

United front organizations in China have been surprisingly aggres-
sive and transparent in their public tasking of Chinese Americans to
carry out activities that support the PRC policies. One example occurred
after the 19th National Congress of the Communist Party in Octo-
ber 2017. The state-owned Fujian Daily reported on November 24, 2017,
that representatives of local Chinese community associations based in
the United States, Australia, the Philippines, and Europe had gathered
in Fujian and received letters of appointment from local provincial and
city united front agencies in China to serve officially as “overseas propa-
ganda agents” on their return to their home countries. These commis-
sions obliged them to accept responsibility for promoting the decisions
of the party’s national congress in their home countries. The article noted
that this practice of offering party commissions to overseas Chinese to
work on united front tasks in their home countries was not new. The
president of the United Fujianese American Association (32 E#E /2 FT)
told reporters: “I have received quite a few letters of appointment on pre-
vious occasions, but none for which I have felt such deep significance as

the one today. It’s a heavy responsibility.”!*

Peaceful Reunification Councils

A key goal of PRC overseas activities is to convince, and sometimes pres-
sure, Chinese in the United States to accept that the PRC government
in Beijing is the sole representative of China and all things Chinese, and
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that the Republic of China on Taiwan is an illegitimate government. To
this end, in 1988, the party’s United Front Work Department founded
the China Council for the Promotion of Peaceful National Reunifica-
tion, and the Washington, DC-based Association to Promote China
Unification was folded into the council. The DC chapter’s assignment
was to organize concerts, demonstrations, and other gatherings to sup-
port the PRC." Other chapters soon opened, so that by 2018, the coun-
cil had established thirty-three in the United States and more than two
hundred branches overseas. In America, these organizations are gener-
ally registered as domestic nonprofit community organizations, even
though their leadership in Beijing includes senior members of the Chinese
Communist Party. An article in the People’s Daily, the mouthpiece of
the Chinese Communist Party, spoke in glowing terms about how use-
ful the Peaceful Reunification Councils were in furthering China’s
goals of taking over Taiwan, noting that while chapters of the Peaceful
Reunification Council complied with US law by registering as non-
profits, they were established to support Chinese government policies
and coordinate activities with PRC consulates in the United States.!®
“Over the years, the China Peaceful Reunification Council in North-
ern California has actively cooperated with the local Chinese consulate
to work against “Taiwan independence’ and promote national reunifi-
cation activities, and has some influence in San Francisco’s overseas
Chinese community,” the Northern California Council notes on its
website.”

Around the United States, the councils count numerous prominent
Chinese Americans as members. For example, one successful California
businesswoman was for years the honorary chairwoman of the council
in Northern California.'® While helping promote US-China educational
exchanges, this individual has also consistently advocated on behalf of
PRC policies in the United States, including China’s claims on Taiwan,
and has helped to organize demonstrations against “Taiwan indepen-
dence.” She is listed as an adviser to the China Overseas Exchange
Association, which is part of the United Front Work Department.”

The Chinese government has also sought to co-opt local Chinese

American community associations to serve its goals.’” In the past,
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organizations such as regional associations had generally been close
to the Nationalist government of Taiwan. In San Francisco, however,
that began to change as early as the 1980s when Suey Sing, one of San
Francisco’s six major community organizations (Tongs) representing
Chinese immigrants, became the first major Chinese group to fly the
flag of the PRC on its building. Then a second Tong flew Beijing’s flag,
and a competition broke out between the PRC and Taiwan in San
Francisco’s Chinatown to see which side could fly the most flags. This
competition can be vividly seen from the seventeenth floor of a public
housing project overlooking Chinatown, where PRC and Republic of
China flags sit atop adjacent buildings stretching into the horizon. The
flying of the PRC’s flag reflects two things: increasing PRC influence
in America’s traditional Chinatown, as well as a recognition of reality
by these associations that Beijing had been recognized, even by the
United States, as the legitimate capital of China.

The value of these associations to Beijing can be seen in this exam-
ple: When China’s president Xi Jinping visited the United States in Sep-
tember 2015, one of the leaders of San Francisco’s local Chinese American
community associations was listed as first among twenty prominent

Chinese Americans honored by the Chinese president.”!

Chinese Americans and the Chinese People’s
Political Consultative Conference

Several Chinese Americans have been given membership on China’s
most prominent national united front body, the Chinese People’s Politi-
cal Consultative Conference (CPPCC). The preamble of China’s con-
stitution defines the Chinese People’s Political Consultative Conference
as “a broadly based representative organization of the united front
which . . . will play a still more important role in the country’s political
and social life, in promoting friendship with other countries and in the
struggle for socialist modernization and for the reunification and unity
of the country.” In practice, the CPPCC has served as an important advi-
sory committee to help legitimize the Chinese Communist Party’s rule

to audiences both domestic and abroad.
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Beijing has been appointing Chinese Americans to the CPPCC for
years. In some cases, authorities in Beijing seem to have had problems
finding willing Americans to take seats on the committee, such as in 2017,
when a Chinese property developer and educator (who appears to still
be a Chinese citizen) was one of seven “Americans” listed as CPPCC
members.??

In doling out prestigious positions on the CPPCC, China seeks to
show overseas Chinese that prominent members of their community
want to be connected with China’s government. The American contin-
gent to the thirteenth CPPCC (announced in March 2018) was perhaps
the most remarkable in years, comprising four highly successful Chinese
American academics, scientists, and businessmen.??

The appointment of Chinese Americans to positions on this advisory
body to the Chinese Communist Party raises difficult questions of
divided national loyalty. Americans should, of course, be free to partici-
pate in whatever organizations they see fit, since freedom of association
is hardwired into the constitutional DNA of the United States. However,
the CPPCC is not an independent civil-society NGO but an organization
controlled, managed, and dominated by the Chinese Communist Party.
Members of these organizations are expected to adhere to the disciplines
and goals of the party and work to strengthen China and the party’s rule
of China. Members of the CPPCC are expected to write reports about
how their activities have aligned with China’s interests and to detail their
work on China’s behalf.** The potential exploitation of Chinese American
members in this body by the Chinese government not only risks harm-
ing the interests of the United States but also has the potential to harm
the security, reputation, and welfare of these Chinese Americans.

A similar quandary could present itself to those Chinese Americans
who have chosen to accept positions as consultants for another united
front organization, the All-China Federation of Returned Overseas
Chinese, which also serves the party’s interests. In 2018, twelve repre-
sentatives from the United States, including wealthy businessmen and
civic leaders, were listed as advisors of the federation’s 10th National
Congress. The Chinese government picked them in recognition of their
prominence and efforts in advocating positions friendly to Beijing.”
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To engender a sense of close support, state-owned Chinese media
outlets routinely report about contacts made between prominent
Chinese Americans and senior Chinese officials. There are literally hun-
dreds of such reports in the Chinese-language press about prominent
Chinese Americans escorting leading figures from China’s united front
bureaucracy in the United States or being hosted by them in China.?
In May 2017, Li Kexin, the deputy chief of mission at the Chinese
embassy in Washington, praised the Peaceful Reunification Council’s
DC chapter for holding a “peaceful reunification forum” in Washing-
ton and for opposing Taiwan’s independence.?”” Officials from China
have also traveled freely to the United States to take part in conferences
and activities designed to further China’s influence operations in the
United States. For example, united front officials traveled to the
United States in November 2016 for the annual executive meeting of
the Peaceful Reunification Council, during which the council pledged

to renew its efforts to “oppose Taiwan’s independence.”?8

Conclusion and Recommendations

As US citizens, Chinese Americans enjoy the same constitutional rights
of freedom of speech, association, and political participation as every-
one else, and their exercise of these rights is fully legitimate and pro-
tected by the Constitution and law. What’s more, it is incumbent on the
US government and American society as a whole not to demonize
Chinese Americans for their feelings for and pride in China.

At the same time, it is also important that all American citizens be
aware that feelings of pride can sometimes be exploited by an authori-
tarian regime to advance its goals and interests. Here it is not Chinese
Americans who are at fault for having an attachment to their “Motherland”
but the Chinese Communist Party for cynically attempting to use Chinese
Americans to further its own interests, in the process making overseas
Chinese communities vulnerable to distrust.

While the US government needs to adopt a no-tolerance policy
toward attempts by Chinese security forces to travel to the United States
to secretly harass, manipulate, intimidate, and monitor China’s perceived
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enemies in the United States, the best antidote to such intrusion is for
federal and local governments to do more to strengthen ties to Chinese
American communities and to give greater visibility into the various
inducements and pressures Beijing exerts on these communities. That
the FBI has begun to reach out to prominent Chinese in the United
States, offering protection, is a good beginning. But the FBI and the rest
of the US government must approach this problem with great sensitivity
and be mindful of the sad history of political repression in the Chinese
American community and the legacy of the McCarthyite purges of the
1950s.

This is particularly important, as such demonization can lead to
the unwarranted targeting of Chinese Americans or long-term Chinese
residents of the United States for alleged crimes involving illegal coop-
eration with China. Over the past decade, there has been a significant
number of examples of prosecutorial overreach, such as the case against
the hydrologist Sherry Chen, who was exonerated in 2015 of all espio-
nage charges.

A sustained education campaign is also urgently needed to inform
the members of the Chinese American community of the potential adverse
consequences of involvement with China’s united front activities. Chinese
American organizations also need to do a better job of informing them-
selves about the underlying goals of PRC’s united front organizations
as there are potential reputational costs of allying with them and losing
independence. It can be taken as a positive sign that, for example, the
Committee of 100, an organization founded by many illustrious Chinese
Americans, has begun to debate the possibility of encouraging its leading
members from accepting positions with PRC united front organizations
officially aligned with the Chinese Communist Party.?’

China’s activities in the United States can also be made more trans-
parent by requiring spin-off groups from united front organizations in
Beijing to register under the Foreign Agent Registration Act as agents
of a foreign power. This would include all of the bureaus of the Peaceful
Reunification Council, the China Overseas Exchange Association, and
the China Overseas Friendship Association, among others that are, in
fact, influence-seeking organizations with political implications run by
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a foreign state. In addition, Chinese Americans who accept positions in
united front structures—such as the Chinese People’s Political Consul-
tative Conference—should also be required to register as agents of a for-
eign power seeking influence in the United States. China has tried to
sell these “honors” to the Chinese American community as a cost-free
way of expressing their sincere feelings of pride in China. However, the
reality is that once a person accepts such “honors,” along with free travel
to China and other emoluments, the Chinese Communist Party will
always seek to exact a further price. And where that price creates divided
loyalties and results in actions harmful to American interests and val-
ues, the US government must respond with appropriate legal and regu-

latory measures.



CHAPTER FOUR

Universities

American universities have long played a leading role in relations between
the United States and China. Ever since the Carter administration first
explored the possibility with Deng Xiaoping and other Chinese counter-
parts of sending Chinese students to the United States in 1977-78,!
PRC government authorities (like their Republican-era predecessors)
have seen American universities as integral to China’s economic and sci-
entific development. For the first two decades after normalization, the
Chinese government placed a priority on sending students in STEM sub-
jects (science, technology, engineering, mathematics). Over time, how-
ever, fields of study broadened into the humanities, social sciences, and
the arts, a change that has mirrored the shift in educational exchange
from primarily a state-directed to a private consumer—driven phenom-
enon that saw an increasing number of middle-class Chinese parents
opting to send their children to the United States for a liberal arts
undergraduate education, and even a secondary school education. The
net result has been that several million Chinese students have now suc-
cessfully matriculated through the US higher education system. During
the 2017-18 academic year, for instance, a record 350,755 Chinese stu-
dents were enrolled in American universities (with an additional 80,000 in
high schools),? out of a total of 1.5 million Chinese students studying
worldwide in the same year.’ (Altogether, since the late 1970s, an esti-
mated 5.2 million Chinese have attended foreign universities.)* Unlike
the early years of this epic exchange, the majority of Chinese students
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are now able to pay full tuition, creating an extremely significant source
of revenue for financially stressed American universities and colleges.
(Chinese pay tuition worth an estimated $12 billion per year, according
to the US Department of Commerce.)’

US universities and American society have benefited significantly
from this exchange, and from the presence of international students gen-
erally. Chinese students have helped to diversify the makeup of US stu-
dent bodies; they often contribute positively in the classroom, and they
have made a real contribution in joint research projects with university
faculties. Many have remained in the United States postgraduation
to pursue professional careers, build their lives, and become American
citizens—a sizable contribution to American society, to the US economy,
and to technological innovation and the knowledge base in numerous
fields. The engineering, medical, and hard sciences have benefited par-
ticularly, but so have the humanities and social sciences. Indeed, those
who negotiated the initial educational and scientific exchange accords
back in 1978-79 could never have envisioned how much of a success story
US-China higher educational exchanges would become over the next
four decades.

For their part, American universities and US scholars have also
engaged in China during this period, although in far fewer—but not
insignificant—numbers. (For example, in 2015-16, 11,688 American stu-
dents and scholars were studying in China.)® For those in the field of
Chinese studies, it is de riguenr to study and do research in Chinese uni-
versities. Professional collaboration among faculty—mainly in the sci-
ences and medicine—has also flourished. Some US universities—notably
Johns Hopkins School of Advanced International Studies (Hopkins-
Nanjing Center), New York University (NYU-Shanghai), and Duke
University (Duke-Kunshan)—have gone so far as to establish campuses in
China, while others have opened centers (e.g., Stanford, Virginia, Chicago,
Yale, Harvard, Columbia). Many more American universities have
forged collaborative exchange programs with Chinese counterparts.

While US-China exchanges in higher education have primarily been
a success story, as in many other dimensions of the Sino-American rela-
tionship, clouds have appeared on the horizon.” American students have
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become less keen than in the past to study in China due to concerns about
pollution, lack of open internet access, and expanding political controls.
American scholars trying to conduct research in China have run into an
increasing number of restrictions and impediments since 2010, due to a
broad campaign against “foreign hostile forces” and an increasingly dra-
conian political atmosphere that has cast a shadow across Chinese soci-
ety, especially over higher education. Whole subject areas and regions
of the country are now off-limits to American and other foreign schol-
ars for fieldwork; previously normal interactions with Chinese scholars
are now often heavily circumscribed; many Chinese scholars have become
reluctant to meet with American counterparts; a growing number of
libraries are off-limits; central- and provincial-level archives have been
closed; municipal archives are increasingly restricted; interviews with
government officials (at all levels) are more difficult to arrange; public
opinion surveys must be carried out with Chinese partners, if they can
be conducted at all; simple eyewitness social research in rural and even
some urban areas is considerably more limited than previously. In short,
normal scholarly research practices permitted elsewhere in the world are
regularly proscribed in China. These restrictions also include the inabil-
ity to hold open and uncensored public scholarly discussions, confer-
ences, and other kinds of events. Meanwhile, Chinese students and
scholars enjoy unimpeded access to all of these activities in the United
States, resulting in a severe asymmetry in Sino-American scholarly
exchange. This contravenes the spirit of the bilateral US-China educa-
tional exchange accords.

At the same time, storm clouds are also gathering on American
campuses with respect to another aspect of this important relationship,
namely, growing concerns about unfair Chinese “influence-seeking
activities” in the United States.

Confucius Institutes

One of the most controversial aspects of the whole US-China educational
exchange is the Confucius Institutes (Cls), of which there are now 110
(plus 501 Confucius Classrooms in secondary schools) across the United
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States.® For secondary schools and colleges that have no or little other
coverage of China on campus, Cls are an important resource. Sponsored
by the Hanban, an organization directly under the purview of the
Ministry of Education in Beijing, but also with ties to the External Pro-
paganda Leading Group of the CCP Central Committee, the primary
mission of CIs is to teach Chinese language and culture abroad. How-
ever, faculty and other watchdogs have warned that they may present
risks to intellectual freedom by using American universities as vehicles
through which to advance Chinese Communist Party propaganda. Accu-
sations leveled at CIs revolve mainly around the exclusive use of PRC
materials that promote PRC Chinese viewpoints, terminology, and sim-
plified characters; the avoidance of discussion in American classrooms
and programs on controversial topics such as Tibet, Tiananmen, Xinjiang,
the Falun Gong, and human rights; and potential infringement on the-
oretically independent studies curricula on American campuses.

Although proponents of CIs like to compare them with branches of
France’s L’Alliance Francaise, Germany’s Goethe Instituts, and Spain’s
Cervantes Institute, they are different in important ways. Unlike these
other institutions, Cls are joint operations located inside—and cofunded
by—a host university or secondary school for which the Hanban arranges
a Chinese university to supply teachers, textbooks, and other materials.
The teachers are paid by the Chinese university (and hence do not hold
green cards or pay US taxes). Typically, the Hanban provides a $150,000
start-up grant with $100,000-$200,000 per year follow-on funding
(depending on the institution) directly to the American university. Sec-
ondary schools normally receive $50,000 in initial funding and $15,000
subsequently per annum. Most troublesome are two provisions in the
Hanban contracts with US host institutions: One forbids the CIs from
conducting any activities that contravene Chinese law while the other
requires that the enabling contract remain confidential, making oversight
by the academic community difficult.

Some participating American institutions have belatedly had second
thoughts about their partnerships. In 2014, the University of Chicago
terminated its CI contract with the Hanban after months of controversy
among faculty, spurred by a high-profile critical article by an emeritus
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member.’ Since that time, at least two additional American universities
have also closed their branches (Pennsylvania State University and Uni-
versity of West Florida),!® and Senator Marco Rubio (R-FL), a leading
critic of alleged Chinese “influence activities,” has written letters to a
number of other Florida institutions hosting Cls requesting that they
also be closed.!! Representatives Michael McCaul (R-TX) and Henry
Cuellar (D-TX) called for the same termination in their own state, stat-
ing in a letter addressed to their state’s universities that these organ-
izations “are a threat to our nation’s security by serving as a platform for
China’s intelligence collection and political agenda.” They added that
“we have a responsibility to uphold our American values of free expres-
sion, and to do whatever is necessary to counter any behavior that poses
a threat to our democracy.” The Texas A&M system complied with this
request by ordering the closure of all CIs.”? Then, in August 2018, the
University of North Florida announced the closure of its CL."?

Similar calls have been made in other states, and the 2019 National
Defense Authorization Act restricts Department of Defense language
study funding if a university hosts a Confucius Institute.!* Several other
universities (including Dickinson State University in Pennsylvania, the
University of Pennsylvania, and Princeton University) that had contem-
plated opening CIs have now decided not to do so. At the same time,
Columbia University (and elsewhere) has come under criticism, more for
lack of transparency than for its specific violative activities."” That said,
the majority of CIs have so far carried out their mission of language and
cultural education without controversy.

In 2014, both the Canadian Association of University Teachers
(CAUT) and the American Association of University Professors (AAUP)
called on universities to terminate Cls unless their agreements with
Hanban were renegotiated to provide for total transparency and compliance
with norms of academic freedom.' In 2017, the National Association of
Scholars (NAS), a politically conservative nonprofit advocacy group,"”
undertook an exhaustive study of Cls in the United States and produced
a 183-page report.!® Echoing the AAUP’s recommendations, the NAS
urged closing all CIs on the basis of four areas of concern: a restriction
of intellectual freedom; lack of transparency; “entanglement” (with
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Chinese party—controlled institutions); and worries about them being
used for Chinese “soft power” or pro-PRC propaganda.

In addition to the above concerns, some have argued that the fact that
CI language programs exclusively use PRC textbooks with “simplified”
(or mainland-style) Chinese characters biases the contribution CIs make
to Chinese language instruction on American campuses. In our view, this
is not a serious problem, since students should learn this vocabulary and
this form of written characters, so long as the university also provides
the opportunity for students to learn traditional “complex” characters
(used in Hong Kong, Taiwan, Singapore, and many diaspora communi-
ties) and to learn non-mainland vocabulary. A review of the entire set of
Hanban textbooks used by CIs undertaken for this report finds they con-
tain no overt political content. Only in one of six levels of textbooks was
there a single lesson on US-China relations, and it was a speech by for-
mer president Barack Obama in which he asserted that the United States
does not seek to “contain” China. Nor have we found any evidence of
interference by Cls in the mainstream Chinese studies curricula on US
campuses to date. (See below for our recommendations concerning Cls.)

Chinese Students and Scholars Associations

Chinese Students and Scholars Associations (CSSA) on American cam-
puses maintain regular contact with China’s diplomatic missions in the
United States. Even when these contacts are purely for cultural purposes,
the CSSA provides a ready channel or entry point for the political depart-
ments of China’s embassy and consulates in the United States to gather
information and coordinate action, which in some cases includes pres-
suring the behavior of Chinese students. Sometimes pressure is even
applied by China’s security services on the family members, back in
China, of those students it finds speaking out in unacceptable ways. What
is more, Chinese scholars and diplomats have sought to influence on-
campus debates in China’s favor and have even protested when American
universities have exercised their right to invite speakers whom China
identifies as unfriendly. Finally, some Chinese students and scholars have
exploited the collaborative research environment on US campuses to

obtain sensitive American technologies.
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Chinese Students and Scholars Associations now exist on more than
150 US campuses.”” A second type of on-campus association has also
recently started up, the China Development Student Think Tank
(CDSTT), with chapters at Syracuse University, Boston University, and
George Washington University. As voluntary associations of Chinese
citizens on campus, these groups perform many appropriate social
functions, such as orienting new students to life in the United States
and arranging networking get-togethers. Nonetheless, their links with
Chinese diplomatic missions and some of their activities, because of their
attempts to interfere with other campus activities and broader political
discourse and debate, present cause for concern. CSSAs at Washington,
DC, universities make no secret of their ties to the Chinese embassy and
receive small amounts of operating funds directly from it. CSSAs else-
where have similar ties to nearby Chinese consulates, which also provide
them with funding, other kinds of support, and surveillance. It has also
been reported that Chinese Communist Party cells have been established
on several US campuses.?’

CSSAs often alert PRC diplomatic missions about events on campus
that offend official PRC political sensitivities, e.g., speeches or discus-
sions on Tibet, Taiwan, Xinjiang, human rights, and Chinese elite poli-
tics. Once notified, the local PRC mission has sometimes contacted
university faculty or staff members to prevent such events from proceed-
ing. In some instances, it is difficult to know whether opposition to events
originates with a CSSA or the local PRC mission. In 2017, the CSSA
at the University of California—San Diego (UCSD) mobilized opposi-
tion to the chancellor’s invitation to the Dalai Lama to be the commence-
ment speaker, which atleast some CSSA members ultimately coordinated
with the PRC consulate in Los Angeles.”! After the event finally took
place anyway as planned, the Chinese government retaliated by banning
students and scholars with funding from the Chinese government’s China
Scholarship Council from attending UCSD. Other US universities have
come under similar pressure when they have contemplated inviting
the Dalai Lama or his associates to campus. Academic authorities at one
Washington, DC, university were even warned by the Chinese embassy
that if an event concerning Xinjiang went ahead, they risked losing their
Confucius Institute.
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CSSAs also serve as a channel of political “peer monitoring” of
Chinese students, constraining the academic freedom of Chinese stu-
dents on campus—and thereby also undermining core principles of free
speech and academic freedom. This issue has become more serious over
the past several years, as the political environment in China has tight-
ened and Chinese students widely fear that things they say on campus
(even in class, at other campus activities, or in private conversations)
that contradict official PRC policies are liable to be reported to the
Chinese authorities and risk putting their families into jeopardy back
home.

A very public example of this kind took place during the commence-
ment ceremonies at the University of Maryland in May 2017, after a
Chinese student was selected as the commencement speaker. When
Yang Shuping praised the “fresh air of free speech” and contrasted what
she had found in the United States with China—and her comments
went viral on the internet and social media in China—she received an
avalanche of email threats, and her family in China was harassed.?
Another well-reported incident occurred at Duke University in 2008
when a twenty-year-old female undergraduate student became caught up
in a pro-Tibetan independence demonstration. She was vilified online,
and her parents were harassed back in China.?* In other cases, Chinese
government authorities have visited students’ families in China and warned
them about their children’s allegedly subversive statements abroad.

In Australia, another kind of disturbing phenomenon has occurred:
Several instances have occurred in which Chinese students have recorded
professors’ lectures that were deemed critical of the PRC and then
uploaded them onto the internet, thereby prompting harassment of the
lecturers on social media.?* There is no evidence that this has occurred
on American campuses to date. But the presence on campus of a student
organization linked to the Chinese government creates an understand-
able concern that faculty lecturing on politically sensitive topics might
fear that their lectures are being monitored and thus self-censor them-
selves. This prospect is especially concerning when it involves a faculty
member who, because he or she needs to travel to China for research or
other professional purposes, feels under duress.
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Gifts and Grants

Thanks to growing wealth accumulation in China, prosperous Chinese
are beginning to develop the practice of philanthropy and to exercise
giving both at home and abroad.?® This is potentially a good thing for
American universities. Indeed, since 2011, Chinese sources have partici-
pated in at least 1,186 donations or contracts worth more than $426
million to seventy-seven American universities, according to disclosures
made to the US Department of Education, making China the fifth most
active country by number of gifts, and fourth, behind Qatar, the United
Kingdom, and Saudi Arabia, in total monetary value of gifts. (These dis-
closures are only required of universities that accept federal aid, and the
figures also include funds from Taiwanese sources.)*

All US institutions of higher education cultivate lifetime giving from
both graduates and their families. Given the numbers of Chinese stu-
dents matriculating from American universities and the wealth of many
of their families back in China as well as their own potential career earn-
ings, Chinese students have become a growing priority for university
development officers. Indeed, some Chinese families also seem to believe
that they can ensure, or at least enhance, their children’s chances of
acceptance into top colleges through charitable gifts.”’

Given the government’s extensive role in China’s economy, accep-
tance of all Chinese gifts and grants requires due diligence that should
be above and beyond the standard practices currently employed by uni-
versities for other charitable giving. This is obviously the case when fund-
ing comes from the Chinese government itself, for example via the
Hanban (the oversight body of the Confucius Institutes), which doles out
research grants via its Confucius China Studies Program,’® the “Young
Sinologists” program of the Chinese Ministry of Culture and Chinese
Academy of Social Sciences,? and, in one instance, the endowing of a
faculty position at Stanford University.

Chinese corporate and private donors are now also starting to pour
millions of dollars into the US educational system, think tanks, and non-
profit organizations. Given that privately owned companies in China
exist and prosper at the sufferance of political authorities there, even
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seemingly independent actors are often likely to act at government direc-
tion or in ways that they believe will please the government. Major
mainland Chinese and Hong Kong companies and individuals with active
business ventures in China have now pledged or donated substantial
tunds to US universities.

"This is also the case with some Hong Kong-based or US-based foun-
dations that are linked directly or indirectly to the Chinese government
or to enterprises and families that have prospered with the help of the
Beijing government. The most notable case is the China-United States
Exchange Foundation.’® CUSEF was established in 2008 on the initia-
tive of former Hong Kong chief executive and shipping magnate Tung
Chee Hwa (C. H. Tung) who continues to be the chairman of the foun-
dation. Tung is also the vice chairman of the Chinese People’s Political
Consultative Conference (CPPCC), China’s highest-level united front
organization,’ and he attended the Communist Party’s 19th National
Congress in October 2017. Moreover, the number of mainland-based
members of the foundation’s official advisors and the foundation’s easy
connections with Chinese government organs belie the foundation’s
assertion that it is independent of the Chinese Communist Party and the
PRC government.

CUSEF undertakes a range of programs aimed at Americans that can
accurately be described as influence-seeking activities; as such, it has reg-
istered in the United States under the Foreign Agent Registration Act
(FARA). Its lobbying activities include sponsoring all-expenses-paid
tours of China for delegations composed of what the foundation’s web-
site refers to as “thought leaders,” including journalists and editors, think-
tank specialists, and city and state officials.’> CUSEF has not often
collaborated with American universities and think tanks, but it recently
offered funding to the University of Texas at Austin for its China Public
Policy Center. However, after receiving criticism from Senator Ted Cruz
(R-TX) and others, the university declined the grant.** CUSEF grants
have generally gone to leading US think tanks, such as the Brookings
Institution, the Carnegie Endowment for International Peace, and the
Asia Society.
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There have not yet been many offers by Chinese donors—private,
corporate, or government—to fund faculty positions or centers for
Chinese studies on US campuses, although many universities are believed
to be seeking such gifts. In one instance in 2014, a leading Washington,
DC, university was approached by a chinese university with a proposal
for a $500,000 annual grant to establish a center for Chinese studies in
partnership with the Chinese university.** The Chinese side had three
main conditions for the grant: (1) that a series of Chinese officials and
other visitors would be given public platforms for frequent speeches;
(2) that faculty from the Chinese partner university could teach China
courses on the US university campus; and (3) that new Chinese studies
courses would be added to the university curriculum. The Washington-
based university turned down the lucrative offer, on the advice of its
Chinese studies faculty.

In August 2017, the Johns Hopkins University School of Advanced
International Studies (SAIS) announced that it had received a substan-
tial gift from CUSEF for an endowed junior faculty position, as well as
program funding for a Pacific Community Initiative. SAIS administra-
tors stated that there were no political or other strings attached to these
grants, despite media insinuations to the contrary.* At Yale Law School,
the China Law Center founded in 1999 was renamed the Paul Tsai China
Center after receiving a $30 million endowment from Joseph C. Tsai, a
Taiwanese Canadian billionaire who is a cofounder and executive vice
chairman of the China-based Alibaba Group.*® Tsai, an alumnus of Yale
College and Yale Law School, made the gift in honor of his father, also
an alumnus of Yale Law School.

China is not the only authoritarian government that has given or
facilitated gifts to American academic institutions or think tanks, but it
is the wealthiest. There is no evidence so far that any of these gifts has
compromised the independence of the recipient institution. But the trend
toward large gifts from Chinese sources, many with some kind of gov-
ernment linkage, underscores the need for vigilance in enforcing a stricter
code of due diligence and transparency on the part of university admin-
istrations and faculties.
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Pressure on University Administrations

There is a large number of successful exchange programs between Amer-
ican and Chinese universities. Three US universities have developed
campuses in China (Johns Hopkins, Duke, NYU); more than one hun-
dred universities participate in cooperative-education programs in China;
and countless US faculty members participate in collaborative projects
with Chinese colleagues (principally in the sciences). These relationships
have not been easy to establish or maintain, but they have generally been
successful. A 2016 report by the Government Accounting Office, which
reviewed the cooperative programs of twelve American universities,
found that the universities “generally indicated that they experienced aca-
demic freedom,” while noting that self- and internet censorship remain
a problem.

In recent years, the outlook for these collaborations has deteriorated
in line with broader restrictions on academic freedom on Chinese cam-
puses. In 2013, commensurate with CCP Central Committee Document
No. 9, universities were reportedly instructed to avoid discussing topics
including “universal values” and civil rights,*” and admonitions against
the teaching of Western values have continued. Since 2017, foreign uni-
versity collaborative institutions have been required to institute Com-
munist Party committees and place a party secretary on their management
boards.*® In July 2018, the Ministry of Education ended 234, or one-fifth,
of its international university partnerships. More than twenty-five pro-
grams with American universities were among them.*

The Chinese government has demonstrated a penchant for turning
to these collaborations as points of leverage when US universities have
hosted the Dalai Lama or held other events deemed politically sensitive
or offensive to the Chinese government. In such instances, existing
collaborative exchange programs have been suspended or put on hold,
planned visits of university administrators have been canceled, programs
between university institutes and centers have been suspended, and
Chinese students wishing to study at these US institutions have been coun-
seled to go elsewhere. Such punitive actions resulting from campus visits
by the Dalai Lama have been taken against Emory University, the Uni-
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versity of Maryland, the University of California—San Diego, and others.
In the case of the University of Maryland, which hosted the Dalai Lama in
2013, there was temporary fallout, and then following the 2017 graduation
incident the Chinese government again halted cooperation, seriously
damaging one of the most extensive exchange programs with China.

Such cases establish a worrying precedent of Chinese intrusion into
American academic life. The message from China to US universities
is clear: do not transgress the political no-go zones of the Chinese
Communist Party or government, or you will pay a price. Sometimes the
pressure is overt; other times it is more subtle and indirect, but no
less alarming. Some American faculty members report troubling con-
versations with university administrators who continue to view Chinese
students as such a lucrative revenue stream that it should not be endan-
gered by “needlessly irritating Chinese authorities.”

Censorship and Self-Censorship

The final category of troubling Chinese influence on American campuses
involves the vexing issue of self-censorship among faculty and students
in Chinese studies.*” In a much-quoted essay, Perry Link described cen-
sorship within China as the use of vague threats to induce academics,
writers, and others to self-limit what they say; he called this “the ana-
conda in the chandelier” syndrome.* More recently, the phenomenon has
begun to loom over scholars working outside China, and the Chinese
government has started deploying a variety of techniques to also encour-
age self-censorship beyond China’s borders, including in the United
States. In some cases, this syndrome has led to outright self-censorship
of academic work. Here are some of the most egregious examples:

* Denial of visas to qualified scholars and students seeking access to
China for research or training purposes. The State Department
estimates that fifteen to twenty individuals are on an outright
“blacklist,” while scores of others appear to be on a “gray” list,
where denials are less absolute and sometimes temporary or limited

only to certain categories of visa. But being cast into the “gray”
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status helps create exactly the kind of uncertainty about what behav-
ior might lead to visa denial, thus inducing self-censorship in the
hopes of not offending anyone further, much less turning one’s sta-
tus from “gray” to “black.” In other words, the power to withhold
or deny access through the issuance of visas affords the Chinese
government a full spectrum of powerful control mechanisms over
scholars.

Denial of access to interviewees, archives, libraries, and research
institutes, even when visas are granted.

Restriction of visiting scholar status for American researchers to a
few institutes under the Chinese Academy of Social Sciences,
Chinese Academy of Sciences, and some universities. Other think
tanks and research institutes do not permit foreign resident research-
ers. At the same time, it should be noted, Chinese researchers from a
wide variety of institutes are free to regularly come to US univer-
sities and think tanks for short- and long-term stays.

Attempts to control the agendas, participant name lists, what is
written, and what is said at joint scholarly conferences held in
China, and now sometimes even in the United States. (A recent
technique is to require that a talk or paper by an American partici-
pant in a Chinese-organized event be handed over to the organizing
group for vetting well before the event itself, so that a participant
can be disinvited, if necessary.)

Restriction of internet and email communications when in China.
Monitoring, even following, some American scholars by security
services while in China.

Demands for censorship by foreign publishers of their digital content
as a condition for allowing it to be made available online in China.
Insistence on censorship of Chinese-language editions of foreign
books by the State Press and Publishing Administration. This
places foreign authors in the difficult position of having to acqui-
esce to such censorship in order to have translations of their books
published in China.

Censorship of online archives of PRC journals and publications,
such as the China National Knowledge Infrastructure (CNKI)

database. American universities each pay tens of thousands of dol-
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lars annually for access to these electronic databases. However,
recent research has shown that CNKI in particular is now “curat-
ing” its catalogs and holdings by deleting articles the current gov-
ernment appears not to wish to see remaining in the historical
record.* Since American universities have started to dispose of
paper copies of many of the journals carried in CNKI periodical
index, this amounts to PRC distorting the historical record, not
just for China but for the entire world.

In addition to these specific restrictions affecting American schol-
ars, the PRC government also influences the field of Chinese studies in
the United States (and elsewhere) via controls over key regions of their
country (especially minority areas such as Tibet and Xinjiang) and by
creating no-go zones around a wide variety of research subjects within
the broader areas of politics, religion, ethnography, and civil society
that cannot be researched in-country. As a result, American professors
cannot themselves work in these areas, nor can they in good conscience
advise their graduate students to work on these subjects either because
of risk to the researcher’s career, as well as to the human subjects whom
researchers would be observing or interviewing. Such restrictions have
real consequences for the open future of Chinese studies around the
world.

Conclusion and Recommendations

US-China academic exchanges are valuable to both China and the United
States and should be maintained and developed. However, in doing so,
universities must be alert to the risks of engaging with the Chinese gov-
ernment, institutions, and funders and be proactive in applying a higher
level of due diligence and vigilance as a defense of the core principle of
academic freedom, especially when conflicts take place at home in their

own universities.

Promote Transparency

* Manage agreements with Confucius Institutes: We do not endorse

calls for Confucius Institutes to be closed, as long as several
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conditions are met. US institutions should make their CI agree-
ments public to facilitate oversight by members of the university
community and other concerned parties. Those agreements, in
turn, must grant full managerial authority to the host institution
(not on a shared basis with the Hanban), so the university has full
control over what a CI teaches, the activities it undertakes, the
research grants it makes, and whom it employs. The clause in all
Hanban contracts that CIs must operate “according to China’s laws”
must be deleted.

If these standards cannot be attained, then the CI agreements
should be terminated. Furthermore, universities should prevent any
intervention by CIs in curricular requirements and course content
in their overall Chinese studies curricula or other areas of study
by maintaining a clear administrative separation between academic
centers and departments on the one hand, and CIs on the other.
Finally, universities must ensure that all public programming
offered by their CIs conforms to academic standards of balance and
diversity and does not cross the line to become a platform for PRC
propaganda, or even a circumscribed view of a controversial issue.
In fact, this report would suggest that universities should not per-
mit Confucius Institutes to become involved in public program-
ming that goes beyond the CI core mission of education about
Chinese language and culture. To go beyond these two categories
invites opportunities for politicized propaganda.

Apply due diligence: To minimize the risks just identified, universi-
ties must rigorously apply far stricter due-diligence procedures to
scrutinize the sources and purposes of gifts and contracts from
China to ensure that they do not interfere with academic freedom.
Universities accepting gifts from Chinese nationals, corporations, or
foundations must insist that there be no restrictions on academic
freedom. Foreign donations should continue to be welcomed, but
universities must ensure that the conditions of acceptance are rea-
sonable, consonant with their principles, and subject to oversight, and
do not allow the program to become a beachhead for inappropriate
influence. It is important that all universities exercise high standards

of due diligence and not only scrutinize the source of the gift but
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consider the implications of such things as naming rights. Above all,
they must insist that the terms of each gift impose no restrictions on
academic freedom. The activities of all chairs, centers, and projects
funded by Chinese support need to be fully transparent and super-
vised by independent faculty committees and university administra-
tors, who must bear in mind that even when a joint project, research
grant, or gift has undergone due diligence and has no explicit or evi-
dent strings attached, it can still produce a natural sense of obliga-
tion because no institution wants to offend a generous donor. This is
a problem not restricted to grants from China, but one that is deeply
entrenched in the fund-raising structure on which American insti-
tutions of higher education depend for their well-being.

* Defend the academic freedom of faculty: Governance is the core
technique for protecting academic freedom in American universi-
ties and is the key to their leading role in research and teaching. It
takes various forms in various institutions, but its key principles
must be applied consistently to interactions involving China. Trans-
parency must be maintained in the terms of a university’s con-
tracts with all outside actors, whether individuals, foundations,
donors, or collaborating institutions such as the Hanban, which
funds Confucius Institutes. Such actors must be subject to regular
oversight by faculty bodies and by administrators answerable to fac-
ulty bodies so that faculty, students, visiting scholars, and others
associated with the university in an academic capacity will have
uncompromised freedom of speech, research, teaching, and pro-
grammatic activities.

Universities and their associated institutions—such as univer-
sity presses—must refuse all forms of censorship of—or interference
in—their publications, conferences, curricula, participants in events,
and other academic activities. Some universities have formal rules
barring such censorship, but they need to increase awareness,
training, and enforcement. Other universities may need to enact or
update such rules. While maintaining the openness of US univer-
sities to Chinese students, scholars, and researchers, universities
should push for reciprocity from Chinese partner institutions with

respect to various forms of research access.
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In short, universities should enhance protection for faculty and
students—especially international students—from interference in
their academic freedom, and campuses with large numbers of inter-
national students from authoritarian countries should introduce
training for students on their academic rights in the American edu-
cational system, and on the proper distance that independent stu-
dent organizations should maintain from government actors.
Finally, universities should provide a confidential complaint pro-
cedure for students who feel they have come under pressure that
threatens their academic freedom, and university advisors should
stand prepared to counsel and assist these students to deal appro-

priately with such pressures.

Promote Integrity

* Be alert to risks: The primary risk is of inappropriate influence over

admissions, course content, and program activities stemming from
the influence of Chinese government-linked donors, diplomatic
missions, student groups, and institutions. This is not a new chal-
lenge for US university administrators and development officers.
They have dealt with political quid pro quos from donors from
South Korea, Taiwan, Japan, Israel, Russia, Kuwait, Qatar, Saudi
Arabia, and other countries in the past and currently, and Ameri-
can universities have long learned how to refuse donations with
strings attached. This historical experience and the existing safe-
guards should also help inform and guide US universities when it
comes to dealing with this new wave of Chinese money. Faculty
and administrators must continue to protect the open debate, diver-
sity of opinion, freedom of expression, faculty autonomy, and trans-
parency on which the health and reputation of their institutions
are based. Funding from Chinese sources should be as welcome as
funding from other sources, but only to the extent that fundamen-
tal academic values can be maintained and protected.

A second risk is of a loss of sensitive or proprietary technology
through academic instruction or cooperation. There are indications

that the US government is now strengthening measures to prevent
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the theft of sensitive technology and intellectual property that
is being developed on US campuses. These measures may require
heightened screening and, in some cases, outright denials of visas to
individuals from certain state-run institutions or even from certain
sensitive research fields. Such calls have understandably prompted
concern from the academic community fearing that this will under-
mine the principles of academic freedom, hinder collaboration, and
deny American universities access to a rich talent pool. These reser-
vations are merited and require that any tightening of visa cate-
gories be as narrow as possible. For their part, universities will of
course have to comply with whatever regulations are imposed. They
should, additionally, proactively review and update their procedures
for protecting both proprietary and classified research. They should
also enter into far closer collegial discussions with one another, rel-
evant professional associations, and government agencies to col-
lectively refine solutions to the difficult problem of balancing the
pursuit of innovation and academic freedom with preventing the
theft of technology and other intellectual property.

To meet these challenges, American universities may need to
update their rules and intensify faculty and researcher training and
institutional oversight for protection of proprietary research infor-
mation. Some US universities refuse to accept contracts for classi-
fied research. Those that do accept such contracts must comply
with government regulations for the protection of research find-
ings. But all research universities conduct research that produces
valuable intellectual property, which is proprietary in various pro-
portions to the funder. And so, it is necessary for the university and
researchers to intensify efforts to protect their proprietary intel-
lectual property from loss.

Promote Reciprocity

* The academic community nationwide should work toward a com-
mon set of principles and practices for protecting academic freedom
and promoting greater reciprocity. To prevent influencers from
using divide-and-conquer strategies (by rewarding some institutions
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while punishing others), it is important for the national academic
community as a whole to come together to formulate and implement
these principles. US universities should not only work together, but
they should also work with other universities around the world to
develop a code of conduct for acceptable and unacceptable practices
in academic exchanges with Chinese institutions and funders. (The
chapter on think tanks in this volume recommends similar mea-
sures.) The academic community and government should also
monitor instances where Chinese entities may acquire financially
challenged American colleges outright. This would ensure that
their academic integrity is not compromised.®

Universities can and must continue to play a positive role in the
US-China relationship. Indeed, by introducing international stu-
dents to American life and values, and connecting them to new per-
sonal and professional relationships, universities are arguably the
important means by which the United States exercises its soft
power. Generally—but not always—individuals undergoing such
an experience take a more positive view of the country. Unfortu-
nately, as Chinese students contribute much, not least monetarily,
to American universities, universities have been too slow to help
them integrate themselves more organically into campus life. As a
result, Chinese students report unacceptably high levels of depres-
sion and isolation, or of simply clubbing up with one another.**
While acting to mitigate the risks of improper interference, uni-
versities must not forget their obligations to these students nor lose
sight of the far greater opportunity to advance cooperation and

understanding.
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Think Tanks

Think tanks play an unparalleled role in shaping American public opin-
ion, media narratives, and US government policy. For this reason, they
are high-value targets for lobbying and influence activities by foreign
governments and nongovernmental actors, including those from the
People’s Republic of China.

Think tanks in the United States date to the early twentieth century,
when industrial capital and private philanthropy (led by the likes of
Andrew Carnegie, John D. Rockefeller, Andrew W. Mellon, and Henry
Ford) began to endow private nonprofit research institutions at a time
when there was increasing government demand for expertise on a grow-
ing range of public-policy issues. Over the past century, think tanks have
come to play ever more vital roles in the American public-policy pro-
cess, and they contribute both directly and indirectly to public educa-
tion, a richer public dialogue via the media, greater civic engagement,
and better-informed government policy formulation.

Of the approximately 1,800 think tanks in the United States today,
about half are research institutions located within US universities. For
the purpose of this chapter, however, only those think tanks located in
non-university private-sector settings are considered. Most of these think
tanks and research institutions enjoy tax-exempt status under sec-
tion 501(c)(3) of the Internal Revenue Code, which stipulates that they
are restricted from legislative lobbying as “action organizations.” Insti-
tutions that receive this tax-exempt status must either be charitable phil-
anthropic organizations or research organizations (think tanks) that
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operate in a supposedly nonpartisan way and in the general public inter-
est. Because they are largely privately funded through donor contribu-
tions, US think tanks compete tenaciously for support, professional
expertise, and public impact.

Roles of Think Tanks in American Society

"The universe of think tanks in the United States is very diverse, and each
think tank performs a different mission for different audiences and cli-
ents through different means of output. Four roles are especially rele-
vant to discussions of Chinese interest and potential influence seeking.

The first and most important role of think tanks is in educating the
public and better informing the “policy community.” The majority of
mainstream think tanks consciously perform these functions through a
variety of mechanisms: publishing books, articles in journals, shorter
“policy briefs,” or “op-eds,” and by contributing to policy “task force”
reports on specific issues; holding public seminars, briefings, and con-
ferences; speaking to the print, television, radio, and electronic media;
and maintaining informational websites that disseminate think-tank vid-
eos of events on a worldwide basis.

The second role is to influence government policy. This is done
through meeting face to face with government officials; providing testi-
mony before congressional committees; engaging in track-two discus-
sions, emails, and other communications aimed at targeted audiences; and
issuing a wide variety of publications.

"The third role, undertaken by some but not all US policy think tanks, is
to provide specific research on a contractual basis for government agen-
cies that is generally not for public consumption.

The fourth role is to provide personnel to go into government ser-
vice for fixed periods of time through the famous American “revolving
door,” whereby think tanks become “governments in waiting” for ex- and
would-be officials until just after an election, when there is usually a
large-scale turnover of personnel in Washington as each new adminis-
tration is formed.

In American think tanks, selection of general research topics can be

influenced by outside sources (management, external funding agencies,
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or government policy shifts). But the final selection is usually subject to
mutual agreement, and the findings of research are not supposed to be
dictated by outside pressures. At the same time, both US think tanks and
university research institutes are expected to maintain analytical inde-
pendence from their funders. If the funding body does seek to interfere
with a research project or promote its own agenda, there is an established
expectation that its funding should be rejected. More often than not,
there is a process of mutual consultation between researcher, think tank,
and potential external funding bodies—through which interests are
de-conflicted and grants are negotiated to the mutual satisfaction of
all parties. While this is the optimal scenario, there have been cases

revealed in the US media in recent years in which such principles were

abridged.

The Role of China in American Think Tanks

It is against this general backdrop that the role of expanding Chinese
influence on American think tanks needs to be considered. What follows
are the findings gleaned through interviews with seventeen think-tank
analysts from eleven Washington- and New York-based think tanks! that
explore the nature of interactions that US think-tank specialists have
recently been having with Chinese counterparts. The analysts are all rec-
ognized China experts (with the exception of one, who is more broadly
an Asia expert but has extensive experience with China-related projects)
who have served as directors of programs or centers in their respective
institutions. About half have served in the US government. One directs
a think tank that is partially supported by Chinese government funds.
The interviews were all conducted in 2018.

China has become a priority field for US think tanks concerned with
international relations, and most now have staff members (often several)
devoted to researching and publishing on China. Many possess PhD
degrees and Chinese language skills, and have lived in or visited China
over many years, with some being originally from the PRC. Some stay
on staff for many years, while others work on short-term (two- or three-
year) contracts. Most think tanks also employ student research assistants

and interns (including those from China).
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There is significant interaction between American and Chinese think
tanks—as think-tank researchers need to visit China as well as host and
receive visitors in the United States to be well informed and to perform
their own research work. Most interviewees reported hosting or partici-
pating in ad hoc meetings in their home institutions with visiting
Chinese officials or scholars on a regular basis; although two do not host
any meetings with Chinese, they will attend such events if hosted by
others. All but one of the interviewees travel to China for their work: to
deliver lectures, to participate in conferences or Track 1.5 or Track 2
dialogues, and to do research for articles, books, and reports.

A number of scholars noted a marked shift in the nature of their inter-
actions with Chinese colleagues and research projects over the past few
years. While long-standing Track 2 dialogues continue on issues such
as cyber policy, nuclear policy, and US-China interactions in third-world
countries and regions, overall they seem not as open, robust, and produc-
tive as in the past. Indeed, several long-standing Track 2 dialogues have
been curtailed or stopped altogether—with scholars reporting that it is
increasingly difficult to establish sustained dialogues that are meaningful
with Chinese think tanks because of new rules, restrictions, and uncer-
tainties. For instance, Chinese institutions (both think tanks and universi-
ties) must now obtain central-level government approval, such as vetting
dialogue topics and foreign participants, before being able to host for-
eign participants in China. New Chinese government regulations gen-
erally limit Chinese think-tank scholars and university professors to one
foreign trip per year, and even go so far as to withhold passports to make
even personal travel more difficult.

When dialogues do occur, another noticeable recent trend has been
a decline in candor and greater uniformity in what Chinese interlocu-
tors say. One US think tanker noted, “The conversations have declined
in productivity,” while another commented that he had “moved away
from Track 2 because China does not have much to say beyond the Xi
catechism. Even in private conversations, we are not getting anything
interesting.” And yet another indicated that he no longer participates in
many joint events because they need to be “framed in a way to fit the
Chinese narrative, including the speakers, agenda, topics, and writing.”
Achieving true candor in such dialogues with the Chinese side has long
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been difficult, as Chinese interlocutors routinely stick to “talking points”
and stock slogans, stay strictly “on message,” and are afraid to say any-
thing in front of their peers that might subsequently get them in politi-
cal trouble back home.

One US analyst commented that at a recent conference in Beijing,
Chinese scholars demonstrated little interest in putting forth ideas for
cooperation, a marked change from earlier meetings. This individual
believes that tensions in the US-China relationship are at least partially
responsible. And it is not only the Americans who see less utility in such
dialogues. One Track 2 initiated by the Chinese side concerning global
norm cooperation ended abruptly when the Chinese said they did not
see any productive benefits, despite the willingness of the US side to
move forward with the project.

While these are long-standing problems, they have gotten demonstra-
tively worse during the Xi Jinping era. As one think-tank scholar commen-
ted, “Collaboration has become much more difficult, more authoritarian,
and finding a common definition of a program is more difficult. We
could usually find areas on which to work collaboratively, but there is a
gap in worldview.” One US think-tank analyst who directs an innovative
program to foster dialogue among rising American and Chinese strate-
gic thinkers, which used to be hosted alternately in both China and the
United States, has moved the program entirely out of China because of
the repressive political atmosphere. Another institution has transitioned
away from cooperative projects with China to emphasize bolstering the
capacity of other countries in their dealings with China.

Many US think-tank scholars have also become concerned that the
relationship between Chinese and American scholars has regressed into
a one-way street—with Americans providing intelligence to Chinese
interlocutors, whose main purpose is to take the information back to
their government. Indeed, some Chinese interlocutors arrive in the
offices of American think tanks with barely disguised “shopping lists”
of questions, which are presumably set by government “taskers” in
Beijing. This is a regular occurrence, but it tends to spike when a high-
level governmental visit or summit meeting is pending. A related Chinese
goal is to transmit Chinese government policy perspectives to American
think-tank counterparts.
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Since 2010, American (and other foreign) researchers have encoun-
tered a progressively more restrictive research environment in China.
One American scholar noted that a previous research project that
involved on-the-ground interviews across many provinces was no lon-
ger possible. The registration and information requirements of the
2017 Law on the Management of Foreign NGOs is part of the problem,
she believes, by severely constraining opportunities to conduct joint
projects and research in China. It has also become exceedingly difficult to
arrange interviews with Chinese think-tank scholars and government
officials; many institutional libraries are now off-limits; central-level
archives are inaccessible with provincial and local ones also increasingly
circumscribed; survey research is impossible (unless in partnership
with an approved Chinese counterpart, which is increasingly hard to
find); and other bureaucratic impediments make it increasingly diffi-
cult for foreign think-tank researchers to undertake their basic jobs
of researching China. At the same time, Chinese researchers work-
ing in the US are able to schedule appointments easily with their
American counterparts and government officials, enjoy open access to
American libraries and government archives, are able to conduct surveys
anywhere, and may travel freely around the United States to do field
work.

US Think-Tank Centers in China

Only two American think tanks operate real satellite centers in Beijing,
and one does so in Hong Kong. Both Beijing centers are cohosted by,
and located on, the campus of Tsinghua University. One has a robust
program of research by Chinese fellows, brings in people from the think
tank’s other centers, has a young ambassador program for Americans and
Chinese, and boasts a “wide open internet.” One center uses its facilities
primarily for presentations from the resident fellows and other visitors.
Some talks are open to the public, but most are restricted to faculty
and graduate students. The center’s ambitions were originally greater;
for example, to host a set of annual conferences with senior experts and
officials on both sides. However, the Chinese side could not live up to
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its end of the bargain, demanding that senior US officials attend while
not delivering Chinese officials of equivalent rank.

These two centers have also become caught up within the increas-
ingly strained US-China relationship as well as the tightening political
atmosphere inside China. According to one affiliated research fellow,
“Connections with the center are a liability because institutions and
people can cause you problems if you don’t say the right things.” At least
one of the centers in Greater China has occasionally limited its public
programming from addressing sensitive political issues, because it did
not want to jeopardize the institution’s presence in China and Asia. Yet
that think tank’s other staffers and fellows have also proved adept at
circumventing political restrictions by, in one instance, inviting a well-
known Hong Kong activist denied access at one center event to partici-

pate in an event at the US headquarters later.

Chinese Outreach to US Think Tanks

Chinese outreach to American think tanks takes several forms, includ-
ing via embassy and consular officials, via Chinese think-tank scholars,

and via representatives of China’s state-run media.

Embassy and Consular Officials

Chinese embassy and consular officials meet frequently with many (but
not all) of the interviewees. Sometimes their aim is to assess Americans’
views on particular issues or offer feedback on particular articles (gen-
erally those that are critical of China). In one case, for example, a Chinese

“too

official stated that a particular analyst’s understanding was
gloomy,” and in another that a scholar “didn’t have the correct data.” One
think-tank scholar noted that Chinese officials use both threats and
praise to try to influence her. On the one hand, they took her to lunch
and expressed “concern with her mind set” indicating that she “just
do[es] not understand the situation.” But embassy and Chinese govern-
ment officials can also be effusive in their praise and offers of assistance,

suggesting that she “knows too much about Chinese policy.”
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Oftentimes officials ask for meetings with think-tank members to
transmit messages after important Communist Party or government
events. After the annual meeting of China’s legislature (the National
People’s Congress) in 2018, for example, one think-tank analyst was
invited to lunch, only to endure an hour-and-a-half lecture on how US
media and analysts misunderstood the new change in presidential term
limits and Xi’s reform efforts. Another was visited by military attachés
from the Chinese embassy in an effort to convey China’s opposition to
the Taiwan Travel Act, US Defense Authorization Act, possible prospects
for US Navy ship visits, and submarine sales to Taiwan. In concluding
his stern warnings, one attaché warned: “We are no longer weak and can
inflict pain on Taiwan if the United States is not careful and does not
abide by the Three Communiques.”

On other occasions, Chinese embassy officials ask for meetings
to warn think tanks against hosting speakers on topics often related to
Taiwan, Hong Kong, or Tibet. Several think-tank analysts reported
that they or others in their institutions had received calls from senior
Chinese embassy officials regarding projects related to the Dalai Lama,
in one case stating, “This is very troubling—it will have consequences.”
As far as the analysts were concerned, however, there turned out to be
no consequences. Another received a complaint from the Chinese
embassy after the think tank hosted a delegation from Taiwan’s Demo-
cratic Progressive Party (DPP)—but again there were no discernible
consequences. In a separate case, a senior Chinese Ministry of Foreign
Affairs official warned that a particular interactive website focusing on
Chinese security issues was “anti-China.” In response, the think tank
invited contributions by a prominent Chinese think-tank scholar: “The
content of the website didn’t change, but the official didn’t complain
again.” In another instance, the Chinese government withdrew an offer
to a US think tank to host foreign minister Wang Yi after that think
tank refused to disinvite a Taiwanese speaker for a separate event.

Chinese officials have also requested that US think tanks bar certain
scholars or NGO activists from participating in discussions with senior
Chinese officials. When Wang Yi spoke at one high-profile Washing-
ton think tank, the embassy requested the guest list in advance and then
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demanded that several individuals—including at least one senior China
scholar—be disinvited. The think tank refused. In yet another case
involving the director of the National People’s Congress Foreign Affairs
Committee, Fu Ying, a US think tank was strongly advised to exclude a
well-known China specialist as a condition for a meeting going forward.
Think-tank analysts report that in most cases, but not all, such requests
have been rejected and events continue as planned.

Generally speaking, PRC visitors either steer clear of or limit their
contact with think tanks that have strong relations with, or extensive
funding from, Taiwan. One analyst who writes extensively on Taiwan and
PRC-Taiwan relations finds that Chinese officials typically do not engage
with him. At one time, there was a conflict between an event that he was
hosting for a Taiwanese official with a significant event that same after-
noon hosted by a colleague that featured very prominent Chinese and
American officials. The Chinese embassy instructed them to move the
Taiwan event, but they refused. Both events took place with no apparent
negative repercussions.

Think Tank to Think Tank

As noted above, Chinese officials and think-tank counterparts reach
out to American think-tank China specialists for the purposes of col-
lecting information/intelligence and influencing US policy debates.
One Chinese scholar reported to an American think-tank analyst that
every time an American expert meets with a Chinese interlocutor, a report
is written afterward. Another Chinese visitor indicated to a leading
Washington think-tank expert that China’s foreign ministry has staff
dedicated to tracking the activities and publications of about twenty
leading American China specialists.

Any number of Chinese think tanks sponsor meetings and confer-
ences in China and the United States with American counterparts. In some
instances, the Chinese partners are well-known government entities. The
China Institutes of Contemporary International Relations (CICIR) and
the University of International Relations, both of which have links to
the Ministry of State Security (MSS), host conferences on US-China
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relations and Track 2 dialogues. So do the foreign ministry—affiliated
China Institute of International Studies, Chinese People’s Institute for
Foreign Affairs, and China Foreign Affairs University. The Charhar
Institute is also involved in such activities, although its institutional
linkages are unclear.

More recently, Chinese think tanks professing to be independent
from direct government control (despite being required to register for-
mally with a government entity) have begun to actively engage US
counterparts. The think tank Intellisia is one such organization that has
sponsored dialogues with US scholars. The Center for China and Glo-
balization (CCG), with more than a hundred researchers and staff, is
another. According to several US think-tank analysts, CCG’s founder
and head actively solicits invitations to speak in US think-tank settings.
In May 2018, however, Senator Marco Rubio publicly questioned why
the CCG head’s CCP affiliation—most particularly his work with the
CCP’s United Front Work Department as a standing director of the
China Overseas Friendship Association—was not publicized. A subse-
quent article in Foreign Policy about the Rubio letter—which did not
include the fact that the US think tank had planned to mention the CCG
head’s CCP affiliation at the event itself—was published and deterred the
Chinese scholar from speaking at the event. He later appeared, however,
at another US think tank event without his government affiliation noted
and without provoking attention from any member of Congress.? For
such Chinese think tanks, organizing conferences can give them a sig-
nificant boost in prestige at home. One Chinese think-tank director
informed an American think-tank analyst that he received several hun-
dred thousand dollars from the hosting university’s party secretary as a
bonus for bringing such a prestigious delegation of Western China
watchers to China.

Finally, a group of several senior Chinese government officials and
think-tank scholars from different institutions has emerged as an impor-
tant generator of China-US think-tank cooperation. This group includes
such well-known figures as Fu Ying (director of the NPC’s Foreign
Affairs Committee), Wang Jisi (director of Peking University’s Institute
of International and Strategic Studies), Yuan Peng (president of CICIR),
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and Wang Wen (executive dean of the Chongyang Institute for Financial
Studies at Renmin University), who are all well funded and able to pay
for the activities of the Chinese side, as well as travel and hotel stays for
Americans who participate in their projects in China.

Fu Ying emerges as the senior figure in a growing number of US-
China interactions. According to several think-tank analysts, she works
hard to structure projects in ways that ensure the best possible outcome
from the Chinese perspective. This includes, for example, partnering
primarily—although not solely—with scholars who are considered to be
more favorably disposed to the Chinese government perspective and
ensuring that those with challenging views are excluded. One analyst
noted that former Hong Kong chief executive C. H. Tung’s and Fu’s rela-
tionships with US think-tank scholars and presidents provide them with
frequent opportunities to speak before large public audiences at presti-
gious American venues and to advance an official Chinese narrative while
gaining a certain added legitimacy at home.

Fu is also explicit in her desire to cultivate relations with think-tank
experts she believes may enter government. Following the election of
Donald Trump, she “rushed in to see” one think-tank analyst with ties
to the new administration, and a flurry of embassy officials followed.
However, when it became evident that said analyst would not be going
into the administration, there was no more interest. In addition, at a
meeting around a project on US-China relations advanced by Fu, she
noted that she hoped some of the people would be entering the govern-
ment; otherwise it would not prove to have been worth much to have
done the project.

Chinese president Xi Jinping has also encouraged Chinese think
tanks to “go global”—establishing a presence within the United States
and other countries as a way “to advance the Chinese narrative.” In
2015, the Institute for China-America Studies (ICAS) set up shop in
Washington, DC, as a 501(c)(3) nonprofit organization. ICAS is funded
by the Hainan-Nanhai Research Foundation, which receives its seed fund-
ing from the National Institute for South China Sea Studies, a Chinese
government—supported entity, as well as from the China Institute of
the University of Alberta, Nanjing University, and Wuhan University.
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The head of ICAS, Hong Nong, retains ties to these institutions. ICAS
maintains a small staff of researchers as well as a diverse board of inter-
national experts from China, the United States, Canada, Australia, and
Indonesia. ICAS projects focus on the central issues of the US-China
relationship, including US-China cooperation, maritime security, North
Korea, and trade relations. Hong herself focuses on the South China Sea
and the Arctic policies of non—Arctic Council member countries, of
which China is the largest and most significant. The institute also holds
an annual conference.

While President Xi’s call to establish think tanks was contempora-
neous with the establishment of ICAS, Hong has made it clear that the
decision to set up ICAS in Washington came as a result of an effort by
her and some of her colleagues both in China and in Canada to under-
stand better how American think tanks operate. She was asked to lead
ICAS, and she then selected a board of directors, as well as advisory
members. She views the mission of the think tank as being to serve as a
bridge in perception between the United States and China. Hong does not
want people to view the institute as advancing a Chinese government per-
spective or as wearing a “Chinese hat,” but she believes that in Washington
there are too few voices that reflect a Chinese (not necessarily gov-
ernment) perspective. While she acknowledges that there is not much
diversity in the nature of the views represented by ICAS—there is no
overt criticism of Chinese government policies—she is hopeful that once
ICAS gains greater standing, it will be able to attract senior scholars from
other institutions with a greater range of views to write for its website.

More recently, Chinese publishing entrepreneur Zhou Zhixing has
established the US-China New Perspectives Foundation, with offices in
both Los Angeles and Washington, DC. As of yet, these offices have no
track record of activities or publications. It is likely that more such think
tanks initiated with or without formal Chinese government support will
follow in the United States.

Think-Tank Funding

Different US think tanks have different funding models. At least one
type (federally funded research and development centers) is funded
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entirely by the US government, while several others accept some US
government funding, as well as money from other governments on a
contracted work basis. Three think tanks interviewed accept no US
or other government funding: One is funded entirely by central operat-
ing funds from an endowment, while two others rely on a mix of foun-
dation and private support. One think tank’s work is funded entirely by
foundations. Most interviewees allow Chinese funders to pay for travel
and meeting costs to Beijing for conferences, while a few categorically
do not—either because of regulations or on the principle of conflict of
interest.

At least one think tank differentiates between funding that is dedi-
cated to its work in Washington and that which supports its center in
China. For the center in China, a US-based scholar has raised funds from
the China Development Bank, Huawei Corporation, and private entre-
preneurs from Hong Kong. This same think tank has a “China Coun-
cil” of donors (including Chinese Americans, but no Chinese nationals)
that supports the think tank’s activities. Some US institutions refuse to
accept funds from China-based commercial entities, although they are
occasionally willing to accept donations from these entities’ US-based
subsidiaries. Other think tanks, however, accept funds from Chinese cor-
porations and individual businesspeople. One has taken money from
Alibaba America for a particular event celebrating the fifteenth anniver-
sary of accession to the World Trade Organization; another has taken
money from the Chinese real estate firm Vanke for a project on the envi-
ronment. A Chinese businessman, Fu Chen, supports work at one China
center that also has several prominent Chinese businesspersons on its
board. One has an advisory council with Chinese Americans, and yet
another think tank is building an advisory council that will include
Chinese, but only those who have become American citizens. (This ana-
lyst is also considering accepting private Chinese money but not money
from Chinese state-owned enterprises.)

C. H. Tung and his China-US Exchange Foundation (CUSEF) have
emerged as a leading funding source for several think tanks, providing
financial assistance for a variety of projects ranging from supporting
book research and writing to funding collaborative projects and pro-
moting exchanges. CUSEF’s work in this area extends back to the
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mid-1990s. (For more on CUSEF, see the chapter on universities in
this volume.) The interviewees differ, however, in their assessments of
whether CUSEF funding reflects direct linkages with Beijing. As one
analyst noted, “C. H. is a special figure because he is half Hong Kong
and half PRC.” Another commented that he currently has the potential
to undertake a joint project with C. H. Tung and will “probably do it for
the money and the contact.” Another has accepted funds for work on cul-
tural exchange and climate change, while yet another is far more cir-
cumspect, describing Tung as an “open united front agent” in his capacity
as vice chair of the Chinese People’s Political Consultative Congress.
Many of the partnerships CUSEF establishes in conjunction with US
think tanks represent efforts to find common ground, particularly in line
with PRC initiatives and policies, for example: the New Model of Major
Power Relationship Research Project 2014, the Taiwan Arms Sales
Research Project 2014, and the Pacific Community Initiative.

CUSEF also funds a number of annual exchange programs, includ-
ing for members of Congress; state and local officials; and historically
black colleges and universities; as well as several journalist delegations,
including one for students of journalism. CUSEF often partners with the
Center for American Progress, the American Foreign Policy Council,
and the East-West Institute. However, each partnership is different. The
Center for American Progress, for example, pays its own way in its work
with CUSEF. CUSEF also funds projects with think-tank analysts who
are not China scholars, such as a project on US-China relations in the
Arctic. One think-tank analyst who was involved in the CUSEF-funded
Creating a Pacific Community project became uncomfortable with the
overall orientation of the project and dropped out.

C. H. Tung is personally proactive, often visiting the United States
and meeting with think-tank experts. On one occasion, he encouraged
an American scholar to write an article together with a noted Chinese
scholar on the South China Sea. He also offered to establish a massive
program with one institute in which the think tank would train Chinese
Party School officials on free-market economics (the idea was eventu-
ally rejected by the think tank). In addition, CUSEF has funded the pub-

lication of at least two books in which US analysts were involved. In
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both cases, the analysts state that Tung was “hands-off” in the process.
Yet, in another instance, when a US scholar approached the CUSEF for
possible funding of a major book on US-China relations, the foundation
insisted on two conditions: that half of the contributors be Chinese schol-
ars, and that the foundation have the right to review the manuscript
prior to publication. The American scholar in question refused these con-
ditions and looked elsewhere for support.

The Taipei Economic and Cultural Representation Office (T'ECRO),
Taiwan’s diplomatic mission in Washington, DC, also supports work at
several think tanks. In rare cases—because one usually excludes the
other—US think tanks end up accepting funds from both Taiwanese and
mainland Chinese sources.

Visa Access

Most American scholars consider travel to China an important element
of their ability to do their job—attending conferences, participating in
delegations, and undertaking independent research. Given this impera-
tive, the issue of visa access is a central one. While most analysts receive
single-entry professional exchange (F) visas, a few routinely receive one-
year multiple-entry F visas, while some have ten-year tourist (L) visas.
Others receive double-entry visas, if proof of specific invitations is pro-
duced. One US think-tank scholar, a Chinese national, travels to China
on a Chinese passport. While ten-year multiple-entry tourist visas are,
of course, optimal, there is also a serious potential downside; namely, that
they are for “tourism,” and, according to Chinese law, professional activ-
ities are not permitted. One senior scholar who holds a ten-year tourist
visa was recently visited and interrogated at his hotel in Beijing after
several days of meetings with Chinese think tanks and universities.
Several think-tank analysts expressed the opinion that Chinese offi-
cials are now paying more attention to the writings of American think-
tank analysts—not only through books, articles, and op-eds, but also
social media. They do this not only to become familiar with changing
views but also to catalog who is supportive and who is critical of China’s

policies. One scholar believes that, as a result of a comment posted on
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Twitter, he was required to go to the Chinese embassy for an interview
before being granted a visa. This had never happened in his previous
decades of China-related travel. In another instance, Beijing attempted
to enforce its sovereignty claims through the visa process. A visa was ini-
tially denied because an American scholar had stated that “Hong Kong”
and “Taiwan” were places he had previously visited, instead of “Hong
Kong SAR,” and “Taiwan, China.” Most of the scholars interviewed
believe that the process of gaining a visa has become much more politi-
cized and difficult in the past year or two, with much more scrutiny
given to an applicant’s political views. Among those interviewed, only
one think-tank scholar reported actually being denied a visa. (However,
there have been reports of other think-tank analysts being rejected who
are reluctant to go public about their denials.) In addition, most of those
interviewed observed that the Chinese embassy now often issues visas
the day before or even the morning of departure, making the visa process
laborious and nerve-racking.

Two interviewees reported that companies that specialize in expe-
diting visa applications have indicated that their respective think tanks
are on a blacklist that makes obtaining visas problematic. In one case,
an interviewee related a case in which a junior researcher was told not to
list the think tank as her place of employment on her visa application or
it might be rejected. (To avoid this scenario, the senior researcher reached
out to a Chinese official to pave the way, and the visa was issued.) In
another instance, a visa expediter was banned from doing business with
the Chinese embassy after it informed a think tank that it had landed on
a list making it difficult to get visas.

A senior Chinese official told one think-tank analyst that responsi-
bility for reviewing visa requests has shifted from the Ministry of Foreign
Affairs to the Ministry of Public Security, thus creating many delays and
difficulties. One US think-tank scholar reported that he not only has
been advised on a number of occasions not to even apply for a visa but
also has had a planned invitation to a conference hosted by an American
company revoked because the foreign ministry told the company not to
invite him. Others have been granted visas only for “personal” trips, with
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the proviso that they do no public speaking nor meet with anyone out-
side of family members or cultural figures.

Think-tank scholars report that on several occasions, when one mem-
ber of a delegation has been in danger of not receiving a visa (or not
receiving it in time), reaching out to the Chinese embassy or consular
officials (in one case threatening to cancel the delegation) has resulted
in a favorable disposition. Two think tanks now routinely reach out to
Chinese officials before submitting applications in order to pave the way.
Nonetheless, a few think-tank analysts are concerned about being
beholden to the embassy or the consulate and the shadow such depen-
dency casts on their ability to continue their work. One analyst indicated
that although he is asked to help other members of the think tank with
their visa issues, he does not want to be in debt to the embassy and there-
fore does not offer to help proactively.

Chinese Media and Think Tanks

The Chinese media offer both opportunities and pitfalls to American
think-tank analysts. A significant part of a think-tank analyst’s job is to
influence official and public opinion—and the media, whether Chinese
or Western, is an essential part of that process. Think-tank analysts are
under no illusion, however, that the Chinese media can be trusted to pre-
sent their ideas as they are delivered. As one interviewee underscored,
“The desire of Chinese media is to make Americans see things the
Chinese way—in a positive and beneficial light—and to present positive
American views to the Chinese public. You have to be prepared that
the Chinese media will have leading questions and know that they will not
include critical things.” One senior US scholar has had multiple experi-
ences of censorship, and one case of fabricated quotations, by Chinese
newspapers. It is also apparent that Chinese journalists increasingly flood
public events put on by US think tanks in Washington, using the events
as press conferences and to pose leading questions. While Western
reporters are not immune to this type of behavior, the Chinese media
undertake such distortions in a far more systematic manner, with a
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pointed political agenda that is usually determined by the government’s
current political “line.”

With this in mind, US think-tank analysts have developed a varied
set of approaches to their interactions with the Chinese media. Some see
the Chinese media as an opportunity to get their views across to the
Chinese public, even though, as one think-tank member acknowledges,
he knows he may be censored in “inappropriate ways.” Another stated
that despite the obvious biases, he still gives a lot of interviews—to
CCTYV, CGTN, Xinhua, People’s Daily, and the Shanghai Media Group,
among them. At least one claims that while he does frequent CGTN
interviews, he has never been censored.

Several US think-tank scholars indicate that they keep track of their
interviews, and if they are misquoted, they stop speaking to that jour-
nalist. One notes that he refuses to do interviews on sensitive political
issues, such as party congresses. Another indicates he will only do live
television as a hedge against being censored, while another indicates he
will only be interviewed in written email form. Two analysts refuse to
give interviews to Chinese media at all, with the exception of those that
occur in the immediate aftermath of a public talk when an analyst is
approached by Chinese journalists. In one case, an analyst reported that
Xinhua conducted an in-person background interview after she refused
to write an op-ed, but she was willing to share her views (which were
negative). Xinhua then drafted a full, positive-sounding op-ed in her
name, which they planned to publish without her approval. She success-
fully blocked it, and her institute now has a blanket ban on interviews
with the Chinese press unless there is a special reason. This is intended
to send a message that they do not believe the Chinese media can be
trusted.

The opportunity to earn money through interviews was mentioned
by one scholar. She noted that CGTN pays $150 per interview. The net-
work warned her, however, that if she was too critical of the Chinese
government, she would not be invited back. CGTN also indicated that
she should be “more like” another think-tank analyst who had become a
regular on CGTN.
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Writing and Publishing in China

The majority of the think-tank analysts who have been interviewed for
this chapter have refused to write op-eds for Chinese newspapers, with
several stating that they have had bad experiences in which content has
been censored. One scholar reports several instances of pieces being com-
missioned by the Global Times, only to have his piece spiked after sub-
mission because of its controversial content. Others, however, have
written for Chinese publications and have not experienced any such
issues. Several analysts noted that they have heard that their articles and
reports have been translated into Chinese in neibu (internal circulation)
channels for consumption by think tanks and government officials. One
interviewee commented that if what she writes is positive, it is published
openly; if it is critical, it is only published internally.

A number of interviewees also reported that their work had been
improperly published on Chinese websites. Sohu has taken think-tank
reports and put them online without permission; one analyst forced the
company to take them down from the web. Another scholar reported that
a Chinese think tank at one point claimed she was one of its fellows and
posted bogus content on its website that it alleged she had written.

While some of the think-tank scholars interviewed have had their
books translated into Chinese by mainland presses, most have not. A
growing number do not try, recognizing that significant parts of their
books would never make it past the censors. When informed privately
by the translator of her book that large portions were being excised, one
scholar halted the Chinese publication process. Another scholar battled
for two years with the Chinese publisher after the contract had been
signed between the Western and Chinese publishers. The State Press
and Publishing Administration demanded more than seventy deletions,
finally settling on five with the agreement of the scholar. In the end, how-
ever, the Chinese publisher informed the scholar’s publisher that the
book could not proceed to publication because of “unfriendly remarks”
the scholar had been making in the media. Most US scholars simply do
not bother with mainland publishers and look for publication opportu-
nities in Taiwan or Hong Kong. Several US scholars believe that there
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are pirated copies of their books or at least partially translated copies
available within China. At least one scholar found that a search on Baidu
yielded half of her most recent book online.

Not all scholars are willing to sacrifice the opportunity to be pub-
lished in China. One analyst reported that a senior non-China expert at
their think tank permitted his book to be published in China, even
though several pages had been mistranslated and the editors had actu-
ally created some new passages that did not exist anywhere in the origi-
nal text. Even the title and subtitle of the book, as well as the author’s
own professional title, were incorrectly identified.

Public Voice

The issue of censorship also arises in the context of how think-tank ana-
lysts present their own views publicly, especially when in China. On the
whole, think-tank scholars show determination to raise sensitive topics
and be forthright in presenting their views. But it is an understandable
human instinct to want to be polite and diplomatic while still conveying
one’s own views honestly. As one scholar, who also does a lot of consult-
ing, noted, “Access to China is my livelihood.” At the same time, he
argues, “I never say anything contrary to my views, but I write in a way
that is less shrill.”

Another scholar noted, “I don’t self-censor, but there is no need to
launch a polemic every day of the week. . . . Polemics get your visa cut
off. China’s greatest power is the power of visa control.” A third com-
mented, “I don’t censor the substance, but I may modulate what I say.”
He argued that he sometimes indulges the sensibilities of the PRC in
order to get his deeper point across. As another analyst noted, “I avoid
sensationalizing. I am willing to be critical, but I try not to make attacks
on Xi.” And different interviewees distinguish between writing and
speaking: “I do not compromise on writing, but I am cautious in inter-
views: [ will say the same message but indirectly, not confrontationally.”
One analyst said, “I make sure that if I go into battle, I do so thought-
tully, not accidentally.” She tries to be very strategic about the messages
that she sends and tries not to weigh in on every small issue or bluntly
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charge, “You are wrong!” In a similar vein, one other scholar says he often
uses an interrogatory, rather than accusatory, approach when raising
challenging issues, such as human rights.

The knowledge that what an analyst says publicly reflects not only
on the individual but also on the analyst’s institution also shapes at least
one scholar’s thinking: “There is a conflict between protecting your
institute and speaking truthfully. Whether it is over access or money.
Sometimes I put the positive first—and then say . . . ‘but some people
say.” I might not start right off with Xi Jinping—I might be more indi-
rect. In public meetings, there is a tacit understanding that you will not
be super critical of China.” Another suggests that it is “very hard not to
subconsciously self-censor.” This person indicated that when their insti-
tute does projects on counterterrorism in the Middle East or Southeast
Asia, they are very careful about discussing China’s restive region of
Xinjiang, where up to one million Uighurs are presently believed to
be in reeducation camps. In general, they do not take on projects con-
cerning Taiwan or Xinjiang.

Interviewees expressed a deep sensitivity around the issue of Taiwan
and how to refer to the island and its officials. One analyst observed that
in an invitation, his institute would not identify Taiwan’s representative
to the United States as an “ambassador,” but that during the event, he
would indeed orally introduce the official as the “ambassador.” Or as
another scholar noted, “I am tactful but keep to my original point of view.
I don’t change the substance. On Taiwan, in private conversations, I use
President Tsai—but I also maintain neutrality in public to ensure that is
acceptable to Taiwan and the PRC.”

Two analysts stated that they do not self-censor “at all.” They under-
stand the temptation, but they try to write and say in public exactly what
they would in private.

Pressure from Think-Tank Boards or
Outside Influencers

Interaction between think-tank analysts and the members of their insti-

tutions’ boards of trustees varies significantly. Some engage frequently,
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socialize, and consult on China-related issues, while others have virtu-
ally no contact. Only three interviewees reported incidents of attempted
interference. In one case, a prominent former board member complained
to the head of the think tank about an article that was “too tough” on
China. However, no pressure, besides the obviously intimidating impact
of having a piece of writing singled out by an overseer, was brought to
bear on the scholar. In another case, a board member tried to pressure a
think-tank president to avoid hosting the Dalai Lama but failed. A third
instance involved the Hong Kong political activist discussed earlier (in
the chapter on US think-tank centers in China). The tendency can also
work in the other direction. One scholar indicated that his board is very
involved and has lately become tougher on China in recent years, focus-
ing on “how do we still counter China, yet still engage.”

Chinese Nationals in US Think Tanks

American think-tank analysts differ in their assessment of the risks and
rewards for hosting Chinese scholars as visiting fellows or employing
Chinese nationals on staff, with most suggesting that it is better to have
them inside the think tanks to understand how they are thinking and
working. One analyst said he “assumed some or all would be interro-
gated” when they returned to China. “RAND,” he said, “should be wor-
ried.” One researcher noted that she is “careful to keep Chinese nationals
from attending sensitive meetings featuring US officials or military offi-
cers” but otherwise welcomes them to events.

Only one Washington think tank hosts Chinese scholars on a regu-
lar and continuous basis (although Washington-based universities do so
more often), including them in programming and most meetings, even
when funded by a Chinese host institution. Scholars at this institution
view them as valuable for gaining insights and for training purposes.
Another think-tank analyst who has hosted visiting fellows from China
pointed out that two prominent Chinese scholars who spent time at
their institution went back and wrote “important papers.” Still, some
expressed concern over all the “bright young Chinese showing up on
Mass [Massachusetts] Ave.” and the potential that they might have for
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reporting back to Beijing. The scholar noted that think tanks want young
people to “plow through the Chinese literature,” and this means hiring
Chinese nationals, Chinese Americans, or Taiwanese because of their
language abilities. Some analysts expressed concerns that think-tank ana-
lysts who are of Chinese ethnicity (either nationals or American citizens)
may face special pressures from the imputation that as ethnic Chinese,
they are susceptible to Chinese influence and control.

Broader Concerns

Think-tank analysts voiced a range of concerns around the issue of
Chinese influence—seeking activities in the United States. One is the delib-
erate effort to manage US perceptions and to frame issues in ways that are
favorable to the Chinese Communist Party. As one analyst noted, “This
requires pushback, which is tough work.” While many believed that they
could adequately defend themselves against efforts to influence them,
noting as one did that “the general capacity of US society to push back is
not bad,” they worried about their colleagues who were not knowl-
edgeable China experts and might therefore be more easily deceived.
For example, one scholar pointed out that with US-China cooperation,
the incentive is to come up with shared values and ideas. He noted that
in the case of the Sanya Initiative (the US-China dialogue featuring
retired military officers from both sides), he has had to “talk them [the
American participants] off the ledge; they think they are being tough,
but they are mistaken.” This same analyst sees the American media as
complicit in echoing Chinese perspectives, noting that when Xi Jinping
delivered his speech in Davos in January 2017, few reporters understood
that the Chinese were in the midst of a major propaganda campaign to
promote Globalization 2.0. He also suggests that there is “de facto self-
censorship” of entire areas of scholarship: human rights for one. Another
analyst noted that outside of the National Endowment for Democracy,
she does not see much foundation interest in normal discourse in this
issue either.

One scholar worried about growing Chinese control over all areas of
US-Chinese interaction: “The Chinese are following people, bugging
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our hotel rooms. There is imbalanced control that serves CCP interests,
not ours. There is lack of serious training by the US side on how to deal
with Chinese influence.” The potential for Chinese money to give China
leverage over American think tanks also provoked a degree of anxiety.
Several scholars expressed concern over funding issues, noting that reli-
ance on a single funder with an agenda makes scholars vulnerable. In
addition, one scholar worried that the amount of money China is spend-
ing to promote its views, whether through think-tank cooperation or the
Chinese media (such as CGTN paying for its interviews) means that
China will ultimately be able to “buy its way in.”

A number of analysts believed that the involvement of the US gov-
ernment in these issues will only make things more contentious. There
is concern that Washington will overreact. As one analyst noted, there
is a type of “binarism in Washington, in which you must be ‘for or
against’ China; you are either friendly to China or producing stuff that
says China is evil.” This scholar, along with several others, raised the
issue of the rise of anti-China sentiments, such as the “yellow peril” and
McCarthyism, and expressed concern about Chinese Americans and any-
one who has interests with China coming under attack. One analyst
mentioned the Committee of 100, a collection of prominent Chinese
Americans, as being particularly vulnerable to unfair attack.

Another analyst noted that we need “a granular view on issues of
sharp power.” He pointed in particular to Confucius Institutes, arguing
that he would not accept Confucius Institute—sponsored research, but
was fine with language training, although it would be better to get them
off campuses. He laughed at the idea that they were “effective instru-
ments of Chinese propaganda.” Along these lines, a few individuals indi-
cated that they were less concerned about Chinese influence in the
social sciences and more concerned about reports that Chinese students
and postdocs in scientific research labs bring restricted technologies back
to China.

Finally, there were calls from some analysts for far more reciprocity
than currently exists. These analysts felt that the playing field between
the two countries was out of balance and argued that there should be a
much stronger dose of reciprocity and “hardball” in US-China exchanges,
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arguing that the American side should curtail or cut off contacts until
Chinese institutions were willing to operate at a level of openness simi-
lar to that found in their American counterparts.

Conclusion and Recommendations

American think-tank scholars working on China face an increasingly
challenging research environment. But in this challenge, they are hardly
unique. Members of the media and the civil society/ NGO world also
share similar, even more daunting, challenges. The process for obtain-
ing visas has become more onerous; the quality of engagement with
Chinese counterparts has declined and become more difficult; and
opportunities to do field-based research, as well as archival work, have
diminished. Track 2 dialogues are viewed with increasing skepticism as
to their value by more and more US scholars and policy specialists, who
find their Chinese colleagues ever more unable or unwilling to share
their perspectives in an open and meaningful manner. Many think-tank
analysts are responding by limiting their Track 2 efforts and changing
the way they conduct their research.

At the same time, a small but growing group of well-funded Chinese
scholars and officials are proactively seeking to shape the American nar-
rative and American views of China. They are doing so by supporting
and funding joint projects with US partners in ways that reflect Chinese
government priorities, but they give them the opportunity to choose and
work with only those American scholars viewed by China as sympathetic
to China’s goals. To date, these efforts do not appear to have influenced
the US debate over China in a significant manner, but it is important to
be aware of the money and effort being thrown at the endeavor.

Chinese funding of American think tanks remains limited. C. H.
Tung, through his China-US Exchange Foundation, is to date the most
common source of financial support, although most report his funding
as “hands-off.” A few Chinese companies have also bankrolled a limited
number of American think-tank activities. However, American think tanks
with centers in China have actively engaged in fund-raising from mainland
Chinese sources. With only a few exceptions, American think-tank analysts
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do not foresee that Chinese money will become a significant factor in
their work at home any time soon, although because of endemic fund-
ing shortages at most nonprofits, worries about reliance on Chinese
money are not unfounded.

Chinese media relentlessly solicit American think-tank scholars’
opinions for consumption within both the United States and China. At
least one outlet pays participants for their time and makes it clear that
criticism of China is unwelcome. Censorship of written work is common,
even expected, so that few interviewees expect to have their books pub-
lished in China. American think-tank analysts appear most annoyed
when their work is illegally or incorrectly published on Chinese websites.
In most instances, they seek to have the work taken down from the web.

American think-tank analysts have a highly developed understand-
ing of Chinese efforts to influence their views—whether in the form of
heavy-handed criticism from the Chinese embassy for an article or for a
proposed meeting with someone like the Dalai Lama or a Hong Kong
dissident; or via more subtle efforts that arise through joint projects
funded by Chinese partners. To the latter point, all interviewees for this
study indicated that they refuse to be pressured into changing their prac-
tices. Some think-tank scholars acknowledge that they try to be diplo-
matic in their public discourse on China—but insist that they do not
change their overall message, only their tone or choice of wording. Some
argue that they save their tough language to deliver the most important
messages. But some also admit to acceding to Chinese demands on how
to present Taiwanese officials in public settings—such as in the announce-
ments of a meeting on the think tank’s website—but then adopting the
Taiwanese preference during the meeting itself. The general view—
although not shared by all—was that seeking to avoid unnecessarily
insulting or upsetting the Chinese is the better strategy. But most agreed
that the arena of acceptable parlance was shrinking and that pressures
were growing.

As an antidote, the American think-tank community should under-
stand that its position is one with significant leverage. Chinese officials
and scholars seek to use think tanks as venues for visiting Chinese offi-

cials, as legitimating partners for Chinese-supported research projects
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that will influence the American narrative, and as important sources
of information concerning the changing US political landscape. The
American scholars should celebrate their principles of independence,
use the leverage their institutional frameworks provide to resist incur-
sion, and constructively push for greater reciprocity. Some specific rec-
ommendations follow.

Promote Transparency

* Think tanks should—in partnership with universities—jointly and
regularly produce summaries of difficulties in China-related
research (access to regions, agencies, persons, visas, etc.) and make
these available to each other and to US officials. The latter, in turn,
should be mindful of the reciprocal nature of think-tank work and
how the inability of American scholars to secure meetings with
Chinese officials and scholars when Chinese scholars are afforded
such privileges is harmful to the stability of the overall relationship.

* Think tanks should publicly disclose the source of funding for
events, publications, and other activities. If think-tank leaders elect
to solicit funds from Hong Kong or mainland Chinese sources, they
should be transparent about from where the money came and how it
is being used, to ensure that there is no opportunity for the Chinese
funder to harmfully affect the research agenda or outcome.

Promote Integrity

* A code of conduct should be worked out among US think tanks—
perhaps in conjunction with American universities’ China stud-
ies centers—to establish “dos and don’ts” in their exchanges with
Chinese institutions. Once this is worked out among American insti-
tutions, then counterparts in other democratic countries should
also be approached with an eye toward establishing multilateral
codes of conduct.

Promote Reciprocity

 US think-tank representatives—the presidents and senior China
scholars—should arrange a meeting with the Chinese ambassador
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to express their collective perspectives on these issues and call for
changes. Such a meeting could be usefully coupled with a jointly
signed letter of concern by directors of all major US think tanks.
If any member of any think-tank delegation is denied a visa, the
delegation should cancel the trip. It sends a profoundly wrong sig-
nal to proceed, if China is able to control the composition of a del-
egation. The think tank should also consider a moratorium on
Chinese officials visiting or speaking at the think tank until the visa
issues are resolved. The same principle may be applied to Chinese
think tanks that refuse to receive American scholars for visits. In
such cases, US think tanks should seriously consider not hosting
residential stays for Chinese visiting scholars from institutions that
do not offer parallel opportunities for American scholars in China.
(At present, only the Chinese Academy of Social Sciences and the
Shanghai Institute of International Studies permit foreign scholars
in residence.)

The US government should not unilaterally grant Chinese think-
tank or university scholars ten-year visas, as it has been doing,
without exacting across-the-board reciprocal treatment for US
think-tank and university scholars. At the same time, the US gov-
ernment should also advocate consistently on behalf of US think-

tank and university scholars who have been barred from visiting

China.

"Two core values cut across all of our concerns: freedom of speech and

reciprocity. As a democratic society, we should tolerate 7o infringements—

overt or covert—on our freedom of speech and freedom of analysis con-

cerning China. A “leveling of the playing field” in terms of upholding

the principles and practicalities of reciprocity in our exchanges with Chi-

nese counterparts is needed, because it is an essential part of making the

relationship both more equitable and reciprocal, and more stable and thus
durable.



CHAPTER SIX

Media

When the Xinhua News Agency leased a massive sign in Times Square
in 2011 and then agreed to a twenty-year lease for a new US headquar-
ters on the top floor of a Broadway skyscraper, it was clear that, as ana-
lyst He Qinglian put it, “The Chinese have arrived.” Xinhua’s foray into
Manhattan was followed by a website of the People’s Daily, the mouth-
piece of the Communist Party, which set up shop in the Empire State
Building.?

At a time when Western media outlets are challenged by the inter-
net and weakened by uncertain business models, China’s rise as a major
player in the media landscape around the globe has become all the more
worthy of attention. The Chinese government’s campaign to “grab the
right to speak” from Western media outlets and independent Chinese
voices, which it accuses of distorting news about China and sullying
China’s image, has come with a rapid expansion of China’s English-
language media operations, a concerted campaign to control overseas
Chinese-language media, and ongoing efforts to block attempts by
Western media to contend inside China. Xinhua News Agency journal-
ist Xiong Min summed up the motivation for China’s new campaign in
2010. “The right to speak in the world is not distributed equally,” she
wrote. “Eighty percent of the information is monopolized by Western
media.”® It was time, she said, to end that monopoly by means of what
China has called the Grand Overseas Propaganda Campaign (KAVE).
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China refers to its attempt to control the narrative about China as a war,
a huayuzban (i51535) or a discourse war.

Since coming to power, President Xi Jinping has overseen the inten-
sification of this external propaganda blitz, which was launched in 2007
by former party general secretary Hu Jintao. As Xi told the Novem-
ber 2014 Foreign Affairs Work Conference in Beijing: “We should
increase China’s soft power, give a good Chinese narrative, and better
communicate China’s messages to the world.”* This is the task CCP pro-
pagandists have now undertaken in an increasingly fulsome way. On
February 19, 2016, Xi visited the headquarters of the People’s Daily, Xinhua
News Agency, and China Central Television (CCTV), where he again
stressed the importance of external propaganda work.’ At the August
2018 National Meeting on Ideology and Propaganda, Xi stated: “To
present good images, we should improve our international communi-
cation capability, tell China’s stories well, disseminate China’s voice,
show an authentic and comprehensive China to the world, and raise the
country’s soft power and the influence of Chinese culture.”® External
propaganda work has long been an important foreign policy instrument
for the Chinese Communist Party and the People’s Republic of China,
but under Xi it has become a top priority of China’s party-state.

State Media

China’s Communist Party and government have a long history of try-
ing to influence international opinion. Over the years, the themes of its
external propaganda have varied substantially—usually in parallel with
dramatic fluctuations in its own domestic political campaigns (Gz3f) and
related slogans (F1%5), shifts in ideology (BIRJE ), meta propaganda nar-
ratives ($275), and substantive elements in China’s diplomacy (#4%).
The shifts in Beijing’s propaganda lines (Ef%#£k) throughout PRC his-
tory have been dizzying, but they are always important to follow as indi-
cators of the country’s direction.

During the 1950s, Communist China used organizations such as the
China News Service (CNS), a successor to the party’s International News
Agency (founded in 1938), to appeal to overseas Chinese for support of
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the new revolution. The party placed this news service under the State
Council’s Overseas Chinese Affairs Office. Other propaganda campaigns
targeted allies in the Western world, such as black nationalist figures
from the United States like Robert Williams, who were given airtime
on shortwave broadcasts from Beijing, and a few Western writers and
journalists, like Edgar Snow, Felix Greene, and William Hinton, who
were offered rare, and sometimes lucrative, peeks behind the Bamboo
Curtain.

During the Cultural Revolution, from 1966 to 1976, Beijing’s propa-
ganda outreach to overseas Chinese slowed, as the party persecuted those
in China with foreign ties. But following the arrest of the Gang of Four in
1976 and the economic reform program led by Deng Xiaoping in the early
1980s, the party once again directly engaged with the overseas Chinese
community as well as with mainstream Western society and media,
appealing to all comers to help China modernize. In 1980, the party
formed the External Propaganda Group (M4VEf%/NH) and placed it
under the Propaganda Department of the CCP Central Committee. Zhu
Muzhi, the former chief of the Xinhua News Agency and a vice minis-
ter of propaganda, was its first head. In 1991, the group was transferred
to the State Council, where it was still internally referred to as the Exter-
nal Propaganda Group. For foreign consumption, however, it was called
the State Council Information Office.

As the reform period began and the Cultural Revolution ended,
Beijing added to its stable of foreign-facing propaganda publications—
such as Beijing Review, China Reconstructs, and China Pictorial—by starting
or reopening more than twenty periodicals, including the English-
language China Daily, the overseas edition of the People’s Daily, the over-
seas edition of Outlook (%8), and the Voice of China (¢751R). The party also
resumed publishing material for overseas Chinese. During the Cultural
Revolution, the number of magazines targeting overseas Chinese had
shrunk to ten, whereas by the end of the 1980s it surpassed 130. Before
1982, the state-run Xinhua News Agency had focused almost solely on
providing news to domestic Chinese clients. In 1983, however, it also
began sending news to international clients. The China News Service,
which had suspended operations during the Cultural Revolution, also
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resumed work, sending hundreds of stories a day to overseas Chinese-
language media. Today the CNS employs more than two thousand
people worldwide, working out of forty-six bureaus. The party directed
its media outlets in their overseas work to support socialism with Chinese
characteristics, push the policies of reform and opening up, and oppose
hegemonism—or, in other words, fight against Western ideological
control.

In the run-up to the 2008 Beijing Olympics, China’s propaganda agen-
cies redoubled their efforts to “grab the right to speak,” or gain “discourse
power” (iF15X). The worldwide torch-lighting ceremony touched off
free-Tibet rallies and other human-rights protests that angered Chinese
authorities and some Chinese as well. An anti-CNN movement began
in China, alleging that Western media outlets were distorting “China’s
story.” This was the genesis for what has come to be known as the Grand
Overseas Propaganda Campaign, first promoted by the administration of
party chief Hu Jintao and Premier Wen Jiabao. The International Herald
Leader, a publication of the Xinhua News Agency, reported in 2009 that
foreign propaganda work had been elevated by the party to a “systematic,
strategic position,” the goal of which was to “grab back the right to speak,
and improve China’s international image.”” Reports that had first surfaced
in Hong Kong’s South China Morning Post in 2009 that China had ear-
marked $7 billion for the campaign were reprinted in the Chinese media,
most notably in the March 14 edition of Phoenix Weekly.®

The Grand Overseas Propaganda Campaign has been grand. Chinese
sources report hundreds of millions of dollars being spent on a multi-
tude of projects designed to bolster China’s image. The expansion of
the Xinhua News Agency is but one example. From 120, the number of
Xinhua bureaus around the world has now grown to more than 200, and
its client base has expanded to more than 1,450.” What is more, it now
reports in seven languages and competes directly with all the major wire
services of the world. In the United States, Xinhua doubled the number
of bureaus, adding Chicago, Houston, and San Francisco to its original
footprint in Washington, New York, and Los Angeles. Xinhua, like other
state-owned Chinese media outlets, also began hiring local talent, and

in 2009 it began a TV broadcast in English.
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As part of this vigorous propaganda campaign, the party has sought
to turn China Central Television into a global competitor to CNN.
CCTYV was already airing in America as of 2004, when it cooperated with
EchoStar, America’s second-largest satellite TV company, to launch the
Chinese “Great Wall Platform” package, including twelve Mandarin
channels, two Cantonese channels, one Hokkien channel, and one
English channel. That same year, Rupert Murdoch’s News Group helped
CCTYV place programming on Time Warner and NewsCorp’s US tele-
vision network. CCTV also expanded its offerings in the United States,
expanding its bureau in Washington and hiring American reporters
too. By 2012, CCTYV, recently renamed the China Global Television
Network (CGTN), was broadcasting in seven languages. Its programs
for American audiences regularly feature personalities from Russia’s
state-funded propaganda outlet, RT, which, like CGTN, was recently
required to register as a foreign agent; RT, in turn, regularly features
CGTN personalities.

China Radio International (CRI) was also given a foreign platform.
Decades ago, the Beijing-based propaganda outlet relied solely on short-
wave broadcasts to beam China’s message to the world, but in the late
2000s it began leasing local stations around the globe and across the
United States that it supplied with content made in Beijing. CRI has used
a US-based company through which it leases stations. That firm is EDI
Media Inc. (E#EEBEAEFRNF]), which also owns other media properties
that toe Beijing’s line: G&E TV, G&E Studio Network, and EDI City
Newsweek (i#rEEF).° A CRI subsidiary in China, Guoguang
Century Media, holds a majority stake in G&E Studio.!! When it comes
to reporting on mainland China, the content of all of EDI’s outlets mir-
rors that of China’s state-owned media.

China’s state-run media have proved to be nimble in accomplishing
Beijing’s goal of penetrating US markets. In 2013, the Hong Kong—based
Phoenix Satellite TV group, which has close ties to the Chinese state
and broadcasts in China, attempted to purchase two major FM stations in
Los Angeles that shared the same frequency. One of them, KDAY, covers
West LA, while KDEY stretches into Riverside and San Bernardino
counties to the east of the city. Greater Los Angeles is home to more than
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a half million Chinese, the second-biggest concentration next to New York
City. But none of the region’s Chinese-language radio stations are particu-
larly loyal to Beijing, representing either independent Chinese voices or
those supporting the banned religious sect Falun Gong. According to
sources close to the deal, Phoenix structured the offer to avoid a US law
that limits foreign ownership of US radio stations to 25 percent. In
filings with the Federal Communications Commission (FCC), Phoe-
nix was listed as owning 20 percent of the US-based investor RBC,
while the remaining 80 percent was owned by an editor at Phoenix
who is also a US citizen.!? Under such a setup, no FCC regulations
would have been broken. To be extra sure that the deal would go
through, however, advisors to Phoenix convinced the Hong Kong com-
pany to seek approval from the Committee on Foreign Investment in the
United States (CFIUS), a Treasury Department bureau that monitors
foreign investments in the United States on national-security grounds.
In a ruling that surprised the potential investors, CFIUS declined to
approve the deal, referring it to then president Obama. Sources close to
the deal noted that the fact that a Phoenix employee in the United States
had pleaded guilty to espionage-related charges did not help Phoenix’s
case.l’ RBC pulled out of the deal on September 25, 2013.

But the efforts to break into the LA radio market did not end there.
In the summer of 2018, a New York firm, H&H Capital Partners,
announced that it was buying a Mexican radio station, XEWW, whose
signal covers much of Southern California.!* Sources involved in that deal
said that H&H sought to buy a Mexican station in order to avoid scru-
tiny in the United States. H&H is a New York-based firm led by several
individuals who worked as reporters for Global Times (FEKIN ), a state-
run newspaper in China. Filings from H&H to the FCC about the deal
suggest that Phoenix Satellite TV remains a player in the purchase, as
the address that H&H gave for its Los Angeles—based holding company
was the same as Phoenix’s offices in LA.® H&H’s attempt to buy XEWW
to broadcast into the United States has been challenged at the FCC by a
Chinese-language radio station linked to Falun Gong.!¢

China’s main English-language newspaper, China Daily, has also
expanded operations in America, starting a North American edition in
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2009. In addition, through its marketing arm, China Watch, the paper
began distributing English-language content directly as advertising
inserts in the Wall Street Fournal, the Des Moines Register, and the
Washington Post, among other leading US newspapers. Often, it’s hard
to tell that China Watch’s material is an advertisement, as was the case
highlighted by President Donald Trump with a China Watch insert in
the Sunday Des Moines Register—an insert that the president suggested
was aimed at undermining political support both for the president and
the Republican party.” Rough estimates from newspaper executives
indicate that China Daily pays $250,000 for each insert in major US dai-
lies. In 2009, the Global Times, part of the People’s Daily group, started an
English-language newspaper as well.

Chinese investment in the US media market is not limited to the cen-
tral government. Chinese provincial media firms also have a footprint
in the United States. Sky Link TV (K T #{) is one example. It is fully
owned by Guangzhou Media American Co. Ltd. (2B SRR H]),
which, in turn, is owned by GZ Television Media (/M #MIEHARRL
A]), a Chinese state-owned media outlet. Sky Link’s story also illustrates
the switch from Taiwan money to mainland money in the US Chinese-
language media world. Sky Link was established in 1989 by a Taiwanese
corporation. In 2009, it was purchased by a private Chinese company;
three years later, the Chinese state-owned GZ Television Media bought
Sky Link TV, a takeover that was hailed by the PRC’s Ministry of Com-
merce as a key “cultural export” in 2014."¥ When Sky Link TV reports
on China, the Sino-US relationship, Taiwan, Hong Kong, and other
important issues concerning China, it follows and quite often repeats
verbatim the official line from PRC media. Its major business partners
include CCTV and Xinhua.

Xi Jinping clearly has an abiding interest in the success of the Grand
Overseas Propaganda Campaign. In March 2018, the party announced
plans to unite its various individual efforts into a mammoth overseas-
facing propaganda organ, known as the Voice of China, by merging the
foreign operations of China Global Television Network, China National
Radio, and China Radio International.”’ (It is not clear whether the par-
allel with the Voice of America was intentional.)
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Despite all of these efforts, President Xi still appears to be unsatis-
fied with the results of the party’s “discourse war.” In August 2018, the
Chinese government announced a shake-up in its propaganda organs,
reflecting significant concern at the heart of the party that China was
not winning its ideological battle with the West.?°

Diaspora Media

In the early 1990s, the state-owned China News Service and the Over-
seas Chinese Office of the State Council dispatched editorial personnel
to the United States to found the Chinese-language TV broadcaster
SinoVision and the newspaper Qizobao (ff##lz). Shanghai’s Xinmin Wanbao
sent staff to the United States to start up an American edition as well.
Chinese officials backed this push as part of an effort to fight back against
the negative publicity generated by the party’s crackdown on protests
around Tiananmen Square on June 4, 1989.

The SinoVision/Qiaobao story is illustrative of Beijing’s push to dom-
inate Chinese-language media in the United States. SinoVision, Qiao-
bao, and the Sino American Times (FZMINHR) all belong to the Asian
Culture and Media Group GEBIREM VEBEEEF). Sources in these firms
say that the Overseas Chinese Affairs Office of the State Council of PRC
(OCAO, FHE%FF%/MA%) set up the firm in the early 1990s but hid
its financial role in these companies.

Most of the major executives and editors in these businesses served
either as editors and reporters for the state-run China News Service or as
officials for the Overseas Chinese Affairs Office of the State Council.?!
The chairman of the board of the group served as a deputy director of
the OCAOQ. The president of Qizobao’s Western edition worked for years
as a CNS reporter.?? In 2015, CNS described the work of the top exec-
utives of Qiaobao’s Eastern edition (GEZR{fF#R) as part of the PRC’s
broader push to strengthen its “soft power” and fight back against “West-
ern media hegemony.”?® Qiaobao is the sole major newspaper to use sim-
plified Chinese characters in an effort to appeal to immigrants from
mainland China living abroad. Almost all the news stories in Qiazobao
about China, the Sino-US relationship, Taiwan, Hong Kong, and other
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important issues important to China are taken directly from official
Chinese media outlets or websites, including CCTV, Xinhua, and the
People’s Daily. Its current editor is I-Der Jeng. In an email communica-
tion with Foreign Policy magazine, Jeng stated that the paper receives no
editorial direction from Beijing.?* However, like its parent company,
numerous reporters and editors on the paper come from China’s state-
owned press outlets.?

The group’s main TV outlet is SinoVision. It operates two twenty-
tour-hour channels (one Chinese and one English language), and it is on
the program lineups of cable systems covering about thirty million people
in the United States. Like its sister newspapers, SinoVision was estab-
lished in 1990 as part of the PRC’s first push to establish propaganda
outlets in the United States. It is headquartered in New York City, with
branches in Boston, Washington, Chicago, Los Angeles, San Francisco,
and Seattle. According to Wang Aibing (£27K), a former executive of
SinoVision, starting in 1990, the State Council’s Overseas Chinese Affairs
Office gave $800,000 a year to SinoVision, ultimately increasing its sub-
sidy to between $2 million and $3 million a year. Wang made this charge
in a 2011 letter to the Overseas Chinese Affairs Office alleging wide-
spread corruption at the station.?® Allegations of corruption and govern-
mental subsidies have not been corroborated.

What is clear, however, is that, like Qizobao, SinoVision’s content
echoes China’s official media. The vast majority of its stories about China,
Sino-American relations, Taiwan, Hong Kong, and other important
issues for the PRC government are taken directly from official Chinese
media outlets or websites, including CCTV, Xinhua, and the People’s
Duaily. In an essay, Qiaobao’s Eastern Group president, You Jiang, defended
his paper’s support of the PRC’s agenda by saying that it stemmed not
from Beijing’s direction but from demands from pro-PRC immigrants
in the United States.”’

Forays such as these by PRC organizations to assert direct control
over Chinese-language media in the United States sparked a battle with
publications owned by private interests from Taiwan and Hong Kong
that did not share the PRC’s ideological bent. PRC officials openly
acknowledged the political nature of this battle, and in a 2007 interview,
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Guo Zhaojin, the president of the state-owned China News Service,
noted that if China could gain control of Chinese-language publications
in the United States, China would be better able to influence the over-
seas Chinese community, have a say in American politics, and “protect
the national image.” Guo further observed that more than one-quarter
of America’s minorities relied on foreign-language media to obtain their
news. Foreign-language media, said Guo, was a “giant hiding in plain
sight.”?8

Beijing seems to be winning the battle against Chinese-language out-
lets expressing dissenting views. Over the course of the last twenty
years, a series of once-independent Chinese-language media have fallen
under Beijing’s control. The Sing Tao Newspaper Group was established
in Hong Kong in 1938. In the mid-1990s, its original owner?’ was forced
to divest her interests in the paper, and it was soon taken over by a pro-
PRC businessman,*® who, starting in 1998, became a member of the
Chinese People’s Political Consultative Conference, which functions as
part of the broader united front organization network. Sing Tao’s cov-
erage of China is now aligned with that of state-run media from Beijing.
In fact, in May 2001, the year he purchased Sing Tao, the new owner
established a joint venture with the Xinhua News Agency to create an
information-service company known as Xinhua Online.

Another case in point is the World Fournal (IH5H1R), for years the
premier Chinese-language paper in the United States serving immi-
grants from Taiwan and only one of the six newspapers owned by the
United Daily News, Taiwan’s most influential newspaper company.
"The paper once dominated news coverage in Chinatowns across America,
and it acted as the voice of the Chinese Nationalist Party of Taiwan.
Unlike PRC-controlled outlets, the World fournal did cover events
such as the death of the jailed Chinese human-rights advocate and Nobel
Peace Prize laureate Liu Xiaobo. But the Fournal’s coverage has shifted
in recent years and become more pro-PRC in a variety of areas, such as
China’s militarization of the South China Sea and its handling of Tai-
wan and Hong Kong. Sources at the Journal observe that the paper’s
owners in Taiwan are interested in growing their business in China,
which may help explain the paper’s evolving editorial stance. For exam-
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ple, in March 2004, the World Fournal published recruitment notices on
the front page, announcing its intention to establish a mainland news
group and recruit reporters in China. In a 2015 essay, an executive®! at
Qiaobao, one of the Journal’s main competitors, noted the Fournal’s evolv-
ing editorial stance. “No longer do they only report negative news about
the mainland,” he wrote.*> According to sources inside the newspaper,
Chinese consulates in both New York and San Francisco have pressured
World Fournal’s local offices not to publish ads related to the religious sect
Falun Gong, which has been outlawed in China. The New York office
has already acquiesced in full for the East Coast edition. The West Coast
edition now only runs Falun Gong ads in throwaway sections of the
paper. The World Fournal’s executive editor, Vincent Chang, took issue
with the view that the World fournal has modified its position on China.
“Since I took the post as World Journal’s chief content officer in October
of 2016, I have made it my goal to make this paper as neutral and jour-
nalistic as possible,” he wrote, adding that the paper’s content is “inde-
pendent of any government influence.”

Ming Pao is another formerly independent newspaper that has fallen
under Beijing’s control. For years, its US edition was popular among
Cantonese-speaking immigrants in the United States. In January 2007,
the Hong Kong Ming Pao Group announced a $600 million merger
with the two largest Chinese-language media outlets in Malaysia, the
Xingzhou Media and Nanyang News. The merger was welcomed in
Beijing. Guo Zhaojin, then president of the China News Service, said
the new company would develop into one of the largest Chinese print
media platforms in the world, with more than five newspapers in major
cities in North America, Southeast Asia, and Greater China and a daily
circulation of more than one million copies.

China’s efforts to dominate Chinese-language media coincided with
two other developments in the 1990s. The Chinese immigrant commu-
nity boomed in the United States as hundreds of thousands of mainland
Chinese became US citizens, transforming the complexion of a commu-
nity that had previously been dominated by immigrants from Hong
Kong and Taiwan. Second, Taiwan’s political system transitioned from

an authoritarian state to a democracy, leading to new calls from the island
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and from some of its immigrants in the United States for an indepen-
dent Taiwan. Seeking to capitalize on the ever-larger number of main-
landersin the United States and to battle the nascent Taiwan independence
movement, PRC authorities established organizations and Chinese-
language schools to bolster their propaganda work in the United States.
The party’s United Front Work Department founded the China Coun-
cil for the Promotion of Peaceful National Reunification in 1988, and
within a decade it had more than one hundred chapters in sixty coun-
tries, including more than a dozen offices in the United States. Chinese
officials described Chinese-language media, Chinese-language schools,
and Chinese-backed organizations as the “three treasures” (=) of united
front work overseas.*

By the mid-1990s, analyst He Qinglian estimated that, of the some
one hundred Chinese-language newspapers in the United States, more
than one-third were funded by money from the mainland.** Owners of
these newspapers, seeking subsidies from Beijing, cozied up to PRC
authorities with statements such as “opposing Taiwan independence and
fostering peaceful unification are the glorious missions and historical
responsibility of overseas Chinese publications.”®

Beijing also moved to take control of online and social media outlets.
Duowei is an online news site that functioned for years an independent
Chinese-language media website. Among its many scoops was the pre-
diction of the composition of the sixteenth Politburo Standing Com-
mittee. Butin 2009, a Hong Kong businessman with substantial business
interests in China,*® including two companies listed on the Hong Kong
Stock Exchange, purchased a piece of the company. The businessman is
a founding member of the Tsinghua University Center for US-China
Relations and is also fond of writing pro-Beijing essays on China’s
claims to the South China Sea. Duowei is now headquartered in Beijing.
Since the Duowei sale, the online news source’s founder,*” has moved to
Mingjing (Mirror Media), a Chinese-language website based in Canada
and the United States. Mingjing has been under substantial pressure
from the Chinese government to modify its editorial stance, according
to its editor, Ho Pin. After Mingjing aired interviews with a dissident



Media 111

Chinese businessman, authorities in China took away the wife of one of
Mingjing’s reporters.’® “Of course, China’s government wants us to
change our editorial stance,” Ho Pin said, “but we didn’t.”

Beijing has also moved to tighten the ideological consistency for these
papers. In 2001, the Overseas Chinese Affairs Office and the China
News Service began a biannual conference, the Forum on the Global
Chinese Language Media, hosting representatives from hundreds of
Chinese-language periodicals from around the world. Kicking off the
first conference in 2001, Guo Zhaojin, the president of the China News
Service, said a key goal of the meeting was to persuade participating
overseas Chinese media to use copy from the China News Service
instead of reports from competing Chinese-language news services from
Taiwan or from the West.’? The conference also appears to serve as a
platform for Beijing to convince critics to modify their tone and to
ensure that overseas Chinese-language newspapers follow the party’s
line. Essays released during the conferences praised the censorship of
views opposed by the party and stressed the necessity of, in the words of
one piece in 2015, “properly telling China’s story” (echoing Xi Jinping’s
instructions).

And Beijing’s efforts have had some successes. Ranked the number-
five Chinese website in the United States, BackChina was once an inde-
pendent media voice like Duowei. But in 2017, its editors attended the
ninth forum in China, and since then BackChina’s reporting has become
far more positive about the PRC.

In 2006, the China News Service held the first Advanced Seminar
for the Overseas Chinese Language Media, for select groups of editors
and reporters from overseas; a seminar in 2006, for example, focused on
the correct reading of “socialism with Chinese characteristics,” while a
workshop in 2010 concerned China’s policies in Tibet and Xinjiang. At
the thirteenth seminar in 2015, He Yafei, then the assistant director of
the Overseas Chinese Affairs Office, argued that overseas Chinese media
needed to promote the Belt and Road Initiative and essentially embrace
the role of becoming a mouthpiece of the CCP, promoting China’s

national strategy.*® Beijing also dispatched Chinese officials overseas to



112 Chapter 6

instruct Chinese-language media on how to “correctly” report the news.
As the Beijing 2008 Olympics approached, Politburo member and head
of China’s Olympic Committee Liu Qi met at the PRC consulate in New
York with representatives of the Chinese-language press to lay out China’s
demands for their coverage of the event."

In a further effort to shape the overseas Chinese press, the China
News Service established the China News Service Overseas Center,
which provides news reports, editorials, and layout for overseas Chinese
media outlets around the globe. The idea behind the center was that if
Beijing were to provide and package content for overseas Chinese papers,
and could convince them to run it, Beijing would then mold the
message.

Given these efforts by Beijing, the space for truly independent
Chinese-language media in the United States has shrunk to a few media
outlets supported by the adherents of Falun Gong, the banned religious
sect in China, and a small publication and website called Vision Times.
According to the publisher of its New York edition, Peter Wang, Vision
Times was formed expressly to address the issue of the shrinking space
for independent Chinese voices in the United States. Since then, it has
focused on two areas—human-rights reporting and traditional Chinese
culture. Wang noted that while some of the staff of the paper may be
Falun Gong adherents, the paper is not a Falun Gong operation. Vision
Times began its online presence in 2001, started printing a newspaper in
2005, and claims a circulation in the United States and Canada of below
60,000.%

Much of the competition between pro-PRC and dissenting voices
plays out within the chat rooms of Wenxue City (3Z%#4%), the most popu-
lar Chinese-language website in the United States. Launched in 1997
by a group of students from the University of Michigan, the website was
sold in 2000 to a Taiwanese American businessman, Wayne Lin.** Lin
conceives of Wenxue City as a Chinese-language version of Reddit, a
platform for political, economic, educational, business, and cultural
information for Chinese-speaking people. For years after Lin bought the
site, China attempted to cultivate Lin and his business, inviting him to
three of the biannual Chinese-language media conferences in China
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(2007, 2009, and 2011) and providing him with a CNS feed. Then,
starting in 2012, Chinese authorities blocked Wenxue City’s website
in China but would not tell Lin why. Wenxue City has also been the target
of numerous denial-of-service attacks, Lin said, adding that he suspected
China was the source. “Over the past few years, the Chinese government

has become more aggressive in influencing Chinese-language media,” he
said.®

WeChat as a Source of News in the
Diaspora Community

China’s social media giant WeChat is another major source of news
within the Chinese American community. But it is more than that; for
many users in the United States, China, and around the world, WeChat
is a digital ecosystem so ubiquitous that it constitutes a lifestyle—a drum-
beat that determines the rhythms of the day. In the United States, as in
China, WeChat censors news and comments in accordance with rules
set by China’s Communist Party. Indeed, WeChat is an example of how
China is now exporting PRC media censorship overseas. Links sent via
WeChat between users in the United States routinely won’t open if those
sites are blocked in China.

In an analysis of WeChat articles popular in the United States,
researcher Zhang Chi found that the most successful pieces skewed sig-
nificantly to the right of the US political spectrum.* Zhang noted that
the right-wing view on WeChat generally embraces a social Darwinist,
zero-sum conception of racial politics, with Chinese in America por-
trayed as beaten down by a system that favors other racial groups and
illegal immigrants from Latin America. One popular WeChat channel
blamed the wildfires in 2017 in Northern California on an undocumented
immigrant.

Numerous other channels reported on alleged plans for mass riots
and a civil war in the United States led by the leftist group Antifa. When
a Chinese jogger was struck and killed in a DUI case in a suburb of Los
Angeles, a popular WeChat channel reported that the motorist was
undocumented and had committed the act to extend his stay in the United
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States.¥’ Zhang noted that another cause of concern was the fact that
these WeChat channels helped foster anxiety among first-generation
Chinese. As with other Chinese immigrants who rely on traditional
Chinese-language media for information, the anti-American hothouse
created by WeChat’s “news channels” leads to a type of resentful pro-
Chinese nationalism that is ripe for exploitation by the Chinese
government.

WeChat may be no more slanted in its treatment of information than
American media that serve domestic political extremes, but there is no
precedent for the situation WeChat has created: A vast and vital com-
munity of Americans gets most of its “news” from, and does most of its
communicating via, a platform known to be censored by a foreign gov-
ernment that opposes free speech and has been named by the US National
Security Strategy as the greatest long-term security challenge the nation
faces.

WeChat also appears to have different rules for different regions. In
2014, some Chinese Americans began to lobby against a law that sought
to reintroduce race as an element of admissions into the University of
California system. The campaign started just as WeChat was gaining
popularity among the Chinese American diaspora. WeChat’s owner,
Tencent, tweaked its own rules and gave campaign organizers the abil-
ity to collect hundreds of people into supergroups of five hundred or
more. Ten WeChat supergroups were handed out to movement organiz-
ers and then used to connect with Chinese American voters. The law

died in the California legislature.

Western Media

The Chinese Communist Party has always recognized the usefulness of
the overseas media (both in local languages and Chinese) as a means to
get its message out. Foreign- and Chinese-language media have always
served the cause of China’s revolution. For example, in the 1930s, for-
eign journalist Edgar Snow sang the praises of the Chinese Communist
Party and specifically its chairman, Mao Zedong. The party conducted
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a campaign in the United States in the 1940s to turn the American public
against the regime of Chiang Kai-shek and to soften criticism of China’s
Communists. Organizations such as the Institute of Pacific Relations,
which provided Americans with in-depth coverage of Asia, were staffed
by Communist agents and played an important role in fashioning public
opinion on America’s relations with China. To be sure, these techniques
were not unique to the Chinese Communist Party. The government of
Chiang Kai-shek and its “China lobby” also used the overseas press to
serve its purposes. In the 1950s, the KMT government conducted a cam-
paign against pro-Communist newspapers in the United States, convincing
the US government to shutter several pro-PRC outlets and expel pro-
PRC journalists.

The events of 1989 sparked a significant change in China’s foreign
propaganda campaign. Following China’s crackdown on pro-democracy
demonstrators in Beijing and other cities, China’s image sank to a low
not seen by Chinese officials in decades.*® China Books and Periodicals,
which had been operating in the United States since the 1950s, closed
its offices on Fifth Avenue in New York City. And the Foreign Languages
Press (a department of the China International Publishing Group) saw
its cooperative agreements dwindle.

It was then that Chinese officials revived an old tactic that the
Communist Party had employed before the revolution—using friendly
foreigners and pro-PRC Chinese immigrants to publicize China’s story.
Chinese officials called this tactic of localizing the work of foreign pro-
paganda, the “borrowed boat” strategy.*’

One such friendly American was a China scholar’® who was for years
associated with Random House. According to Huang Youyi, the chief
editor of the Foreign Languages Press posted to the United States in the
late 1980s and early 1990s, this American argued that for China to
improve its image in the United States, it needed to work through
American organizations, and so he collaborated with Huang on a book
series, “The Culture and Civilization of China,” which the Yale University
Press began publishing in 1997. The American’s “understanding of the US
publishing industry and his friendly attitude towards China became an
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indispensable condition for the success of the cooperation,” Huang
wrote.’! Books from the series are still given to foreign guests of the
Beijing government.

In a period of deep crisis for China’s reputation, Huang’s success
in using foreigners to publish material beneficial to China’s image
became a model for other Chinese operations. From the early 1990s, the
Chinese Communist Party began to seek opportunities to cooperate
with Westerners, Western media and publishing companies, and over-
seas Chinese to tell its story.

Lack of Reciprocity

It is important to compare Beijing’s efforts to wage its “discourse war”
and garner “discourse power” overseas with the efforts, and ability, of
Western media organizations to access China’s market to a similar degree.
For decades, those efforts have faced roadblocks placed in their path by
the Chinese government. A key roadblock has been China’s ban on West-
ern investment in media except when it involves such things as fashion,
cars, and lifestyle.

Unlike Chinese reporters in the United States, who are restricted
only from entering high-security military installations, Western report-
ers in China are subject to a panoply of regulations, many of them
unwritten. A 2017 report by the Foreign Correspondents’ Club of China
notes that in a survey of 117 foreign journalists based in China,
40 percent felt reporting conditions had deteriorated compared to 2016;
nearly half said they had experienced harassment, interference, and
physical violence during their work in China; 15 percent said they
encountered difficulties during their visa renewal process; and over
25 percent said they had learned that their Chinese contacts had been
detained and otherwise hounded by Chinese authorities for speaking with
them.

China has also moved against Western media outlets on many fronts.
Both Chinese- and English-language websites of the New York Times have
been blocked in China since 2012 following a story detailing the wealth
of the family of China’s then premier Wen Jiabao.”> The English- and
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Chinese-language sites of the Wall Street fournal and Reuters are also
blocked, and those belonging to the Financial Times and the Economist
are blocked on an intermittent basis.

The Chinese government has also made it difficult for resident for-
eign reporters to obtain and renew journalist visas. Following the New
York Times report on the Wen family’s money, China did not approve a
new journalist visa for a Times reporter for three years. While the situ-
ation has improved somewhat since 2015 for resident journalists, the
Chinese government still delays visa applications for journalists and uses
the threat of expulsion from China as a way to pressure Western media
outlets to soften their coverage of China. This is especially true of free-
lance journalists or independent documentary filmmakers who are
dependent on onetime visas to carry out a specific assignment. Here
delays and outright refusal to process visas in a timely manner have been
common.

There is some indication that China’s pressure tactics have paid off.
In 2013, Bloomberg News was preparing to publish a report detailing
connections between one of China’s richest men and members of the
Politburo—the top organ in the Chinese Communist Party—when
Bloomberg spiked the story. The outlet’s editor in chief, Matthew
Winkler, was quoted on a conference call likening the decision to cen-
sorship of foreign news bureaus that wanted to continue to report in
Nazi Germany.** Other observers noted that the real reason Bloomberg
News killed the story involved the company’s substantial business
interests—especially in “Bloomberg Boxes” selling access to financial
information—in China.

International Service Broadcasters

Another roadblock in Western attempts to bring alternative messages to
China has been Beijing’s efforts to limit the influence of the Mandarin
services of the Voice of America (VOA) and Radio Free Asia. Starting in
the first decade of the 2000s, the Chinese embassy in Washington, DC,
and the leadership of VOA’s Mandarin service began an annual meeting
to allow embassy officials to voice their opinions about VOA’s content.
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PRC embassy officials have also reached out to VOA hosts to convince
them to be more supportive of the regime. VOA personalities have hosted
events at the embassy. One of VOA’s TV editors even publicly pledged
his allegiance to China at an embassy event.”

It is not surprising, then, that some VOA staffers interviewed for this
report believe that China’s outreach campaign has succeeded in pushing
the VOA Mandarin service away from programs with direct relevance
to China toward programming that seeks instead to highlight American
everyday life or teach American-style English to Chinese listeners. An
example would be a program called Cultural Odyssey, a VOA TV series
that focused on Americana, such as fried chicken, doughnuts, and national
parks. For years, Cultural Odyssey ate up one-third of the Mandarin ser-
vice’s travel budget. Another program featured English teacher Jessica
Beinecke, which launched her on a career as an English-teaching TV
personality on mainland China itself. VOA officials internally praised
these programs as both “non-political and non-sensitive,” a current senior
VOA staff member noted. What’s more, VOA officials sought to scale
back what were perceived to be sensitive reports. After running two years
of a radio series on aspects of modern Chinese history, including the Cul-
tural Revolution and other events post-1949, VOA cut the program in
2009 despite several of those shows garnering well over three million hits
each on the web. In 2011, the Broadcasting Board of Governors sought
to cut 65 percent of the workforce from the Mandarin service. However,
reporters and editors in the service fought back: they lobbied Congress,
and the cuts were restored. In 2012, a Chinese immigrant, who was also
a former Chinese dissident and a specialist on the US political system,
became the first female Chinese head of the service. She was later fired
over a controversial interview that drew the official ire of the PRC, which
threatened repercussions.’

Since her dismissal, VOA’s Mandarin service has resumed a pattern
of avoiding stories that could be perceived to be too tough on China,
according to several staffers. For example, blogs written by dissidents
such as Cao Yaxue, who runs the human rights-related site China Change,
have been removed from the VOA website. Several prominent Chinese
commentators are no longer on VOA’s lineup of analysts. Many staffers
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now describe VOA’s content as neither pro- nor anti-China. The empha-
sis, the staffers observed, is on travel, culture, and language, programming
the likes of which Chinese viewers can access equally well on CGTN or
China’s internet. By contrast, the content of Radio Free Asia remains far
more hard-hitting than its counterpart VOA.

Conclusion and Recommendations

China has used America’s openness to convey its message both to English-
and Chinese-speaking residents of the United States. US rules allow
foreign media companies, even ones run by foreign governments, to
broadcast freely via American cable and satellite networks. Unlike in
China, the United States government does not block any Chinese web-
sites, many of which are funded by the PRC government. While the
Communications Act of 1934 theoretically allows foreigners to own only
20 to 25 percent of terrestrial wireless radio and T'V stations, the law has
been loosened considerably over the past decade, and it does not even
apply to cable channels or leasing arrangements wherein a foreign entity,
including one owned by a foreign government, can pay an American
licensee for airtime. Chinese media outlets have used all such strategies
to publicize the views of the Beijing government.”” Perhaps more worri-
some, China has also been successful in funding or convincing pro-PRC
businessmen to fund pro-PRC media outlets in the United States that
nominally appear independent so that the three most important tradi-
tionally independent Chinese-language newspapers now increasingly side
with Beijing.

By contrast, the Chinese government severely limits the scope of US
and other Western media outlets in China and has banned Western
media investment in China, except in very limited innocuous areas, such
as in fashion, automobiles, investing, health, and lifestyle. The idea that
a Western TV news network could lease a Chinese station and broad-
cast news to China around the clock—as their Chinese counterparts do
here in the United States—is not even thinkable. Equally, there is no
chance that a Western media company would be allowed to invest in a
Chinese publication that reported mainstream news.



120 Chapter 6

Both the expansion of Chinese state-owned English-language media
in the United States and Beijing’s increasing control of Chinese-language
media outlets in the United States are very problematic for an open dia-
logue. For one, these media are under the control of a foreign govern-
ment, not simply a foreign individual or firm. Second, the diminishing
space within America’s Chinese-language media for independent voices
runs counter to the goals of a liberal society seeking a diversity of per-
spectives. Furthermore, the PRC’s control of Chinese-language media
outlets in America, and its increasingly strong position among English-
language outlets, provides China with the potential for mobilizing Chi-
nese Americans and Americans alike to espouse policies counter to US
interest. The constant drumbeat of anti-American reporting in pro-
Beijing media outlets headquartered in the United States creates an

unhealthy environment.

Promoting Transparency

A major challenge is the fact that China has worked successtully to
mask its influence operations with respect to US media. On paper, for
example, the Asian Culture and Media Group controls the pro-China
SinoVision and Qiaobao as a private company. The reality is that it is
staffed by people who served the state-run China News Service and
were, sources insist, dispatched to the United States by the Chinese
government to establish propaganda operations in the United States.
Given its nominal status as a private company, taking action to shut
down its operations would be fraught with even more legal and ethical
challenges than those involving media corporations directly owned by
the PRC. The same holds true for publications and websites that were
once independent but have now increasingly fallen under the sway of
the PRC. If US law protects the rights of publishers of newspapers or
websites to put their personal political imprint on their enterprises,
how can the US government move to deny it to those of a pro-PRC
bent?

At a minimum, what US authorities can do is work to establish the

real ownership structure of Chinese (and other foreign) companies
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purchasing US-based media. Any foreign-owned or foreign-controlled
media (including print media), and particularly those that advance a for-
eign government line, should be required to register under the Foreign
Agents Registration Act (FARA).

Beyond FARA, there should also be a review to see whether these
organizations and their employees should also register under existing
lobbying laws as foreign agents. In addition, there is an argument to be
made for ensuring that employees of these organizations be given a dis-
closure package making them aware that they are working for a foreign-

agent institution.

Promoting Integrity

Figuring out how to properly counter the PRC’s influence operations in
both English- and Chinese-language media presents enormous chal-
lenges in a free society. The United States could consider restrictions
on state-controlled media outlets, which would not include publicly
funded broadcasters, such as the BBC, which maintain editorial indepen-
dence. Failing that, the recent requirement that state-run publications,
TV and radio broadcasters, and potentially their employees, register as
agents of a foreign government is a partial solution.’® And in late 2017,
Russia’s RT registered as a foreign agent®” while in September 2018, the
US Justice Department reportedly also ordered CGTN and Xinhua to
register as agents of a foreign power.5

When it comes to independent Chinese-language media, the US gov-
ernment should consider doing more to help such independent outlets
survive, including using grants via the Fulbright program or other vehi-
cles, such as the State Department International Visitors or Speakers’
Bureau. Domestically, the US government could also consider aiding the
operations of independent Chinese-language media, including manu-
facturing credits for printing press operations, and nonprofit tax desig-
nations to allow journalism business models to survive the current
transitional crisis. Private charitable foundations can also make a differ-
ence in helping independent Chinese-language media remain editorially
independent and financially viable.
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Promoting Reciprocity

The time has come for the US government to demand reciprocity for
American journalists attempting to do their professional work in China.
To the extent that they are prevented from doing so as a result of visa
denials and restrictions of access, the US State Department should
respond in kind by restricting visas and access for Chinese journalists in
the United States. To the extent that American journalists experience
harassment and physical violence, this should also have a bearing on the
granting of visas and access to Chinese journalists.



CHAPTER SEVEN

Corporations

American corporations wield significant political influence domesti-
cally and are some of the most significant sources of American soft power
abroad. Foreign leverage over American corporations can thus advance
important strategic interests of the country in question. In addition, as
Chinese corporations go abroad, they, too, bring with them the poten-
tial of being leveraged by the Chinese government to advance China’s
interests. This chapter examines improper influence in the US corpo-
rate sector, as well as the potential for future influence because of sig-
nificant economic exposure to China.

The US-China economic relationship is large and multifaceted.
Trade statistics illustrate just one aspect of this tangled web: in 2017, the
United States exported goods worth $130 billion to China while import-
ing goods worth $505 billion.! With trade also comes extensive foreign
investment, as well as significant levels of employment of each country’s
citizens. Since 2000, the cumulative value of Chinese foreign direct
investment in the United States has exceeded $140 billion, with US
investment in China being more than double that amount.? In the
United States, there is more Chinese investment in the real estate sector
than any other area. But until recently more deals were being done in
the information technology sector, which has attracted the growing
attention of the Committee on Foreign Investment in the United States
(CFIUS).
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China is increasingly willing to engage in aggressive forms of eco-
nomic statecraft.’ This includes not just denial of access to, or harassment
in, China’s own market, but also targeting of other countries’ domestic
economies and companies. These actions are sometimes state-led; at other
times China’s state-run media will encourage “consumer-led” boycotts
(as in the cases of Japan, Norway, and South Korea, among others).*
Chinese corporations abroad are all well aware of Chinese official policy
and understand the value of acting in support of their country’s foreign
or industrial policy objectives. China’s growing commercial presence in
other countries’ economies strengthens its ability to potentially influ-
ence their politics.

This chapter examines corporate sector influence through three
lenses: (1) the use of business-related united front organizations in the
United States; (2) Chinese companies operating in America; and (3)
Chinese pressuring and manipulation of American companies as vectors
of influence. All three approaches are cause for concern, yet the pressur-
ing and manipulation of American corporations has generally attracted
less attention.

This chapter intends to highlight three main developments. First,
China is supporting an increasing number of local chambers of com-
merce in the United States with direct ties to CCP officials. Second, as
Chinese companies have become more global, they have also grown more
sophisticated in their efforts to socialize and localize themselves in their
new American communities as they also acquire political influence in the
United States. Finally, China has increased its efforts to pressure, co-
opt, and sometimes even coerce foreign corporations with the aim of

influencing politics in their home countries.

The Use of Business-Related United
Front Organizations

Consistent with the practice of other nations, major Chinese firms oper-
ating in America are represented by a chamber-of-commerce network.
Analysis detailed below suggests that China also operates an extensive
list of united front organizations purporting to be regional chambers of
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commerce. China’s public-facing chamber in the United States is
known as the China General Chamber of Commerce (CGCC), which
was founded in 2005. It is headquartered in New York, with five
regional operations in Chicago, Houston, Los Angeles, San Francisco,
and Washington, DC. Its website states that it has 1,500 member com-
panies, both Chinese and non-Chinese. The organization’s chair is
Bank of China USA president and CEO Xu Chen. Its website lists more
than sixty individuals, many from state-owned companies, in governance
roles; its website lists a staff of nine.

Consistent with business organizations of other countries, the CGCC
engages in a mix of political engagement with its host and home coun-
tries (e.g., testifying at the US International Trade Commission® and
hosting officials from the Chinese Ministry of Commerce®); informa-
tional activities for its members (e.g., a lunch-and-learn on labor and
safety issues in the United States);’ and promotional activities (e.g., din-
ner galas and charity events). The CGCC is actively engaged with senior
American political and business leaders. In July 2017, it hosted a welcome
luncheon at the National Governors Association meeting in Rhode
Island, which the governors of Maryland, Kentucky, Alaska, Arizona,
Louisiana, and Rhode Island attended. In September 2017, the group
organized a visit of the governors of Alaska and Missouri to China.?

Inconsistent with the practice of other countries, China also over-
sees an extensive network of local chambers of commerce. This raises a
question of their possible ties to the Chinese party-state, and whether
these chambers may be misrepresenting themselves as local concerns
when they are instead activated by, or in liaison with, the Chinese gov-
ernment. Research for this project has identified thirty-one business-
focused organizations operating in the United States that are explicitly
associated with, or whose profiles and activities are highly suggestive of
involvement with, united front work.” Most of these groups are con-
centrated in Greater Los Angeles and New York City, two principal
communities of the Chinese diaspora. They are typically organized
by hometown province of origin. This count does not include many
other professional diaspora groups that may be used to facilitate China’s
influence operations.
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Such Chinese groups have increased their activity in the United
States since 2015,'° and many of these groups have had interactions with
the United Front Work Department and other Chinese officials both
in the United States and in China, contacts that are distinctly different
from invitations to embassy or consular diplomats and bear further scru-
tiny.!! At least eleven of the chambers identified in this analysis were
established in 2016 or later, consistent with heightened activity observed
in other sectors of society dedicated to projecting China’s soft power and
influence abroad. (Tellingly, China’s spending on diplomacy has dou-
bled to $9.5 billion per year under Xi Jinping.)* The US-Zhejiang General
Chamber of Commerce’s WeChat description explicitly references a 2015
provincial directive on strengthening the province’s overseas Chinese
connections (fig. 1). Many of these groups maintain their own presence
via a website or, increasingly, the WeChat social media platform. In
one instance, our researcher’s antivirus software blocked an intrusion
attempt while researching the US-Fujian Chamber of Commerce.

Chinese Companies Operating in America
as a Vector of Influence

More than 3,200 Chinese-owned companies operate in the United States,
employing 140,000 Americans.”? Chinese establishments operate in all
but ten congressional districts.'* As Chinese companies’ presence in the
US economy grows, given the united front’s penchant for using civil soci-
ety organizations for its purposes, they bring with them several poten-
tial risks. First, their potential to be used by Beijing may result in activities
that are contrary to US interests, as evidenced by intense scrutiny of their
investment activities by CFIUS and reported warnings by counterintel-
ligence officials. Second, growing access to the US political system,
even if currently used to advance legitimate economic interests, creates
openings for future exploitation by the Chinese government. Third,
Chinese companies may effectively “export” corrupt or unethical busi-
ness practices.
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Activities Contrary to US Interests

The technology sector has been the most consistent and prominent
source of concern. In 2012, the Intelligence Committee of the US House
of Representatives declared Chinese technology companies Huawei and
ZTE anational security threat given the firms’ alleged ties to the Chinese
military and the potential for their technology to be exploited for espi-
onage or cyberattacks.”” Both companies were key providers of technol-
ogy at the African Union headquarters building, where investigators
have found widespread electronic infiltration traceable to China, whose
state-owned firms constructed the building.! Both Huawei and ZTE
have also been accused of bribery abroad to win contracts.”

For years, the federal government has actively discouraged Ameri-
can companies, local governments, and allied countries from part-
nering with Huawei. Nonetheless, the company’s global presence has
continued to grow, and it is playing an important role in setting stan-
dards for 5G wireless technology.’® In April 2018, the United States
announced sanctions against ZTE for violating restrictions on sales to
Iran and North Korea, barring American companies from transacting
with the company. This would have effectively put ZTE out of business
because of its dependence on American inputs, but shortly thereafter, and
against the objections of many in Congress, the Trump administration
agreed to a settlement that would allow the firm to stay in business.

There are other instances of companies being used to advance objec-
tives contrary to the US interest. For example, front companies have
been used to aid in the illegal export of sensitive technologies to China.
In another instance, Newsweek in 2016 reported that the United States
was investigating the acquisition by the Chinese company Fosun of a US
insurer that has sold legal liability insurance to senior American intel-

ligence officials.”

Growing Access to the US Political System

Although federal campaign contributions by foreign nationals or com-
panies are illegal in US federal elections, there are alternative avenues
for foreign corporate interests to influence the US political system, as
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the Australians have learned. These include lobbying, indirect campaign
contributions via US subsidiaries, and the hiring of former senior gov-
ernment officials. All these approaches, while currently legal, are dis-
cussed below to demonstrate the full spectrum of activities Chinese
entities are involved with and to highlight where they may raise ques-
tions of impropriety.

Lobbying: The most direct and legal route to the American political
system is lobbying. For example, within one day of President Trump
tweeting his openness to a settlement with ZTE Corporation that would
keep it from going out of business, the company signed a contract with
lobbying firm Mercury Public Affairs. The lead on the ZTE account was
Bryan Lanza, a former Trump campaign official.?’ Also in 2018, the for-
mer senior advisor to secretary of commerce Wilbur Ross was hired as
chief of international corporate affairs for another Chinese firm, HNA.
Both instances underscore the need for updated revolving-door policies,
particularly with respect to foreign corporations that are subject to sig-
nificant state control.”!

All told, major Chinese companies publicly acknowledge spending $3.8
million on federal lobbying in 2017 and $20.2 million in total since 2000,??
modest amounts by global standards. The Chinese e-commerce behemoth
Alibaba was the largest source of expenditures in 2017, accounting for $2
million, followed by technology company ZTE ($510,000), Sinopec
($384,000),% and the Wanda America Group ($300,000), affiliated with
Dalian Wanda.?* More difficult to track is Chinese corporate participation
in American trade associations. In early 2018, two Chinese companies
joined two major lobbying groups noted for their political heft.?’

Indirect donations: A key exception to the ban on foreign federal
campaign contributions is permitted through activity conducted via a US
subsidiary of a foreign company. The Federal Election Commission has
written that “where permitted by state law, a US subsidiary of a foreign
national corporation may donate funds for state and local elections if
(1) the donations derive entirely from funds generated by the subsidiaries’
US operations, and (2) all decisions concerning the donations, except
those setting overall budget amounts, are made by individuals who are
US citizens or permanent residents.”
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This exception inherently creates the potential for exploitation, par-
ticularly given the intrinsic difficulties of monitoring and enforcement.
For example, the Intercept has reported that American Pacific International
Capital, an American subsidiary of a corporation owned by a Chinese
citizen, contributed $1.3 million to the super PAC of presidential candi-
date Jeb Bush on the advice of a prominent Republican campaign finance
lawyer.?6 (Neil Bush, the brother of George W. and Jeb Bush, and for-
mer ambassador Gary Locke have served as advisors of American Pacific
International.)?’

Employees of Chinese enterprises, who are presumably American
citizens, are also active donors. A review of campaign donation data finds
that several individuals cited as members of the China General Cham-
ber of Commerce or employed by member firms have made recent cam-
paign contributions. For example, two individuals associated with HNA
Group, including Tan Xiandong, the group’s president, in 2017 donated
$2,500 each to the congressional campaign of Greg Pence, the brother
of the vice president.?®

In May 2018, China-based companies reportedly invited Chinese to
attend several Republican Party fund-raising dinners at which President
Trump would appear. The invitations prominently featured the Repub-
lican Party’s logo along with that of China Construction Bank, making
it appear as if there was some formal connection.?’ The Republican Party
and China Construction Bank both denied awareness of the solicitations
in their name. Foreigners may attend fund-raisers so long as they do not
pay their own entry, another instance in which the fungibility of money
makes it easy to skirt this rule.

Hiring of former senior government officials: In other countries (such
as Australia, the United Kingdom, France, and Germany), former senior
government officials routinely take positions with Chinese companies.
"This pattern appears less pronounced in the United States. A prominent
exception is the law firm Dentons, which merged with the Chinese law
firm Dacheng in 2015°° and employs numerous former government offi-
cials, including former ambassadors, members of Congress, mayors, and
generals.’!
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Earlier in 2018, Bloomberg News reported on the Imperial Pacific
casino, a Chinese-owned company operating in the American territory
of Saipan. Its large transaction volumes have raised concerns about poten-
tial money laundering. It has also made millions of payments to family
members of the territory’s governor and, at one time, counted the for-
mer governors of three states as well as the former directors of the CIA
and FBI as members of its board of advisors.*?

State and local politics: Many states do not have prohibitions against
foreign contributions in local races.* One of the most notable examples
of an individual contributor comes from Virginia, where in 2013 and
2014, Wang Wenliang, a Chinese industrialist who was expelled from
China’s national legislature in 2016, contributed $120,000 to Governor
Terry McAuliffe’s campaign.*

Chinese firms are also involved in lobbying at the state and local levels,
another means of acquiring legitimate influence. While the quality of
data reporting and aggregation for local- and state-level lobbying is not
always as robust as that at the federal level, this project was able to iden-
tify more than $1 million in state-level lobbying expenses over the past
decade by Chinese firms. BYD Motors, which produces buses for public
transit in the United States, Huawei, and Wanda America Group were
among the biggest spenders on lobbying.

A 2017 complaint with the FEC against the California subsidiary of
Dalian Wanda is illustrative of the potential for exploitation granted by
the US-subsidiary exception. The FEC found that Lakeshore, a Chicago
real estate company whose principals are US citizens, was the source of
the money that funded a local ballot initiative in California that would
have blocked a Wanda competitor from expanding. Wanda acknowl-
edged that the money for the measure had come from Lakeshore, with
which Wanda does business, in the form of a $1.2 million loan. In its
conclusion, the FEC did not rule on whether foreign restrictions
applied to ballot measure activity. Further, it argued that even if those
restrictions did apply, because “none of the funds at issue appear to
originate with a foreign national” (i.e., they came from Lakeshore);

that because the Wanda deputy manager who was listed as the principal



132 Chapter 7

officer of the ballot measure committee was an American citizen (the
general manager is a Chinese national); and that the funds originated in
and would be paid back by revenues generated in the United States, the

activity was not in violation of laws against foreign campaign activity.”

“Exporting” Corrupt or Unethical Business Practices

China scores poorly on international indices of corruption.’® As Chinese
companies expand abroad, it is possible that they could have a deleteri-
ous effect simply by exporting suspect business practices. An industry of
particular importance is banking. The “big four” Chinese banks all oper-
ate in the United States, where their assets have increased sevenfold
between 2010 and 2016 to $126.5 billion.’” They are often extensively
involved in real estate transactions of Chinese firms operating in the
United States. In 2015, 2016, and 2018, China Construction Bank,’® the
Agricultural Bank of China,* and Industrial & Commercial Bank of
China*® were respectively subject to enforcement action by the Federal
Reserve for not doing enough to fight money laundering.

Chinese corporations in the United States can also hinder the rule
of law in other ways. When responding to lawsuits in US courts, Chinese
state-owned enterprises have claimed exemption due to sovereign
immunity; in other instances, Chinese firms with an American legal
presence have refused to comply with US investigations by claiming that
cooperation would violate Chinese law.*! These actions inhibit the abil-
ity of the US government to regulate commerce, and they put American
competitors at a disadvantage within their own country.

Chinese Manipulation of American Companies
as a Vector of Influence

American companies play a significant role in American foreign and
domestic politics, and their leaders regularly are selected to take posi-
tions of leadership in government.* As a result, corporate America’s tra-
ditional role in favor of engagement with China, given the country’s
market potential, has had significant weight in American policy toward
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the country.® China, for its part, welcomed foreign companies’ invest-
ment as part of its policy of reform and opening up in the hope of spur-
ring economic development.

China’s relationship with corporate America has become increasingly
fraught. In this report and elsewhere, China’s state-directed efforts to
facilitate the theft of intellectual property, the lifeblood of developed
economies, are well documented. China’s forced transfer of technology
by foreign firms, as a condition of operating in China, is one of the main
complaints of both the Trump administration and the European Union.

But China’s ability to pressure US companies also encompasses three
other more elusive dimensions. First, recognizing the importance of
American companies in American politics, China has frequently culti-
vated, even leveraged, American executives to lobby against policies it
opposes. Where cultivation fails, it has threatened or exercised economic
retaliation. For example, in June 2018, the Wall Street fournal reported
that President Xi warned a group of global CEOs that China would retal-
iate with “qualitative measures” targeted at their companies if the United
States did not back off from the tariff war.** Second, China is seeking
to pressure American companies into legitimizing its geopolitical claims
and interests, for example by demanding that Western firms overtly
acknowledge that Taiwan is an irreversible part of China. Third, China
has wooed American companies with both sticks and carrots into serv-
ing its strategic interests abroad, most notably via its interactions with
Hollywood.

China’s source of leverage over American companies comes from its
large domestic market and its key role in international supply chains; by
contrast, China holds little direct ownership in American companies.
American affiliates (i.e., those at least half-owned by American multi-
national companies) employ 1.7 million Chinese workers and are indi-
rectly responsible for the employment of millions more.* More than fifty
American companies report that they generate at least 20 percent of their
revenues from China.*® Naturally, many companies (and industry associ-
ations) with large stakes in China lobby the American government on

issues related to China, often seeking to exert a moderating influence on
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US policy. This is not in itself evidence of improper influence, but it mer-
its scrutiny and should be weighed in the context of other evidence in
this chapter.¥’

Seeking to Influence American Politics via Corporate Interests

China does, in fact, exert influence on how at least some American com-
panies and corporate executives interact with the American government.
This influence generally takes two forms. In the first, China relies on
American corporations to retard efforts by the American government to
investigate and sanction Chinese behavior deemed harmful to national
economic or strategic interests. For example, some American corpora-
tions have expressed reservations about cooperating with US trade inves-
tigations for fear of retaliation by China.

Chinese officials also regularly convene senior American executives
at special meetings with government officials or major conferences.
During these engagements, Western CEOs’ positive comments on the
country receive wide play in the foreign and domestic media, one of
many ways in which the party continues to seek the appearance of out-
side legitimization for domestic purposes. In addition, China uses these
meetings to attempt to coerce American executives to take China’s side
in disputes with the US government. As the risk of a trade war mounted
in spring 2018, Chinese officials explicitly warned gathered executives
to lobby the US government to back down or risk disruption to their
businesses in China.*® The US government does not strategically
convene foreign business leaders, let alone instruct them to use their
influence to shape policy favorable to the United States in their home
countries.

Advancing Strategic Interests Abroad: A Case Study of Hollywood

As its market power mounts, China is increasingly able to leverage for-
eign corporations to not just influence their home governments but also
to advance China’s broader strategic interests around the world. The
most visible manifestation of this strategy is the party-state’s effort to
influence Hollywood in a bid to advance China’s global soft power agenda.
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American popular culture has enjoyed worldwide influence for
decades and is a key element of the country’s soft power. However, by
the end of the Hu Jintao era, China’s leaders had begun calling for their
country, too, to become a soft power leader, a theme Xi Jinping has con-
tinued to stress. The subsequent surge in Chinese spending on enter-
tainment, or its “cultural industries,”* as it calls this sector, amid flat
revenues in the United States, has made China’s market a compelling one
for Hollywood, despite continued quotas limiting the number of foreign
films that can be shown in China. In 2017, the Chinese box office reached
$7.9 billion on growth of 21 percent, whereas the US market grew just
2 percent to $11.1 billion.”® (Foreign films account for roughly half of
China’s total, most of which is attributable to Hollywood.)

In the 2010s, in addition to investing in its domestic film industry
and maintaining a restrictive import regime, the Chinese government
encouraged the country’s media companies to enter into alliances or
attempt to acquire outright American entertainment companies. Collec-
tively, these strategies have raised concerns about self-censorship, the
co-opting of the American film industry to advance Chinese narratives,
and, ultimately, the risk that the industry will lose its independence.

Hollywood, represented by the Motion Picture Association of America,
has long cultivated close ties to the American government, which it has
used to open access to China. For example, media scholar Aynne Kokas
notes that in 2012, vice president Joe Biden met with then Chinese vice
president Xi Jinping to discuss China’s quota on foreign films.’! During
Xi’s visit, Biden also helped broker an agreement between DreamWorks
and a group of Chinese investors. Ultimately, in response to these efforts
and WTO action, China increased its annual quota of imported films
from twenty to thirty-four.

Film studios can attempt to circumvent the import quota by coproduc-
ing films with Chinese partners. This can invite censorship directly into
the production process, potentially affecting what global audiences see, as
opposed to censorship that affects only what the Chinese market sees.”
Examples abound of studios that have cast Chinese actors, developed or
cut scenes specific to the Chinese market, or preemptively eliminated
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potentially objectionable references to China from scripts even when
source material has called for it.

Aware of the Chinese market’s growing centrality to the film indus-
try, major studios are also reluctant to produce any film that would upset
China, even if that specific film was not intended for the Chinese market,
for fear that all films by the studio would be blocked. Indeed, the last
spate of movies made for general circulation that addressed topics that
the Chinese government deemed sensitive were released in 1997 and
included such productions as Red Corner, Seven Years in Tibet, and Kundun.
Several prominent American entertainers have been subject to bans by
China, most often for their association with the Dalai Lama. In an inter-
view with the Hollywood Reporter, actor Richard Gere, an outspoken advo-
cate of Tibetan culture, stated, “There are definitely movies that I can’t
be in because the Chinese will say, ‘Not with him.”>?

Beyond self-censorship, American studios and creative personnel are
at risk of being actively co-opted in advancing Chinese soft power.
Chinese political and entertainment leaders are conscious that American
entertainment companies have played an outsize role in defining China,
trom Mulan to Kung Fu Panda. By the time the third edition in the Panda
franchise had been released, however, it was being coproduced with a
Chinese partner. The list of films portraying China in a positive light
grows each year, such as the space films Gravity and The Martian, a movie
backed by Chinese money in which the American protagonists are saved
by the Chinese. Ironically, in Gravity, a central plot twist involves the
shooting down of a satellite by the Russians. In fact, the only nation to
have shot down a satellite in real life is China. These positive portrayals,
of course, are not inherently objectionable—and they may, indeed, pro-
vide a constructive countervailing force in an otherwise deteriorating
relationship. The issue is: how do these portrayals come to be? In other
words, has independent artistic vision been manipulated by political pres-
sures to maintain commercial standing?

The rush of Chinese investment into the American film industry has
raised legitimate concerns about the industry’s outright loss of indepen-
dence. In 2012, Dalian Wanda acquired the AMC cinema chain, followed
in 2016 by the acquisition of the Legendary Entertainment studio. Before
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encountering political trouble at home, Wanda’s chairman announced a
desire to invest in each of the six major Hollywood studios. Since then,
other announced partnerships and investments have faded, principally
because of Beijing’s pushback against what it deemed to be grossly
excessive, and often ill-considered, foreign investment plans by Chinese

companies.’*

Conclusion and Recommendations

Through control of its companies operating abroad, growing influence
over foreign companies, and the rapid activation of business-related
united front groups, China is using commercial interests as an impor-
tant means of exercising “sharp power” influence. As with other sectors,
much of China’s activity is, regardless of its intent, legal and thus should
not be disparaged. The appropriate response to this commercial chal-
lenge must be temperate and multifaceted. In some areas, it will require
that the political system increase its transparency regarding, or reduce
its exposure to, corporate money entirely, which, given its fungibility,
ultimately renders any distinction between domestic and foreign sources
meaningless. Corporations should also provide greater clarity on their
financial and supply-chain exposure to China and disclose the presence
of CCP members in joint- or wholly owned ventures. In certain instances,
new limitations on corporate activity that is harmful to the national inter-
est may be required.

American business leaders should become better versed in the evolv-
ing nature of China’s global ambitions, especially in the use of united
front tactics for influencing almost all aspects of China’s interaction
with the United States. American corporations should raise their voices
through chambers of commerce or other collective commercial entities that
can collectively represent their interests when a company confronts pres-
sures or coercion. To more effectively resist growing Chinese pressures,
American corporations will most certainly need to find new ways to
cooperate more closely with each other, and at times even in coordination
with the US government. Like think tanks, universities, other civil soci-

ety organizations, and media outlets, American companies will be most
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vulnerable to Chinese pressure when they are atomized and isolated. In
this sense, the challenges with which US corporations are confronted
by a rising authoritarian China with a far more ambitious global agenda
are not so dissimilar to those confronted by those other sectors of
American society highlighted in this report. Each confronts an un-level
playing field that lacks reciprocity.

To help rectify these imbalances, in certain instances, the US gov-
ernment should be the one to coordinate collective action, as it recently
sought to do with the US airline industry. It may also need to be more
prepared to impose reciprocal penalties on Chinese companies or even
compensate American companies for losses when they stand up to puni-
tive action from China as an additional incentive to maintain resolve.

Most important, corporate executives, their boards, and their share-
holders must double their efforts to exercise the kind of principled lead-
ership and restraint that will help them resist the loss of corporate control
in pursuit of short-term profit. This includes not only individual com-
panies but also their representative organizations, notably the US Chamber
of Commerce, the US-China Business Council, and other specific trade
associations. These bodies not only need to promote American business
interests by pushing back against Chinese restrictions where necessary,
but they also need to adopt a heightened awareness of the role that cor-
porations must play in protecting both their own interests and the
national economic security of the United States itself.

In the corporate sector, China is not just taking advantage of the
openness of American markets, which are rightfully a point of pride for
the United States and a pillar of our economic vitality, but it is also
exploiting American capitalism’s short-termism. This latter predilection
could end up being as much of a threat to the ability of American corpo-
rations to maintain healthy economic relations with China as Beijing’s
very strategic and targeted united front tactics.



CHAPTER EIGHT

Technology and Research

Technology transfers between nations exist on a spectrum of legitimacy.
In many developing economies, multinational corporations willingly
agree to skills and technology transfer arrangements in exchange for the
right to operate. Governments support these measures in the hopes of
turthering economic development. Transfers cross the threshold into
illegitimacy when coercion, misappropriation, theft, or espionage are
deployed with the effect of undermining a company’s, and ultimately its
home country’s, economic competitiveness. China’s expropriation of
American technology is an example of how it leverages its influence
among universities, corporations, and diaspora communities to further
strategic objectives. This chapter reviews the targets of China’s expro-
priation efforts, describes the state and nontraditional collectors involved,
and concludes with recommendations for how the United States can bet-
ter defend against this phenomenon. It is important to note that not all
expropriation of intellectual property (IP) occurs at the explicit direction
of the government and that China is not the sole country targeting the
United States. Nonetheless, China—whether at the level of the state or
individual—is considered the most serious offender.

While Chinese cyberthreats and clandestine spying against the
United States dominate the public discourse, a far more serious threat is
posed by China’s informal or “extralegal” transfers of US technology and
IP theft.! Operating under the radar, these quiet diversions of US tech-
nical know-how are carried out by groups and individuals in the United



140 Chapter 8

States, whose support for China erodes America’s technological edge and
ability to compete in international markets. These groups are managed
by a professional cadre of Chinese government and government-
associated science and technology transfer specialists who facilitate
intellectual property “exchanges” through a maze of venues. They tar-
get specific advanced technologies drawn from China’s industrial plan-
ning priorities (e.g., Made in China 2025%) such as semiconductors,
robotics, next-generation information technologies (e.g., big data, smart
grid, internet of things), aviation, artificial intelligence, and electric
vehicles. As a result of their efforts, a commission convened by the
National Bureau of Asian Research concluded that IP theft, primarily
from China, costs the American economy hundreds of billions of dollars
each year, with significant impact on employment and innovation.> For-
mer commander of United States Cyber Command and director of the
National Security Agency General Keith Alexander was even more grave
when he asserted the ongoing theft of IP by China represents “the great-
est transfer of wealth in human history.”*

The Dynamics of Chinese IP Theft

Chinese nontraditional collection and IP theft is not done randomly by
individuals acting on their own. Rather, China has enacted some two
dozen laws that have created a state-run foreign technology transfer
apparatus that sponsors, for example, labs in China that rely wholly on
information provided by compatriots working abroad. The apparatus also
maintains databases of foreign co-optees and distributes stipends, sine-
cures, and cash to foreign donors of high-tech innovations. In addition,
the apparatus is responsible for the care and feeding of agents willing to
“serve China while in place” abroad.

Targets

China targets all sources of American innovation, including universities,

corporations, and government labs, exploiting both their openness and
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naiveté. The methods and tradecraft are custom tailored to each target.
For universities, China takes advantage of the commitment to intellec-
tual freedom on campus, which strongly resists government scrutiny of
the activities of foreign students in hard-science programs and interna-
tional academic cooperation. For corporations, the lure of the Chinese
market gives Beijing tremendous leverage in exacting tech transfer from
American firms, combined with financial incentives for employees to
purloin intellectual property for personal gain. Finally, US government
labs have a historical commitment to international scientific cooperation,
and an uneven record of monitoring that cooperation for unsanctioned
transfers of information.

These efforts complement China’s legitimate efforts to invest in its
own indigenous innovative capacity. China has for several decades made
science and technology development a priority and appears to have the
political will to see it through. This is demonstrated by the research and
development funding programs it has put into place, the investment in
core scientific infrastructure that is in some cases unparalleled any-
where else in the world, and a national scientifically oriented industrial
policy. Yet the continuing intense engagement in IP theft is, in many
ways, an indication of the gaps in China’s indigenous innovation efforts.

Once acquired, foreign technology is converted in China into products
and weapons at 180 “Pioneering Parks for Overseas Chinese Scholars,”
160 “Innovation Service Centers,” 276 “National Technology Model
Transfer Organizations,” and an unknown number of “technology busi-
ness incubators.” These facilities are strategically located to ensure wide
distribution of the foreign technologies.

Nontraditional Collectors

Nontraditional collectors include Chinese citizens, Chinese Americans
whom the Chinese government is better able to cultivate or coerce, and
other Americans. They range from students to researchers. Many are
willing participants, such as students from Chinese defense universities

explicitly tasked with acquiring foreign technology; others are not and
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are targeted for access to research they have pursued by their own pas-
sion and intellect. Indeed, some nontraditional collectors may even be
unwitting in their support.

Collectors do not appear to be chosen by Beijing for their race or
nationality; rather they are targeted for their access to the desired
intellectual property and their willingness to violate their employee
agreements or national laws. Indeed, more recent scholarship has shat-
tered the shibboleth that the Chinese government only recruits ethnic
Chinese. While Chinese intelligence does have a historically strong
track record of attempting to recruit ethnic Chinese, primarily because
of cultural and language affinity, more recent cases of espionage and
technology transfer suggest that the Chinese government has broad-
ened its tradecraft to recruit nonethnic Chinese assets and collectors
as well, perhaps as a way of complicating US counterintelligence
efforts.

China’s most systematic channel for identifying foreign-based non-
traditional collectors is its Recruitment Program of Global Experts (i
HEER AT 5 1#E 1K), commonly known as the Thousand Talents Plan
(FAIA) or the Thousand Talents Program (TTP).> The TTP is a
massive and sustained talent recruitment campaign designed to recruit
leading experts from overseas to assist in the country’s modernization
drive.

Initiated in 2008, the T'TP aims to recruit leading overseas scien-
tists and experts who work in areas that are deemed high priority for
achieving China’s modernization goals.’ The program originally aimed
to recruit one thousand “overseas talents” (4 \F") over a period of five
to ten years. Official Chinese T'TP websites list more than three hun-
dred US government researchers and more than six hundred US corpo-
rate personnel who have accepted T'TP money.” In many cases, these
individuals do not disclose receiving the T'T'P money to their employer,
which for US government employees is illegal and for corporate person-
nel likely represents a conflict of interest that violates their employee
agreement.
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State Collection Apparatus

China’s nontraditional collection relies on a web of activities, includ-
ing open-source research, exchanges, cooperation and professional
organizations, direct funding of research, strategic acquisition, and
cyberespionage.

Open-Source Research

China’s efforts to exploit foreign innovation is further seen in its open-
source acquisition infrastructure, which surpasses that of any other coun-
try. China employs a cadre of thousands to locate, study, and disseminate
foreign journals, patents, proceedings, dissertations, and technical stan-
dards without regard to ownership or copyright restrictions. The docu-
ments are indexed, archived, and supplied to Chinese commercial and

military “customers.”

Exchanges

The Chinese government organizes and pays for exchanges in which par-
ticipants travel from the United States, divulge technical knowledge
through scripted venues, are briefed on China’s technology interests,
return to their US base to collect more information, and repeat the pro-
cess. China has a program for what it euphemistically calls “short-term
visits” by co-opted foreigners, which, stripped of its rhetoric, is indistin-

guishable from state-run espionage.

Cooperation Organizations and Advocacy Groups

Many Sino-US science and technology (S&T) “cooperation” organ-
izations in the United States facilitate these transfers and have individ-
ual memberships of hundreds to thousands. The figure scales to some
ninety such groups worldwide. Members usually are expatriate Chinese,
although China is expanding its recruitment of non—ethnic Chinese. One
significant example of a Sino-US S&T cooperation organization is Tri-
way Enterprise Inc. (Z32EFRAFRAH]), an “external training institute”
set up under the auspices of the State Administration of Foreign Experts
Affairs in Falls Church, Virginia, with branches in Beijing and Nanjing.
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According to the Chinese version of the website, the company “since
1993 has been putting its energy into promoting bilateral exchange and
cooperation between China and the US in the fields of S&T, culture,
education and management with great success.”

China S&T advocacy groups in the United States declare loyalty to
China and acknowledge a “duty” to support China’s development. Mem-
bers visit China to lecture, guide Chinese technical projects, transfer
technologies, receive shopping lists from Chinese entities, and engage
in other kinds of “technical exchanges.” Many of them sit on Chinese
government boards that decide the future of China’s national technol-
ogy investment. Another example of a China S&T advocacy group is the
Silicon Valley Chinese Engineers Association (FE#&HE TARMiPHZ),
which describes itself as “a non-profit professional organization formed
mainly by the professionals in the Bay Area from mainland China with
a mission to promote professionalism and entrepreneurship among mem-
bers,” which is achieved by “organizing a variety of professional activi-
ties and establishing channels to allow members to engage in China’s rapid
economic development” [emphasis added].”

Chinese government tech-transfer offices, facilitation companies, and
career-transfer personnel, some of whom are posted to China’s diplo-
matic offices, support and direct the US-based groups. In China, hun-
dreds of government offices are devoted entirely to facilitating foreign
transfers of technology “by diverse means.”

Joint Research

The preferred method of establishing a research beachhead in the United
States is through the formation of a joint research center with a promi-
nent US university. One example is the China-US Joint Research Cen-
ter for Ecosystem and Environmental Change at the University of
Tennessee, Knoxville.” Launched in 2006, researchers from the Univer-
sity of Tennessee and the Department of Energy—funded Oak Ridge
National Laboratory partnered with the Chinese Academy of Sciences
to address “the combined effects of climate change and human activities

on regional and global ecosystems and explore technologies for restora-
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tion of degraded environments.” The center’s research focuses on sci-
ence at the heart of the “green technology” revolution, which is one of
Beijing’s major national industrial policy objectives.

The center’s website lays out three goals that match nicely with a
tech-transfer agenda: (1) organize and implement international scientific
and engineering research; (2) serve as a center for scientific information
exchange; and (3) provide international education and technical train-
ing.!! The website goes on to outline cooperative mechanisms to achieve
these goals, including joint research projects, academic exchange, stu-
dent education, and “rechnical transfer and training”? [emphasis added].
This dynamic differs fundamentally from the mission of Western
research facilities abroad, which is to adapt technology already in their
portfolios to sell in foreign markets. A PRC study on the benefits of over-
seas “research” to obtain foreign technology put it this way: “How can
you get the tiger cub if you don’t go into the tiger’s den?” (FA R/, 15

).

Cyberespionage

Perhaps the most damaging channel for stealing US intellectual prop-
erty is cyberespionage. As noted above, NSA director Keith Alexander
has called cyberespionage by Chinese state actors the “greatest transfer
of wealth in human history.” Cyberespionage is both a means for pilfer-
ing US science and technology and a method of intelligence collection
for potential attacks against American military, government, and com-
mercial technical systems. As a result, these cyber intrusions represent a
fundamental threat to American economic competitiveness and national

security.

Other Means of Misappropriation

While not technology transfer per se, counterfeiting is so common in
China that it has the same practical effect. Schemes range from the sub-
tle to blatant: benchmarking against ISO standards;'* patent research
where a design is modified slightly, if at all, re-patented in China, and

“legally” produced with government protection;" reverse engineering;*
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“imitative innovation” (#{/j61%7),”” with or without the innovation (also
called “imitative remanufacturing” B{/2G&);'® and marketing the pirated
product without or with its original logo.”” Other reporting has detailed
how the Chinese government exploits regulatory panels (often with
members who have direct conflicts of interest by working for local com-
petitors) and antitrust investigations to acquire trade secrets from for-
eign companies, aiding domestic industries.?’

Conclusion and Recommendations

China’s aggressive policy is threatening the advantages the United States
has long enjoyed as a scientifically creative nation. This is occurring as
a declining number of US students are getting advanced degrees in sci-
ence and technology, R&D funds are dropping off, and the nation’s man-
ufacturing base is shrinking.”! When combined with a more scientifically
competent China that is also using the discoveries of others, the future
of US competitiveness comes into question.

The best source of resiliency in the face of rampant IP theft from
China is continued and expanded reinvestment in American innovation.
The United States can recover its competitiveness by manufacturing
what it invents and rebuilding the scientific foundation on which its
competitive edge depends. But unless active efforts are made to prevent
countries from inappropriately exploiting American technologies devel-
oped at great cost, efforts at national reconstruction will be wasted. The
United States’ current defense of intellectual property has not been
effective in refuting appropriation by China, by all accounts the world’s
worst offender.

A key source of American creativity—the country’s individualism and
openness—makes it difficult to implement collective efforts to protect
the products of American innovation. Nonetheless, policies and processes
can be improved to reduce the risk of misappropriation without compro-
mising the United States’ innovative capacity. These require improved
transparency with better information and screening, enhanced export

controls, and stronger investment reviews.
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Transparency, Better Information, and Screening

One of the most glaring factors that facilitates IP theft is the fact that
recipients of Chinese funding programs, such as the Thousand Talents
Program described above, routinely do not declare their work in China.
At a minimum, recipients should be required to register as foreign agents
under the Foreign Agents Registration Act (FARA).?? Recipients who are
active government employees may be breaking the law, as 18 US Code
§ 209 prohibits accepting supplemental income for performing the same
role that falls under the scope of their government employment.?*

The US government and universities should also make an evidence-
and risk-based assessment when determining whether to admit students
into major research programs. The current system, known as the Student
and Exchange Visitor Information System (SEVIS),?* is designed “to
track and monitor schools and programs, students, exchange visitors and
their dependents while approved to participate in the US education system.”
SEVIS collects data on surnames and first names, addresses, date and
country of birth, dependents’ information, nationality/citizenship, fund-
ing, school, program name, date of study commencement, education
degree level, and authorization for on-campus employment. As of
March 2011, China had the largest number of students in SEVIS, at
158,698.%

The FBI has access to all of the student data contained in SEVIS and
no longer needs the permission of the Department of Homeland Security
to initiate investigations of foreign students.’® However, the laws, regula-
tions, and directives governing SEVIS do not require some additional
critical pieces of information, which are perceived by the Government

Accounting Office to be important to managing the program:

* The nonimmigrant visa number, expiration date, and issuing post
are optional and only captured if entered into the system by the
school or exchange visitor program.

* The nonimmigrant driver’s license number and issuing state were
imposed by the interagency working group and support investiga-
tive efforts.
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* The nonimmigrant passport number, passport expiration date, and
passport issuing country are optional and only captured if entered
into the system by the school or exchange visitor program.?’

It is difficult to ascertain from open sources whether these problems
have been fixed, but the nonmandatory data are key investigative details
that would be critical for federal law enforcement seeking to assess pos-
sible illicit technology transfers by students.

Improved Export Controls

The second major policy problem involves PRC student access to con-
trolled technology under the deemed export system. According to the
Commerce Department, a restricted product or technology is “deemed,”
or considered exported, when it is used by a foreign national in the United
States.’® However, under these rules, a university or research lab does
not need a deemed export license if a foreign graduate student is merely
present in a lab. It only needs a license if it intends to export that tech-
nology to the foreign national’s country.

From 2004 to 2006, the US Commerce Department attempted to
change these rules® but was stymied by opposition from universities and
research labs.’® Yet the continued flow of controlled technology to the
PRC and the findings of Government Accounting Office studies on the
problems of university oversight®! strongly suggest that Commerce’s rec-
ommendations should be reexamined.

In 2009, then president Obama “directed a broad-based interagency
reform of the US export control system with the goal of strengthening
national security and the competitiveness of key US manufacturing and
technology sectors by focusing on current threats and adapting to the
changing economic and technological landscape.”? Specifically, the ini-
tiative aimed to “build higher fences” around a core set of items, the mis-
use of which can pose a national security threat to the United States.*

The reform initiative is synchronizing the two existing control lists,
the Munitions List and the Commerce Control List, so that (1) they are
“tiered” to distinguish the types of items that should be subject to stricter
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or more permissive levels of control for different destinations, end uses,
and end users; (2) they create a “bright line” between the two current
control lists to clarify which controls any given item, and reduce gov-
ernment and industry uncertainty about whether particular items are
subject to the control of the State Department or the Commerce Depart-
ment; and (3) they are structurally aligned so that they potentially can
be combined into a single list of controlled items.**

Moreover, the lists will be transformed into a “positive list” that
describes controlled items using objective criteria (e.g., technical par-
ameters such as horsepower or microns) rather than broad, open-ended,
subjective, generic, or design-intent-based criteria.”> After applying these
criteria, the list will be divided into three tiers based on their military
importance and availability.*s

On the one hand, these reforms could greatly improve the efficiency
of the export control bureaucracy, preventing fewer technologies from
slipping between the cracks and finding their way to China. They could
also make the system and its control lists better able to keep pace with
technological change, which had been a major problem with the old sys-
tem, particularly with regard to fast-moving information technologies.
On the other hand, the reforms appear to loosen controls over dual-use
technologies, which China has a long and successful track record of inte-
grating into advanced systems, and which can form the core of new
innovations. The future of these reforms is unclear as the Trump admin-
istration appears to focus on more aggressive trade strategies and poli-
cies designed to protect US industries and punish offending Chinese

companies.

Strong Investment Reviews

The Committee on Foreign Investment in the United States (CFIUS) is
an interagency committee that serves the president in overseeing the
national security implications of foreign investment in the economy.?’
As China’s economy and financial weight has grown, CFIUS has reviewed
an increasing number of proposed acquisitions of American companies and
infrastructure by Chinese entities. Many of these proposed mergers have
received high levels of media and congressional attention, and most of



150 Chapter 8

the high-profile cases have ended in rejection or strong discouragement
leading to abandonment of the deal. While the CFIUS process may have
prevented individual cases of sensitive or illegal technology transfer, it
could also have had the unintended effect of forcing Chinese actors to
steal the data through espionage because of their inability to buy them.
Recent legislation, signed by President Trump, is a substantial improve-
ment to CFIUS, closing loopholes that the Chinese had been exploiting,
and broadening the scope of the CFIUS authorities in important ways.
The new law extends CFIUS review timeframes, increases the types of
transactions subject to CFIUS’ jurisdiction, makes certain notifications
mandatory, and establishes a process for potentially expedited review and
approval of certain transactions. The four new “covered transactions”
include real estate deals near US national security facilities, deals
involving “critical infrastructure” or “critical technologies,” changes in
ownership rights by a foreign investor, and any transaction designed to
evade the CFIUS process. In exchange for all these additional burdens,
the new law also helps companies by clarifying time limits for decisions
and places important jurisdictional limits on the expansion of the law’s

scope.
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China’s Influence Operations
Bureaucracy

While recent months have brought increased attention to the United
Front Work Department (UFWD), or united front activities, it is impor-
tant to emphasize that this is but one of many institutions within the
Chinese party-state involved in influence operations. As the accompa-
nying graphic illustrates, the bureaucracy involved in extending China’s
global influence is large, complex, and specialized in function. Gener-
ally speaking, there are three types of bureaucratic organizations included
in the chart: (1) policy coordination; (2) policy formulation and imple-
mentation; and (3) organizations with specialized functions.

As components of a Leninist party-state, CCP organizations have
higher political status than government institutions. This has become
even more pronounced under the party’s general secretary Xi Jinping
and following the bureaucratic reorganization announced after the
March 2018 meeting of the National People’s Congress. Generally speak-
ing, party organs make policies, which are then implemented by state
bureaucracies. There is 70 single organization overseeing the entirety of
the country’s influence operations abroad. The most important CCP
organizations in the diagram are the Foreign Affairs Commission, the
External Propaganda Leading Group/State Council Information Office,
the CCP Propaganda Department, the CCP United Front Work Depart-
ment, the CCP International Liaison Department, and united front

departments inside the People’s Liberation Army. Critical policies related
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to foreign affairs are formulated in these bodies. The same organizations

are also involved in coordinating the implementation of these policies.

The Policy-Making Process in the Chinese
Party-State

The process is driven both by top leadership and functional bureaucra-
cies. Policy formulation, which involves the generation of ideas and pro-
posals, typically takes place in functional bureaucracies and specialized
departments within these bureaucracies. In the process of policy formu-
lation, one bureaucracy specializing in the functional or issue area (for
example, propaganda) may take charge, but it also consults with other
bureaucracies that may have a stake in the issue. The draft policy pro-
posals are then forwarded to the Leading Small Groups (&F/)N4H), which
deliberate, vet, and sign off on the policy proposals before sending them
to the politburo and the Politburo Standing Committee (PBSC) for a
final decision. These Leading Small Groups, which range in size from
five to a dozen members, are normally chaired by a politburo member
and include a range of ministerial-level officials relevant to that func-
tional policy area. Some meet at regular intervals (biweekly), whereas
most convene on an ad hoc basis when necessary. In this formal, ministry-
or department-initiated process, the ultimate decision-making authority
lies with the Politburo Standing Committee.

At this level of policy formulation, of particular relevance to China’s
international influence activities are the External Propaganda Leading
Group (MAVELFIF/NH), which has a dual bureaucratic identity as the
State Council Information Office (E % ¥ 7/3/A%E); the Central Com-
mittee Propaganda Department (3tH I EEHR); the Central Committee
United Front Work Department (H3:H 555 %); the Central Com-
mittee Foreign Affairs Commission (#4452 R R);! and the Central
Committee Education Leading Small Group (% #f). Although bureau-
cratically ranked slightly lower, the Ministry of Culture and Tourism,
the Ministry of Education, the newly created Voice of China, and the
Xinhua News Agency all exercise policy formulation and oversight roles
in their functional domains.
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There is also a parallel top-down policy process initiated by one of
the top leaders on the Politburo Standing Committee (PBSC). As a rule,
Xi Jinping, the CCP general secretary, has broad authority and may
issue a brief directive on a matter he believes should receive extra atten-
tion or priority. (Typically, such directives are short comments he
writes on reports that come across his desk.) Otherwise, only a PBSC
member overseeing a particular portfolio can issue such directives on
matters that fall into his or her area of responsibility. Such comments
are then related to the functional bureaucracies and can lead to the
formulation of a new policy, the modification of an existing policy, or
other actions.

On the politburo and its seven-member PBSC, several members have
direct responsibility for external affairs. As the chair of the Foreign
Affairs Commission, Xi has overall authority on all aspects of China’s
foreign relations. Wang Huning, the PBSC member responsible for
party affairs, ideology, and propaganda, is the top official with oversight
of China’s overseas propaganda (#}&) efforts, while politburo member
and director of the CCP Propaganda Department Huang Kunming
oversees all media organs and has day-to-day oversight of the entire
propaganda system. Wang Yang, another PBSC member and the chair-
man of the Chinese People’s Political Consultative Conference
(CPPCC), has overall responsibility for the united front portfolio,
although Sun Chunlan (the only female member of the twenty-five-
person politburo and former director of the United Front Work Depart-
ment from 2014 to 2017) may also continue to have some residual
responsibilities as well, since her current portfolio includes education
and culture. Additionally, You Quan, a member of the politburo secre-
tariat, is now the new head of the UFWD, and he is in charge of the day-
to-day work of the department. These leaders’ views on particular issues
carry a great deal of weight and can often result in significant policy
initiatives or modifications.

Besides issuing brief policy directives via their comments on docu-
ments (known as ft7R), top leaders can also communicate their ideas or
orders in conversations or meetings with the ministers in charge of func-
tional bureaucracies. Such ideas or orders can lead to actions at the
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implementation level or to the formulation of a new policy or the modi-
fication of an existing policy.

Policy Coordination

The Foreign Affairs Commission, which used to be called the Foreign
Affairs Leading Small Group (est. 1956), is by far the most important of
these organizations. The role of the commission is similar to that of the
interagency “principals committees” in the US system. Its chairman is
Xi Jinping, while Premier Li Keqiang and Vice President Wang Qishan
serve as vice chairmen. Other PBSC members Wang Huning and Han
Zheng are members. Le Yucheng, a vice minister of Foreign Affairs, is
deputy director. Other members of the commission include the most
senior leaders of the Chinese government: Yang Jiechi and the ministers
of Foreign Affairs, State Security, Defense, Public Security, Commerce,
the CCP’s International Liaison Department, Taiwan Affairs Office,
Hong Kong and Macao Affairs Office, Propaganda Department, External
Propaganda Office, and Overseas Chinese Affairs Office.

The commission also has an attached “office,” known as the Central
Foreign Affairs Office (15¢4473), which has a dedicated staff of approxi-
mately fifty (many of whom are seconded from the Ministry of Foreign
Affairs, International Liaison Department of the CCP, other ministries,
and the military). The director of this office is currently Yang Jiechi—a
politburo member, former state councilor, and veteran diplomat. This
body is the central coordinating body for China’s foreign affairs—across
all bureaucracies—on a daily basis.

While the Foreign Affairs Commission is the principal organization
in the making and coordination of China’s overall foreign policy, the
United Front Leading Small Group and the External Propaganda Lead-
ing Small Group also have important—but somewhat lower—status in the
Chinese hierarchy. They are led, respectively, by the Politburo Standing
Committee member in charge of ideology and propaganda and the head
of the United Front Work Department. The Leading Small Group for
United Front Work is located inside the CCP’s United Front Work
Department and draws on UFWD personnel for staff work. The Leading
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Small Group for External Propaganda is subordinate to the CCP
Leading Small Group for Propaganda and Ideology and is required to
seek guidance from the Foreign Affairs Commission, and it draws on the
State Council Information Office (with which it has a dual role) for staff
work. Both groups play an important role in the formulation of policy

and coordination of implementation in their respective sectors.

Conferences

Another important instrument in the coordination of policy is the cen-
tral or national conferences that are convened to formulate and announce
new policy objectives and mobilize the bureaucracy to implement these
policies. Some of these conferences are convened more frequently and
are more important than others. Four central or national conferences are
held to coordinate foreign policy and external influence operations: the
Central Foreign Affairs Work Conference, the National Propaganda
Work Conference, the Central United Front Work Conference, and the
National Overseas Chinese Work Conference. These are large gather-
ings that last two to three days and are attended by key central, provin-
cial, and local leaders, as well as various ministries and the Chinese
military. These conferences serve to provide overall policy direction to
cadres working in that bureaucratic system (52%t) as well as to issue very
specific annual plans for the coming year’s activities.’

One measure of the importance of these conferences can be gauged
by who gives the keynote speech. For example, Xi Jinping gave the key-
note speeches at the Central Foreign Affairs Work Conference (2014 and
2018), the Central United Front Work Conference (2015), and the
National Propaganda Work Conference (2013 and 2018). When Xi does
not give the keynote speech, the politburo member in charge of that
domain gives it. By contrast, the keynote speech at the National Over-
seas Chinese Conference in 2017 was given by Yang Jiechi, who was at
that time a state councilor responsible for foreign affairs.

* The Central Foreign Affairs Work Conference is held at irregular
intervals (2006, 2014, and 2018) to review Chinese foreign policy
and announce new initiatives and objectives. It is attended by key
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ministers, ambassadors, senior military officers, and local officials
responsible for foreign affairs.

e The Central United Front Work Conference, which used to be
called the National United Front Work Conference, is also con-
vened at irregular intervals (2000, 2006, and 2015). Both national
and local officials responsible for religious, ethnic, and overseas
Chinese affairs participate.

* Prior to 2013, the External Propaganda Work Conference was con-
vened annually. But starting after that year, this conference has
become part of the annual National Propaganda Work Conference.
Officials in the propaganda sector from all over China attend these
conferences.

* The National Overseas Chinese Work Conference has been held
roughly every six years (2005, 2011, and 2017). Only national and
local officials responsible for overseas Chinese affairs participate.

Hierarchy and Division of Labor

The CCP-affiliated organizations in our diagram that are involved in
making policies concerned with Chinese influence activities abroad enjoy
higher political status than those that execute these policies. What makes
the Chinese system notable is the division of labor, the specialization of
its bureaucracies, and the staffing of these bureaucracies with well-trained
and experienced professionals. Besides engaging their counterparts over-
seas, these bureaucracies either oversee or directly conduct influence
operations in their areas of specialization. While there exists 7o single
organization overseeing the entirety of China’s influence activities abroad
(although if any one does have such sweeping purview, it is the Foreign
Affairs Commission), in the implementation of policies aimed to expand
Chinese influence abroad, there are two types of bureaucracies: general
purpose and specialized. The following institutional profiles include
many of the principal bodies involved in China’s overseas influence
activities.
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Ministry of Foreign Affairs

The Ministry of Foreign Affairs (MFA) is a typical general-purpose
bureaucracy that serves as China’s main interlocutor with foreign gov-
ernments. But since most of its time is consumed by routine diplomatic
activities, the foreign ministry itself does not play a significant role
in influence operations overseas. The one area where it does is via its
Department of Public Diplomacy (#4222 34422 7]), which primarily
oversees the MFA Spokesman’s Office in Beijing, international media
outreach, and China’s embassy spokesmen abroad; international visitor
programs; and “exchange” organizations, such as the Chinese People’s
Institute of Foreign Affairs (which bring a range of former officials and
international affairs experts to China). Also, the MFA is important inso-
far as Chinese embassies abroad have representatives of the Ministry of
Culture, the Xinhua News Agency, the CCP International Liaison
Department, the Ministry of Education, and other bureaucratic bodies,
each of which is involved in foreign influence activities.

United Front Work Department

The CCP United Front Work Department is a specialized CCP organ-
ization, one of four Central Committee departments.’ Its principal
mission is to build support for the CCP and its policies among domes-
tic ethnic groups, religious groups, the eight so-called democratic
parties (R¥%7K), the Chinese diaspora worldwide, and political, eco-
nomic, and social elites in Hong Kong, Macao, and Taiwan. These
united front activities have a long history dating to the CCP’s pre-1949
rise to power. The main tasks and objectives of the CCP’s united front
activities outside of Greater China are laid out in Article 31 of the CCP
Guidelines on United Front Work (H[E}: /=57 4t — Rk T/ESH), issued
in 2015—they target almost exclusively members of the Chinese dias-
pora, who are supposed to be encouraged to “contribute to the mod-
ernization and reunification of the motherland, advance the cause of

opposing (Taiwanese) independence and promoting reunification,
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inherit and propagate China’s outstanding culture, and promote the
friendship between the Chinese people and the peoples of the other
countries in the world.”

Although the United Front Work Department has attracted much
media attention, and the term “united front” has become a euphemistic
one for many analysts writing about China’s influence activities abroad,
the scope of the UFWD’s activities in China’s external influence opera-
tions is actually limited. Its primary target audience is the Chinese dias-
pora in general, and its elite members in particular. The mission of
engaging and influencing non—ethnic Chinese audiences, individuals,
and foreign institutions is assigned to other specialized Chinese entities—
such as the Chinese Academy of Social Sciences, the Ministry of Culture,
the Ministry of Education, the Ministry of State Security (e.g., China
Institutes of Contemporary International Relations), and other insti-
tutions that have well-trained professionals and long-standing ties with

their counterparts overseas.

International [Liaison] Department

The CCP’s International [Liaison] Department (FFHE(£%E) (ID) is in
charge of “party-to-party relations” (5¢Fr%%) and has the primary mis-
sion of cultivating foreign political parties and politicians around the
world. This party organ has existed since before 1949 and was formerly
charged with maintaining China’s fraternal ties with other communist
and socialist parties around the world, but in the wake of the Cold War,
the CCP/ID drastically broadened its mandate to interact with virtu-
ally all political parties abroad (except fascist and racist parties).
Today it claims to maintain ties with over 400 political parties in 140
countries, receives about 200 delegations, and dispatches about 100
delegations abroad every year. CCP/ID exchanges have provided an
important prism through which the CCP and other organizations in
China monitor the outside world and absorb lessons for China’s own
modernization. This kind of information gathering goes well beyond
traditional intelligence collection (although, to be sure, the ID also
engages in this activity).
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Through its interactions with political parties all over the world, the
CCP/ID serves an important function as a kind of “radar” for identify-
ing up-and-coming foreign politicians before they attain national prom-
inence and office. Having identified such rising stars, the CCP/ID brings
them to China (usually on all-expenses-paid visits)—often offering them
their first exposure to China and trying to make the best possible
impression on them. Another key dimension of this function has been
to expose CCP leaders at the provincial and subprovincial levels to the
outside world—often for the first time. Many provincial party secretar-
ies, governors, mayors, and other leading local cadres are taken abroad
on ID delegations every year. The CCP/ID has also played a key diplo-
matic role in certain instances, such as providing a liaison dialogue
channel between the United States and North Korea.

In addition, the ID performs a range of other functions:

* Administering “private sector” liaison organizations to facilitate
contact with think tanks, NGOs, and individuals worldwide

¢ Collecting current intelligence and information on the foreign pol-
icies, domestic political scene and political parties, and societies in
various nations worldwide

* Sending special study teams abroad to research important topics
related to China’s reforms

¢ Contributing to the work of Chinese embassies worldwide (usually
monitoring domestic politics and liaising with domestic political
parties, movements, and personages)

* Working with other CCP Central Committee departments and
State Council ministries to facilitate their work overseas (e.g., assist-
ing the United Front Work Department concerning Taiwan, the
State Council Information Office/External Propaganda Leading
Group concerning China’s image abroad, or the National People’s
Congress on parliamentary exchanges)

* Arranging visits of central-level, provincial-level, municipal-level,
and occasionally subprovincial-level CCP officials abroad

* Hosting foreign leaders, politicians, party officials, and ex-officials,
as well as a range of foreign policy specialists, on tours of China
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* Hosting the biannual World Political Parties High-Level Meeting
and the annual CCP in Dialogue with the World meeting

As such, the ID performs extremely important roles overseas and is
a key—but underappreciated and even unknown—instrument in China’s

international influence activities.

The State Council Information Office/External
Propaganda Leading Group

The State Council Information Office/External Propaganda Leading
Group (SCIO/EPLG) is the nerve center and leading organ in the sprawl-
ing system of China’s international propaganda (X4$44&) work. It maps
out the entirety of China’s overseas “publicity” work, assigns different
bureaucratic entities with specific tasks, fixes budgets for entities in this
system, and convenes yearly meetings to implement the annual external
propaganda plan (AVEEHA). The SCIO is commonly known in
Chinese both as the Guo Xin Ban (E#77}) and Wai Xuan Ban (External
Propaganda Office, VE7). The reason for the two names is because it
straddles two bureaucratic systems—the party and the state. It is for-
mally under the State Council, but it is also overseen by the Chinese
Communist Party’s External Propaganda Leading Group. This bureau-
cratic duality is what the Chinese describe as “one organ, two signboards”
(— ML PIEET), a reference to the white placards that hang outside
the gates of all Chinese institutions (in this case, giving the appearance of
two different institutions inside but in reality only one). As such, the
SCIO is the administrative office for the EPLG, playing a coordinating
role in the media area similar to that performed by the Central Foreign
Affairs Office (CFAO, H 544 p) for the Foreign Affairs Commission (H
RNERAR).
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China’s Influence Activities
in Select Countries

This report has focused on the range of challenges the United States
faces in an era of accelerating Chinese influence activities on multiple
fronts. But this issue is hardly unique to the United States—indeed,
China’s influence activities now occur all around the world. In some
instances, notably Australia, these activities appear to have proceeded
much further than they have so far in the United States. In general, they
seem more advanced in Asia and Europe, but there is also evidence of
such activities in Africa and Latin America as well.

In order to explore some of the wider patterns that have emerged, this
appendix offers brief summaries of the effects of such activities in eight
countries: Australia, Canada, France, Germany, Japan, New Zealand,
Singapore, and the United Kingdom. In each of these settings, the Chinese
Communist Party (CCP) has refined its efforts through trial and error
in order to exploit a critical asymmetry: China’s communist party-
state has established barriers to external political influence at home
while, at the same time, seizing upon the openness of democratic sys-
tems overseas.

China seeks to make itself more palatable to democratic societies by
using many of the customary vehicles of soft power—such as state-funded
research centers, media outlets, university ties, and people-to-people
exchange programs. These programs mimic the work of independent
civil society institutions in a democracy, cloaking the extent to which the
party-state controls these activities and genuine civil society is tightly
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repressed inside China. In conjunction with the dramatic expansion of
Chinese economic interests abroad, the Chinese government has focused
its influence initiatives on obscuring its policies and suppressing, to the
extent possible, voices beyond China’s borders that are critical of the
CCP.! Targeting the media, academia, and the policy community,
Beijing seeks to penetrate institutions in democratic states that might
draw attention or raise obstacles to CCP interests, creating disincentives
for any such resistance. Chinese economic activity is another important
tool in this effort. Beijing is particularly skilled at using economic lever-
age to advance political goals in the realm of ideas, working through indi-
rect channels that are not always apparent unless one examines Chinese
business activities in conjunction with Beijing’s other influence efforts.

Democracies worldwide are reckoning with the impact of “sharp
power.”? From Central Europe, where China has created the 16+ 1 Ini-
tiative, to sub-Saharan Africa and Latin America, where Chinese engage-
ment in infrastructure and the media has grown discernibly in recent
years, China’s sharp power has come into view. A good deal more study
is needed to understand the impact of these influence activities globally.
Only with such understanding and comparative case studies can demo-
cratic societies craft responses that safeguard the integrity of their insti-
tutions while staying true to liberal democratic values.

AUSTRALIA

Australian journalists, scholars, officials, and political leaders have found
themselves on the front lines of a global debate on how the CCP is work-
ing to covertly manipulate the political processes of democracies around
the world. The Australian government has been the first to formulate a
coherent and principled policy response. These efforts have had a cata-
lyzing international impact. Randall Schriver, the Pentagon’s senior
official for Asia, said Australia has “woken up people in a lot of countries
to take a look at Chinese activity within their own borders.”! Hillary
Clinton, the former New York senator and presidential candidate, said
Australia (together with New Zealand) has sounded the alarm on “a
new global battle.”” Government leaders in New Zealand, Canada, and



China’s Influence Activities in Select Countries 165

the United Kingdom have all been paying close attention to these grow-
ing Chinese activities. And yet, despite leading the way, effective imple-
mentation is far from assured in Australia. Sustaining a counter-interference
strategy against the CCP—with its unrivaled resources and organization—
will require an unprecedented degree of policy fortitude and political
strategy from Australian political leaders on both sides of the parlia-
mentary aisle as well as the support of business leaders and the general
public.

The Australia conversation has mostly been led by enterprising
journalists and aided by a handful of sinologists. It has been a healthy
catalytic process in which security agencies have been communicating
warnings to institutions at risk and politicians have been taking security
agencies and credible media investigations seriously. The director-general
of the Australian Security Intelligence Organization, Duncan Lewis, said
the espionage and interference threat is greater now than at any time dur-
ing the Cold War due to a greater number of foreign intelligence actors
and the advent of cybertechnologies. He said foreign interference activ-
ities range from “a foreign power using local Australians to observe and
harass its diaspora community here in our country through to the recruit-
ment and co-opting of influential and powerful Australian voices to lobby
our decision-makers.”

Much of the debate—particularly in its early stages—has been
anchored in the community of Chinese Australians. Ethnic Chinese
writers, entrepreneurs, and activists led the way in drawing the nation’s
attention to the party’s efforts to suppress the diversity of their opinions
through surveillance, coercion, and co-option. In 2005, Chinese defec-
tor Chen Yonglin exposed an enormous informant network that kept tabs
on Chinese Australians, including Falun Gong practitioners, who defied
the party line. In 2008, thousands of red-flag-waving students were mobi-
lized to march on Canberra’s Parliament to “defend the sacred Olympic
torch” against pro-Tibet and other protestors as the torch wound its way
to the Olympic ceremony in Beijing.* More recently, Chinese Australian
journalists have laid a foundation of investigative reporting on the
CCP’s concealed links to Australian politics. Philip Wen, Beijing cor-
respondent for the Sydney Morning Herald, showed how the party was
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“astroturfing” grassroots political movements to give the impression of
ethnic Chinese support for Beijing’s policies and leaders and to drown
out its opponents. Over the past two years, Australian investigative
journalists have documented a series of examples of Beijing-linked politi-
cal donors buying access and influence, universities being co-opted as
“propaganda vehicles,” and Australian-funded scientific research being
diverted to aid the modernization of the People’s Liberation Army
(PLA). Some of those reports showed how the CCP was using tools of
coercion and co-option to manipulate deliberations of the Australian
Parliament.

In 2017, CCP interference in Australian democratic processes became
so brazen that party officials began to use their capability for interfer-
ence as diplomatic leverage. The targets were bipartisan. The CCP
reportedly leveraged the fact of its arbitrary power over Australian pris-
oners in China as it sought to persuade the Malcolm Turnbull govern-
ment to ratify a controversial extradition treaty.” And Meng Jianzhu, then
China’s minister of public security, warned the Labor opposition lead-
ership about the electoral consequences of failing to endorse the treaty.
According to the Australian newspaper: “Mr. Meng said it would be a
shame if Chinese government representatives had to tell the Chinese
community in Australia that Labor did not support the relationship
between Australia and China.”®

In June 2017, a joint investigation by the Australian Broadcasting
Corporation and Fairfax Media revealed that the Australian Security
Intelligence Organization (ASIO) had warned the major political parties
that two of Australia’s most generous political donors had “strong con-
nections to the Chinese Communist Party” and that their “donations
might come with strings attached.”” One of them leveraged a $400,000
donation in an attempt to soften the Labor Party line on the South China
Sea. Most notoriously, an ambitious young Labor senator, Sam Dastyari,
was shown to have recited Beijing’s South China Sea talking points
almost word for word immediately after the political donor had threatened
to withdraw his money. Dastyari was also shown to have given counter-
surveillance advice to the donor. As a result of these actions, Dastyari
was forced to resign from Parliament. Again, the CCP was shown to be
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working both sides of the political aisle. The Liberal trade minister,
Andrew Robb, was shown to have stepped directly from office into a con-
sultancy job to the CCP-linked company that bought a controversial
lease for the Port of Darwin. The contract showed Robb to be earning
880,000 Australian dollars per year (more than 600,000 US dollars plus

goods and services tax) for unspecified services.®

Response and Counter-response

In December 2017, as the political attacks on Dastyari came to a head,
Prime Minister Turnbull revealed that his coalition government had
been “galvanized” by a classified report into foreign interference that he
had commissioned in August 2016. Turnbull unveiled a new counter-
foreign-interference strategy, which he said would be shaped by four
principles. First, the strategy would target the activities of foreign states
and not the loyalties of foreign-born Australians. As Turnbull put it, “Our
diaspora communities are part of the solution, not the problem.” Second,
the strategy would be country-agnostic and not single out Chinese inter-
terence. Third, it would distinguish conduct that is “covert, coercive, or
corrupting” from legitimate and transparent public diplomacy. And
fourth, it would be built upon the pillars of “sunlight, enforcement,
deterrence, and capability.”’

At the same time, the prime minister introduced sweeping new leg-
islation into Parliament. One bill introduced a wide-reaching ban on for-
eign political donations, including measures to prevent foreigners from
channeling donations through local entities.”’ A second bill imposed dis-
closure obligations for those working in Australian politics on behalf of
a foreign principal. This bill would capture many of the indirect meth-
odologies of CCP intelligence and United Front Work Department
(UFWD) operations that are not caught by the US Foreign Agents Reg-
istration Act. And a third tranche of legislation would close some large
loopholes in the Australian criminal law by introducing tough but grad-
uated political interference and espionage offenses.

Turnbull also introduced legislation to establish a new Department of
Home Affairs, which, among other roles, would house a national counter-
foreign-interference coordinator who would integrate intelligence and
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enforcement and coordinate policy development. On December 16, 2017,
at the height of this debate—and days after Turnbull introduced the
new laws—the coalition government passed a serious electoral test by
winning a by-election in the Sydney seat of Bennelong. According to
one opinion poll, two-thirds of voters support the foreign interference
legislation, with just 11 percent opposed—in a seat that has one of the
largest ethnic Chinese communities in the country.

And yet, despite this policy progress, strong evidence of electoral sup-
port, and favorable international recognition, the Turnbull government
found the politics and the diplomacy to be heavy going. At one level this
is not surprising. The CCP excels in using covert and deceptive means
to work preexisting fault lines of open, democratic societies. It has shown
itself prepared to use the levers of economic engagement as a tool of
political coercion. And there is no precedent for a mid-sized, open, mul-
ticultural nation standing its ground against a rising authoritarian super-
power that accounts for a large proportion of its migrants and one in
every three of its export dollars.

After seizing the political and policy initiative in 2017, the Turnbull
government went quiet over the first half of 2018. It faced pushback from
powerful domestic lobbying groups arguing that the proposed legisla-
tion went too far. Media firms targeted the espionage law, charities the
donations law, and universities the proposed transparency law. Further
resistance was mounted by multicultural lobbyists who maintained that
Australia’s reputation as an inclusive society was challenged by mention
of foreign government interference in community affairs. Prominent
business leaders and academics with China contracts called for an end
to “China-bashing.”

China’s embassy in Canberra also played a part, publicly intervening
as if it were a champion of Chinese Australian communities to confront
“racist bigotry” in Australia. China’s government consistently portrayed
the counter-interference policies and conversation as an attack on “China”
and “Chinese people.” And Beijing framed Canberra’s efforts to defend
its institutions as an attack on the bilateral relationship. As if to confirm
its own judgment, Beijing was reported to have frozen ministerial and

official meetings across a range of key portfolios. In the ensuing silence,



China’s Influence Activities in Select Countries 169

some of the CCP’s most potent narratives filled the vacuum. It was not
clear that the Turnbull government could push through the most sig-
nificant overhaul of counterintelligence legislation in forty years with-
out explaining why it was necessary.

It took a series of further explosive media investigations and some
unorthodox political interventions to regain control of the conversation
and ensure bipartisan support for the legislation. The chair of the Joint
Parliamentary Committee on Intelligence & Security, Andrew Hastie,
named one of Australia’s most generous political donors as a “co-
conspirator” in a UN bribery investigation and linked the affair to
covert interference. “In Australia it is clear that the Chinese Commu-
nist Party is working to covertly interfere with our media and universi-
ties and also to influence our political processes and public debates,”
Hastie told his committee, after receiving support from the deputy chair,
Anthony Byrne. “And it’s time we applied sunlight to our political sys-
tem and a person who has featured prominently in Australian politics
over the past decade.”

The counter-interference criminal legislation and the foreign influ-
ence transparency scheme both passed through Parliament on June 28.
The Home Affairs legislation had passed through Parliament earlier in
the year, with the counter-foreign-interference task force established in
April 2018. This effectively elevated the importance of countering for-
eign interference to a similar status as countering terrorism.!? At the time
of writing, the legislation to ban foreign political donations has not passed
through Parliament. And Turnbull himself has been replaced as prime
minister. The new prime minister, Scott Morrison, appears to have opted
for policy continuity.

The Turnbull government led the way in diagnosing the challenge,
forging an internal consensus, and setting out a bold and coherent coun-
terstrategy. Australia became the first country in the world to lay the
foundations for a sustained and coherent counter-interference strategy.

But if Australia is going to reset the terms of its engagement with a
superpower—holding China to its principle of noninterference and set-
ting a precedent of sovereign equality that others might follow—then it
will have to accept strains on the bilateral relationship. If the government
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is to successfully implement a transformational strategy to defend Aus-
tralia’s democratic processes and social cohesion, then it has to find
politically sustainable ways of engaging the democratic process and pub-
licly making the case.

CANADA

Canada has a long history of engagement with the PRC dating back to
1970. Substantial and rapidly expanding connections with China at
multiple levels include human flows (migrants, tourists, students), trade
(with a major and recurring imbalance in China’s favor), and diplomatic
interactions. There are roughly 160,000 PRC students in Canadian
schools, about 70 percent of them in universities and colleges. Per cap-
ita, this is about three times as many as in the United States and roughly
on par with Australia.

Canadian experiences with Chinese interference are less intense than
those documented in Australia and New Zealand, although that is chang-
ing. As early as 1997, a leaked report by Canada’s Security Intelligence
Service of the Royal Canadian Mounted Police (RCMP) identified
improper influence through community associations connected to
Chinese intelligence agencies and efforts to award politically con-
nected Canadians in high-level roles with Chinese entities.! Today, the
view in Ottawa is that China is definitely trying to influence Canadian
opinion and opinion makers but is not making much headway at pre-
sent. At the federal level, the greatest concern with China has to do with
the acquisition, often by legal means, of strategic Canadian assets such as
oil sands or major companies.

As in other countries, Chinese state actors (the CCP International
Liaison Department, commercial entities, media) have targeted politi-
cal parties and politicians (with a few ongoing cases at the provincial and
municipal levels that are being investigated by the RCMP), civil society
(through Confucius Institutes and consular outreach), and academia
(through the Chinese Students Association, China Scholarship Coun-
cil supervision of student recipients, and pressure on Canadian China
specialists). An informal survey of Canadian China professionals (politi-
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cal and business actors) and China specialists (research professionals)
confirms some PRC state activity in all these realms. But no cases have
yet reached the intensity or threat documented in Australia and New
Zealand.

In large part, this difference in intensity is due to material factors:
Canada is less dependent economically on China than Australia and New
Zealand are, but it is smaller and less powerful than the United States.
In short, while facing similar influence and interference efforts from
China, Canada—Ilike the United States—appears to have more effec-
tive mechanisms (diplomacy, election-funding transparency, foreign-
investment regulations) than Australia and New Zealand. Indeed, in
May 2018 Canada’s security service produced a report warning of the
extent of interference in New Zealand.?

Politics

The Liberal government elected in October 2015 is inclined to expand
relations with China at the diplomatic and commercial levels, including
with some form of bilateral free-trade agreement and deeper coopera-
tion on global issues like climate change, counterterrorism, and peace-
keeping. Yet, despite Asia’s rising geoeconomic and geopolitical weight,
Canada’s strategic center of gravity remains heavily tied to the United
States and the transatlantic world and to Western perspectives. There
are significant disagreements in the public and within government about
the possibilities, opportunities, limits, and risks of a deeper relationship
with China.

In December 2018, Canada arrested an executive from the Huawei
telecommunications company on an extradition request from the United
States. The case sparked controversy in Canada, especially after China
apparently retaliated by arresting two Canadians, one a former diplomat,
on vague national security-related charges. The Canadian public seems
to have been angered by the case and China’s reaction.

Things weren’t helped in February 2019 when members of the Chinese
Students and Scholars Association, a group closely aligned with the Chinese
government, shouted down and videotaped a Turkish human-rights
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activist during a speech she gave at McMaster University in apparent
coordination with Chinese diplomats. That same month more than ten
thousand people signed a petition trying to block a Tibetan woman
from running for student president at the University of Toronto at Scar-
borough, because of her pro-Tibetan social media posts. China’s state-
run press had praised the campaign to silence her.

Media reports highlighting concerns over improper interference also
include the following:

¢ In 2010, the director of Canadian Security Intelligence Service,
Canada’s national security agency, said at least two provincial
cabinet members and other government officials were under the
control of foreign countries (including China).> Facing political
pressure, he later said none of the actions were “illegal” and that
“foreign interference is a common occurrence in many countries
around the world and has been for decades.”*

* In 2016, Prime Minister Justin Trudeau was a subject of controversy
for his attendance at cash-for-access dinners.” Among the attend-
ees were Chinese billionaire Zhang Bin, who donated $1 million
to the Pierre Elliott Trudeau Foundation. Also at the dinner was
Liu Meng, a CCP official who was opening a Chinese Chamber of
Commerce, a common united front organization, in the country.

e In 2017, a Conservative member of Parliament was denied a visa to
visit China because she intended to raise questions about human
rights.

¢ In October 2017, the Financial Times acquired a united front teach-
ing manual that praised the success of overseas Chinese candi-
dates in Toronto elections and that stated, “We should aim to work
with those individuals and groups that are at a relatively high level,
operate within the mainstream of society and have prospects for
advancement.”’

* In December 2017, the Globe and Mail reported that two Conser-
vative senators had set up a private consulting business with the
intent of attracting Chinese investment to Newfoundland and
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Labrador.® The paper also reported that the Senate’s ethics watch-
dog was investigating an all-expenses-paid trip to China taken by
three Conservative senators, including one involved in the con-
sulting company.” (The paper had previously reported on thirty-
six trips to China funded by arms of the Chinese government or
business groups.)!

e In December 2017, Conservative senator Linda Frum called for an
investigation into improper influence in Canada.!! She alleged that
laws banning direct foreign donations to political parties are suf-
ficiently robust, but third-party groups—so long as they receive
funds six months prior to the election—can use foreign money to

influence voters.

Civil Society

In 2016, the New York Times reported about pressure on independent
Chinese-language media in Canada.!? In January 2018, a coalition led by
Amnesty International submitted a confidential report to the Canadian
government detailing harassment and digital disinformation campaigns
and direct threats against Uighurs, Tibetans, Taiwanese, democracy

advocates, and members of Falun Gong."

Business

One of the emerging debates in Canada concerns the future of China’s
telecom giant Huawei, which is widely believed to have links with
China’s People’s Liberation Army. Huawei has little significant business
in the United States and was recently banned from participating in Aus-
tralia’s 5G wireless network project. Now Canada is debating that issue,
despite the fact that the firm has established a vast network of relation-
ships with all of Canada’s major telecom carriers and Canada’s leading
research universities. Two former directors of the Canadian Security
Intelligence Service—Richard Fadden and Ward Elcock—as well as John
Adams, the former head of the Communications Security Establishment
(CSE), told the Globe and Mail in August that Canada should also ban

Huawei from supplying equipment for a 5G network."*
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Universities

An example from academia suggests the efficacy of Canadian efforts to
combat China’s influence operations. At one West Coast Canadian
university with large numbers of students from the PRC in undergrad-
uate humanities and social science courses, where potentially divergent
views of China and Chinese political behavior regularly form part of
the curriculum, there has been no observation of the pressures docu-
mented in Australia, where professors are often openly criticized by
Chinese students for proposing less-flattering ways of looking at
China. However, at that university’s for-profit “international transition
program,” which offers international students who did not qualify for
admission the chance (for a fee) to prepare to meet entrance require-
ments, university administrators have generally failed to integrate
the students who are overwhelmingly PRC Chinese with poor English
ability into the broader campus community. The result is that, even
without PRC consular pressure, there is a strong pro-PRC culture of
“political correctness” that conforms to united front goals without the
effort to promote it. It appears that social isolation is the driving factor
in this case.

Conclusion

Much of China’s influence activities in Canada are a legitimate exten-
sion of the public diplomacy in which all nations engage. The pressing
issue is when and where China crosses the line between influence and
interference. Canadian experience so far suggests more influence work
than interference. However, there are clear examples where such influ-
ence has become interference. So far, it would appear that the key vari-
able for the relatively low impact of Chinese state efforts (or proxies) turns
out to be Canadian practice more than Chinese state efforts. That is, the
internal diversity of the Canadian Chinese community blunts political
efforts by any one political party (including the CCP). More generally,
Canadian practices of multiculturalism, transparency, campaign financ-
ing rules, business regulation, and academic integrity are cultivated and
fairly robust.
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These experiences suggest the following solutions or best prac-
tices in the Canadian case, which largely parallel the broader report’s
findings:

* Make clear public statements of Canadian values—political, eco-
nomic, social, and academic.

* Insist on reciprocity with Chinese actors in each domain of
engagement.

* Identify what harms Canadian state, social, and community
interests.

* Strengthen the practice of Canadian values of multiculturalism,
open society, and integration.

 Share experiences in each sector to build capacity and promote
best practices, particularly engaging the Canadian Chinese
community.

¢ Train and make use of area specialists to better understand PRC
intentions (just as the PRC relies on “Western” specialists).

FRANCE

France is the Western European country with the most favorable dispo-
sition toward China historically, dating back to the establishment of
diplomatic relations in 1964. Yet, it is also the EU country where cur-
rent public opinion toward China is the most negative, overtaking
Italy in 2017. As in other countries, it is difficult to distinguish between
the voluntary exposure to influence, due to the French seeking to ben-
efit from China’s rise, and active efforts by Beijing to exploit French
vulnerabilities.

Both the left and right in France have supported close ties with China.
The dual nature of these ties differs from those in other European coun-
tries, where for the most part the left has been critical of US policy in
Asia and supportive of China and Vietnam. In France’s case, it was the
right, under Charles de Gaulle, which recognized China in January 1964
and criticized US policy during the Vietnam War. So, for example, in
January 2014, an all-night celebration for the fiftieth anniversary of the
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recognition was held in Paris with funding largely from major French
firms operating in China. But it also means that French state television
of the 1960s often aired views favorable to the Cultural Revolution, while
Maoism was influential inside the radical left. French diplomacy also has
had its “China school,” with leading figures such as Etienne Manac'h (a
historical Gaullist) and Claude Martin (who recently published his mem-
oirs under a title lifted creatively from a saying by Chairman Mao, Lz
diplomatie w'est pas un diner de gala, or “Diplomacy is not a dinner party”).

Still, the shift in public opinion has been equally notable. Simon Leys
wrote in French and spawned a critical tradition inside French sinology.
The 1989 Tiananmen Square crackdown and a demonstration condoned
by the French government on the eve of the G-7 Versailles Summit cre-
ated a lasting row with the PRC (to which arms sales to Taiwan in the
early 1990s can be traced). President Nicolas Sarkozy’s stand on Tibet
around the 2008 Olympics kindled an even more severe controversy with
China, one that also left a trace inside French officialdom. Although dip-
lomatic relations would be normalized in the ensuing years, this marked
the beginning of a rebalancing of France’s foreign policy in Asia. Today,
France is a leading arms provider to Australia, Malaysia, Vietnam, India,
Singapore, and—to a lesser degree—Japan. It is the leading country—
and one of only two EU countries—participating in freedom of naviga-
tion naval operations in the South China Sea, albeit with more limited
objectives than the United States. It has also taken the lead, with
Germany and Italy, in calling for investment screening by the EU, a
move that clearly targets Chinese attempts to obtain European high
technology.

Diaspora

The Chinese diaspora in France is the largest in Europe, estimated to be
between six hundred thousand and one million. Exact figures are not
known, as ethnic or religious censuses are banned in France. The diaspora
is not only large but diverse, including Hoa refugees from Indochina
arriving in the late 1970s, Wenzhou immigrants, Dongbei workers, and,
more recently, students and affluent Chinese. Wenzhou immigrants are
notably apolitical, while Dongbei (northeast) people are closer to PRC
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traditions. Very few influential French of Chinese origins come from
either of these two groups.

The PRC embassy in Paris and consulates in Marseilles and Strasbourg
have increased China’s outreach to the various Chinese communities in
recent years. Notably, actions were taken to encourage and mobilize
counterdemonstrations (largely from the student community) in Paris
during the 2008 Olympics row, and to exploit the issue of crime against
Asians (tourists or residents). In 2016, the death of a Chinese resident at
the hands of the police spawned a very sudden and publicly condoned
reaction in China itself, an echo and perhaps a reminder of the 2008
Olympics conflict. The PRC also has consulates in French Polynesia
and on Reunion Island, with activities more directed to communities of
Chinese origin that reside there.

Public figures from the second or third generation of immigrants are
emerging slowly. The traditionally anticommunist sentiment in Paris’s
thirteenth district, populated by former refugees, has all but disappeared.
The district’s Socialist Party member of Parliament, a former advocate
of Taiwan, switched his sympathies to the PRC before leaving politics
in 2017. While France has always seen itself as a melting pot society—
where even native languages dissolve over a generation—the economic
attraction of China is clearly felt.

Police and judicial cooperation have also become an issue. In 2017,
for the first time, a PRC citizen accused of corruption was extradited back
to China; no public assurances were given regarding a possible death pen-
alty. Another case erupted when Chinese public security officials made an
unannounced visit to France to pressure a resident to return home and

face charges.

Politics

For decades, China’s National Day reception has been the most sought-
after diplomatic reception in France, with queues often backing into the
street. China’s diplomatic buildings have in fact sprouted up around Paris,
sometimes acquired from French government sites on sale. China has
cultivated a stable of former French politicians. Of particular interest to
China is former prime minister Dominique de Villepin, who is a frequent
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visitor to the country. He has regularly made positive remarks to Chinese
state media and at other fora regarding the Belt and Road Initiative and
Chinese cooperation with the EU. In 2018, he became a distinguished
professor at the China Europe International Business School, and he
now heads its advisory board.

Civil Society

A new generation of NGOs linking French and PRC members and spon-
sors has emerged, complementing the traditional role of business. Most
prominent is the France-China Foundation, guided by an active French
diplomat and presided over by current prime minister Edouard Philippe.
With prominent PRC businessmen (such as Jack Ma) as cosponsors and
old or new members of the French establishment (e.g., former prime min-
ister Laurent Fabius and Cedric Villani, prominent mathematician and
a member of Parliament since 2017), the foundation hosts social events,
including at the Chiteau de Versailles. Its strongest activity is a Young
Leaders program that is patterned after the traditional Fondation France-
Amérique. Other organizations include the Fondation Prospective et
Innovation, headed by Jean-Pierre Raffarin, which awards a Wu Jianmin
scholarship named after a former Chinese ambassador to France.

Business

France maintains a negative trade balance with China, and Chinese com-
panies have not invested much in France compared to what they have
poured into Germany, Italy, and the United Kingdom. Chinese inves-
tors reduced investments during the 2016-17 presidential campaign and
have also met with informal refusals in some cases, such as Areva, the
French nuclear company. The Chinese domestic market is set to save
France’s dairy industry, even creating a temporary shortage of butter for
the first time since 1945. Still, complaints over too many purchases—or
too many tourists, for that matter—are drowned out by the profits
involved.

In mainland France, the Comité France-Chine of MEDEF, the
French business union, has always been a prominent link, usually spear-
headed by a prominent former French political figure (from Raymond
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Barre to Valéry Giscard d’Estaing and Jean-Pierre Raffarin). A separate
French-Chinese investment fund has also been created, headed by a for-
mer senior official in the Treasury department.

Until very recently, Sino-French activities were largely financed by
major French firms operating in China, with EDF, the semipublic elec-
tricity company that cooperates on nuclear plants with China, being the
most prominent. EDF has been criticized for its transfers of technology
to China, which it justifies by its contracts in China and the United
Kingdom with Chinese co-funding. This pattern of lobbying by the
French themselves may be changing. Huawei now appears as a frequent
donor, including for public conferences taking place in such prestigious
locales as the French National Assembly or Senate.

Quiet Chinese investments with ownership below the 10 percent
declaratory level, as well as in real estate, make for more diffuse influ-
ence. This is particularly true at the local level, where Chinese investors
are eagerly sought and business intermediaries tend to mushroom. Many
plans for industrial parks and regional airports have not materialized,
however. The partial takeover of the Toulouse airport (home of Airbus
and other aerospace firms) has been marred by the temporary arrest in
China of the lead Chinese investor and by a search for quick profits.

Academia

In general, French academic and scientific institutions have welcomed
Chinese students and researchers. The Commissariat 3 'Energie Atom-
ique (CEA), the Ecole Polytechnique, and the Paris Saclay cluster and
science park are all active in working with Chinese counterparts. The
Paris Saclay cluster and science park has signed agreements with Tsinghua
University and its commercial and high-tech spin-offs, Qinghua Hold-
ings and Qinghua Unigroup. The Fondation Franco-Chinoise pour la
Science et ses Applications, cofounded by the French and PRC science
academies, promotes stays in France for Chinese scientists. It does not
list any Chinese sponsoring firm. Huawei has been a major donor to the
Institut des Hautes Etudes Scientifiques, France’s famous mathematics
institution. The Fondation Victor Segalen is a partnership between a
French business school, ESCP, and China’s NDRC, and is sponsored by
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Huawei and a roster of French firms. Among the recent spate of Belt and
Road Initiative conferences, one at IRIS, a Paris-based think tank, was
sponsored by the PRC embassy in France.

Media

The PRC now controls the only Chinese-language print media in France.
Its TV channels (plus the Hong Kong—based Phoenix TV) are the only
Chinese-language channels carried to France and its overseas territories.
In the French-language media, China does not have a very strong posi-
tion and the country’s officials deplore what they believe is negative
reporting by French reporters. The PRC has had more success with
the publishing world, where several authors have appeared praising the
Chinese model. The most noted example is Francois Jullien, a literature
professor turned philosopher who emphasizes that China’s thought is
“perpendicular to ours.” Jullien’s work is popular among China-oriented
businessmen. Michel Aglietta, an anticapitalist economist, promotes
China’s state-driven economy, while Philippe Barret, a former Maoist
activist of the late 1960s turned government official and sovereigntist,

published a book in 2018 titled (“Do not fear China”).

GERMANY

China has so far made only a few conspicuous efforts to exert improper
interference in German politics, society, and business.! Those that have
occurred, however, deserve attention, and, coupled with the overwhelm-
ing resources dedicated to nominally legitimate influence activities, will
demand a coherent counterstrategy over time.

Chinese influence activities in Germany seem sophisticated even
though they currently do not appear very effective. The problem from
the Chinese point of view is that German public opinion and its media
are traditionally critical of the Chinese leadership. The Tiananmen
Square massacre still plays an outsize role in the Germans’ public per-
ception of China as it fell in the same year that East Germany began to
open up. Thus, instead of launching a PR campaign to play on German
skepticism of the United States (for example), as China does elsewhere,
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Chinese agencies have so far confined themselves to: (a) targeting younger
persons—those who have a professional or academic interest in China;
(b) weakening the EU and thus subverting a crucial foundation of
Germany’s influence; and (c) directing their major thrust at the one
part of German society that has a clear interest in good German-
Chinese relations and thus is susceptible to Chinese influence: the
business community.

While this report has focused on distinguishing legitimate influence
efforts from improper interference, it is important to acknowledge
behavior that is unquestionably illegal. Most acts of espionage have not
become public knowledge. Occasionally there are unconfirmed reports
about cyberactivities and Chinese I'T hardware containing devices
enabling espionage. In December 2017, German authorities revealed that
Chinese agents had used faked LinkedIn identities or avatars of Germans

engaged with China to contact people in the political and media spheres.

Politics

Angela Merkel, the present chancellor, has a decidedly cool attitude
toward China, although she has established mechanisms to work closely
with China over the years. Possibly because of her experience of being
raised in communist East Germany, Merkel clearly sees the challenges
presented by China to democracy and a liberal society. Indeed, there’s
an argument to be made that with the retreat of the United States from
human-rights issues, Germany has taken up the mantle as the strongest
critic of China’s human-rights practices. It was Merkel’s government that
won the release of Liu Xia, the widow of Nobel Peace Prize winner Liu
Xiaobo. Thus, it makes sense that the Chinese Communist Party has
opted to plant a seed within the German business elite with the hope
that in a post-Merkel Germany, China’s interests would be accommo-
dated more than they are at present.

Germany is also an indirect target of China’s efforts directed at the
16-1 group in Central Europe and within the EU. Among the sixteen
Central and Eastern European countries (eleven of them EU member
states) gathered in the 16-1 group, the expectation of Chinese invest-

ment has led to laxer application of EU rules on procurement and in some



182 Appendix 2

cases to opposition to joint EU criticism of China (e.g., concerning
the South China Sea, human rights, and the Belt and Road Initiative).
Chinese “divide and rule” activities weaken the EU’s China policy and
the EU’s cohesion in general and thus affect Germany negatively.?

There have been limited conspicuous efforts to target specific politi-
cians for cultivation, with two notable exceptions: former chancellor
Helmut Schmidt (now deceased) and former minister of economics
Philipp Roessler. Influence activities directed toward political parties
are negligible, apart from efforts to include them in events on the Belt
and Road Initiative and the recent commemoration of forty years of
the policy of Reform and Opening. There have been some attempts
to establish relations with the new right-wing party “Alternative fiir
Deutschland.”

In 2016, the chair of the Human Rights Committee of the German
Parliament was told he would not be allowed to visit China with the rest
of the committee if he did not delete a report from his home page on
Tibetan flags being hoisted at German town halls. The committee
refused to go on the trip.

Academia

More than one hundred thousand Chinese nationals live in Germany,
most of them students. Intense exchanges take place between universi-
ties, research institutes, and think tanks, as well as between scholars in
many areas, in both the natural and social sciences. Similar to academ-
ics from other countries, several German researchers and academics
with a reputation of being critical toward the Chinese government
have been denied visas or access to interlocutors in China. China in
general targets junior scholars for cultivation. Contacts are initiated
from China with invitations to join research projects, apply for grants,
attend conferences, and write articles with the promise that they will
be published.

A notable instance of coercion occurred when the publishing com-
pany Springer Nature removed an estimated one thousand publications
from its internet catalog for China because their titles might not coin-
cide with official political positions of Beijing. So far, Springer has yet
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to reverse its decision, unlike Cambridge University Press in a similar
instance.

German universities host twenty Confucius Institutes (out of approx-
imately 160 in all of Europe). Like their counterparts elsewhere, they
invest more in gaining general sympathy in German civil society through
cultural activities than in advancing an overtly political agenda (which
does occur, although rarely). There are fifty-eight Chinese Students and

Scholars Associations in Germany that are well organized and seemingly
well funded.

Civil Society

Chinese officials regularly complain about the negative attitude toward
China in the German public, proven by polls, but do not yet tackle the
problem directly. Activities in the PRC by German NGOs and political
foundations are increasingly confined in their activities, not only through
China’s new NGO law but also because former Chinese partners are
reluctant to cooperate.

In a letter to the interior ministries of German federal states, the
Chinese embassy requested that communities be asked not to hoist
Tibetan flags on Tibet Day (March 10). In some cases, ministries com-
plied, but in the majority of cases they did not. Almost none of the
communities complied. The Chinese embassy in Berlin intervened with
hotels where activities involving Taiwan (such as trade shows) flew the flag
of the Republic of China. Probably in view of the costs incurred by cancel-
ing a contract with their Taiwanese partners, the addressees in general did
not comply. In a similar incident, at the first of a series of tournaments
between German third-league soccer clubs and Chinese soccer clubs, the
Chinese coach demanded that spectators be forbidden from holding up
Tibetan flags. The German soccer association’s representative did not
comply, and no more soccer matches of this sort have been held.

Business

Close relationships, often decades old, between various enterprises and
business associations (including a newly established one on the Belt
and Road Initiative) are nurtured by the Chinese embassy, consulates,
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and representatives from Beijing. The Chinese government provides
financial and logistical support for events like the Hamburg Summit or
Asia Pacific Days in Berlin. A long-standing practice has been to include
CEOs of major enterprises in advisory boards of mayors of major Chinese
cities and provinces (remuneration seems not to play a role).

The issue of “weaponized” investment is growing in importance. In
2016, Chinese companies spent 12.5 billion euros on investments in
Germany—about as much as the total investment of the entire previous
decade. The main targets have been successful technology companies.
The blitz has subsided in the wake of greater political scrutiny begin-
ning in 2017 and German efforts, along with those of the United Kingdom
and France, to limit China’s ability to buy, borrow, or steal leading
European technology.

German enterprises in both China and Germany are major targets
for information campaigns related to the Belt and Road Initiative. Enter-
prises generally respond positively although with circumspection (only
36 percent of German companies in China expect positive effects for
their business). Especially large enterprises (e.g., Siemens) have played
along and created their own “BRI Task Forces.” Siemens CEO Joe Kaeser
said in Davos in 2018 that the Belt and Road would become the “new
WTO.” Similar to instances elsewhere, when the Daimler company used
a quote from the Dalai Lama on its Instagram account, it was confronted
with massive protests in China’s media and it apologized publicly—
twice—to China. The city of Duisburg (one of the terminals of the trans-
Eurasian railroads) in January 2018 reached a “strategic cooperation”
agreement with Huawei to turn Duisburg into a “smart city.” That entailed
having Huawei build a “Rhine Cloud” to host Duisburg’s data.’

Media

German media have, for decades, been the target of official and unoffi-
cial Chinese criticism that they are “anti-Chinese.” China’s state-run
media have sought to make some inroads into the mainstream German
press. China Daily’s advertisement supplement, China Watch, has been
published in only one daily newspaper since readers protested its inclu-
sion in another paper. In 2017, China’s state-run Xinhua News Agency
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partnered with a German firm, the German Television News Agency,
or DFA, to provide soft features about how important China is to
Germany. Called “Nihao Deutschland,” the program has been criti-

cized as propaganda in the mainstream German press.*

Reaction

Itis in business, the one area of tangible Chinese influence efforts, where
pushback has begun in Germany. Chancellor Merkel and French presi-
dent Emmanuel Macron have initiated discussions with businesses and
the EU Commission on ways to establish stricter investment screening
procedures and to push for more reciprocity for European firms in China.
In April 2018, the second chamber of the German Parliament (represent-
ing the federal states) passed a resolution to lower the threshold at which
the government may intervene in foreign direct investment projects in
Germany. The measure was clearly targeted at China. As for the EU,
the German government has supported language that criticizes the BRI
concept for hampering free trade and putting Chinese companies at an

advantage.’

Conclusion

Many of the coercive actions documented here are for the most part mea-
sures one might imagine German diplomats abroad also adopting. What
raises questions are the size of China’s activities and its objectives. China
can wield massive resources in pushing its public diplomacy agenda. This
can turn German and European partners into pawns. The outsize dimen-
sion of China’s influence efforts can render them improper or even ille-
gitimate. China’s efforts on the investment side often involve draining
technical know-how from German firms. On the political side, its sup-
port of Central European countries has been carried out with the aim of
dividing the primary political organization of Europe, the EU. Neither
of these can be regarded as proper and legitimate behavior between states.

"The risk of Chinese interference in Germany is serious in the medium
to long term, even though so far it is mainly an indirect one and German
society by and large has proven sufficiently resilient. A preliminary
recommendation on how to prevent the problem from becoming more
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serious would be to focus on more cohesion, exchange, and transparency
among countries concerned, first of all within the EU. This will take
time and effort, considering that some countries in Europe (such as a few
Eastern European nations along with Greece) hope to use their support
of China’s political or technological goals to lure Chinese investment.
Still, as a leader of Europe, Germany—along with France—needs to ini-
tiate a broad-based discussion among the public and the business com-
munity about the challenge presented by China’s economy and political
system and its objectives.

JAPAN

Japan would seem to be the perfect target for the Chinese party-state
and its under-the-radar efforts to turn potential adversaries into benign
friends. Japan has deep cultural and emotional ties with China, through
history, language, and art, and a sense of Asian fraternity forged by their
struggles to keep intrusive, overbearing Western powers at bay. Many
in Japan also carry an enduring sense of remorse for their country’s bru-
tal subjugation of China in the opening half of the twentieth century.
However, the kinds of covert Chinese influence operations that have
come to light in countries like the United States, Canada, Australia, New
Zealand, and parts of Europe—with one exception—are not easy to find
in Japan.

A natural place to look for evidence of influence-peddling would be in
Chinese support for the left-wing Japanese peace groups that have long
investigated and published evidence of the Imperial Army’s war atroci-
ties in the 1930s and 1940s. Such Japanese research has been politically
useful for China in buttressing its own efforts to chronicle the suffer-
ings of its people during the conflict, as well as lending support to Beijing’s
tussling with Tokyo over how the history of the war should be man-
aged and told.

But Japanese activists have never needed encouragement from China
on this front. They lead homegrown movements with specific political
targets in Japan itself, notably attacking the conservative establishment

PI1Y

and defending the country’s “peace constitution.” These well-established
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groups, the origins of which lie in the Cold War splits of 1950s Japanese
politics, have long been attacked from the right in Japan for being unpa-
triotic. But none has been linked credibly to Beijing’s United Front Work
Department. Nor is there evidence that they have been manipulated and
managed by CCP-aligned or directed interests.

The Japanese Communist Party (JCP), which still retains a substan-
tial electoral base, is little help to Beijing on the ground in Japan. The
JCP was pro-Soviet through the Cold War and has no special affinity
with Beijing.

Japan’s cultural and institutional familiarity with China makes it, in
different ways, less amenable to Chinese influence than it would appear
to be at first blush. After all, Japan has absorbed much from China over
many centuries, taking in what it wanted and adapting it to its own ends,
and keeping out much else. On top of that, any notions of Asian solidar-
ity have been subverted since the early twentieth century by war and poli-
tics and by the failure of the two countries to reach an equilibrium in
the aftermath of Japan’s defeat in 1945 and the victory of the Chinese

communists in 1949.

Productive Back Channels

The opaque political cultures of both countries have shaped the way that
bilateral relations are conducted. Aside from conventional diplomacy,
leaders of the dominant political parties in China and Japan have exten-
sively used back channels to establish understandings on sensitive issues,
including the overt use of CCP organs, outside of normal state-to-state
relations.

The Chinese People’s Association for Friendship with Foreign Coun-
tries, headed by Li Xiaolin, the daughter of former Chinese president Li
Xiannian, has long been a forum through which the two sides have con-
ducted dialogues. The Friendship Association is effectively the public
face of the CCP’s UFWD. It is not covert and, for all the connotations
conjured up in its name, it remains avowedly an arm of the party-state.
In that respect, the Friendship Association remains a reliable conduit for
passing messages between the two countries, especially at a time, as in
recent years, when senior-level political exchanges have been fraught.
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When bilateral relations froze in 2012 after the clash over the Senkaku/
Diaoyu Islands, it was a measure of how dangerous things became that
the back channels, or the “pipes,” as the Japanese describe them, froze,
making diplomatic signaling difficult across the East China Sea.

Okinawa and Senkaku/Diaoyu Debates

The clearest case of covert meddling occurs far south of Tokyo in
Okinawa, the ancient island-kingdom that is geographically closer to
Taiwan than it is to the Japanese mainland. As late as 2015, prominent
Chinese were asserting that the Ryukyu Islands, which include Okinawa,
belonged as much to Beijing as they did to Japan. In large part, they
based their argument on the fact that the chain was once a Chinese
tributary state. The two countries still hotly contest this island chain,
known as Senkaku in Japan and Diaoyu in China. “I am not saying all
former tributary states belong to China, but we can say with certainty
that the Ryukyus do not belong to Japan,” wrote Luo Yuan, a retired
and hawkish People’s Liberation Army general.! Chinese scholars have
argued that Japan’s annexation of the islands in 1879 was an invasion
and that the sovereignty of the island chain is thus open to question.
For the time being, the Chinese Foreign Ministry has not pressed this
issue.

Operating at arm’s length from the government, a cabal of self-styled
Chinese patriots openly agitates for the Ryukyus (Senkaku/Diaoyu) to
be taken from Japan and to become part of China. The main group calls
itself the Organizing Committee for the Ryukyu Islands Special Admin-
istrative Region of the Chinese Race.? “The Chinese race does not fight
wars. The Chinese race only safeguards peace!,” runs one pronouncement,
which was designed as an outreach to potential supporters on Okinawa.
“The Chinese race is relying on you. The Chinese race today relies on
you, and the Chinese race can rely on you.”” Even more extreme is the
way that the group frames its assertion that the Ryukyus (Senkaku/
Diaoyu) should become part of China. “The Japanese people are a part
of the Chinese race and Japan is originally of Chinese blood,” the group’s
president, Zhao Dong, says in one posting.
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Their appeals to a notion of Chinese brotherhood, combined with
the fact the group writes in traditional Chinese characters, suggests that
the main consumers of the Organizing Committee for the Ryukyus pro-
paganda may not be on mainland China. Instead, the Organizing Com-
mittee may well be targeting supporters of the Kuomintang in Taiwan,
where hardcore supporters of unification have become marginalized in
mainstream politics, or overseas Chinese communities.*

It is of some significance that the same individuals who make up the
Organizing Committee are also listed online as serving in CCP United
Front Work Department positions in Hong Kong.” The Organizing
Committee for the Ryukyus also has a robust online presence, with both
a website and a Weibo (similar to Twitter) account.® It is worth noting,
also, that the Hong Kong—based campaign to regain the Ryukyus has
not won any overt or consistent support from Beijing.

But the Hong Kong patriots’ campaign has the benefit of being
aligned with anti-Japanese sentiment in Okinawa itself, where both
political leaders and the local media are antagonistic toward Tokyo. The
local discontent is directly related to the long-standing presence of tens
of thousands of US military personnel stationed on the island and the
ways in which they have interacted with the indigenous population.

For the CCP in Beijing, with an eye on the long game, building links
between malcontents in Okinawa and patriots in Hong Kong could eas-
ily pay off in the future.

Countering Chinese Influence

The Japanese government has been at the forefront of attempts to counter
Chinese efforts to gain influence throughout Asia. It maintains a robust,
if under-the-radar, relationship with Taiwan. It has strong ties to Viet-
nam and it has attempted to modify China’s influence over Cambodia
and Laos, although to little effect. Japan has a close relationship with
New Delhi that involves not simply trade but also security. Japan and
India recently unveiled the Asia-Africa Growth Corridor as a way to
compete with Chinese influence in Africa. Japan’s ties to Australia are

deep as well.” Japan’s government was the source of the expression “Free
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and open Indo-Pacific” as a counterpoint to China’s attempts to turn the
Western Pacific (or at least the South China Sea) into a Chinese lake.
Moreover, Japanese firms currently are outpacing Chinese firms in terms
of infrastructure investment in Southeast Asia.

NEW ZEALAND

The issue of Chinese influence operations in New Zealand began to
attract significant attention in September 2017 when Anne-Marie
Brady, a professor at the University of Canterbury, published a detailed
assessment of that country’s experience in the weeks prior to national
elections.!

China’s influence operations in New Zealand are rooted in the same
set of policies and institutions that guide its work globally, often proceed-
ing outward from efforts targeted at the diaspora community. As has
been observed elsewhere, influence operations in New Zealand have
increased markedly since Xi Jinping became general secretary of the
Chinese Communist Party. The Chinese government considers New
Zealand an “exemplar of how it would like its relations to be with other
states.”” One unnamed Chinese diplomat even characterized relations
between the two countries as similar to China’s close ties with totalitarian
Albania in the early 1960s.

New Zealand is of strategic interest to China for several reasons. As
a claimant state in Antarctica, the country is relevant to China’s grow-
ing ambitions in that territory. It manages the defense and foreign affairs
of three other territories in the South Pacific. It is an ideal location for
near-space research and has unexplored oil and gas resources. Most crit-
ically, as a member of the “Five Eyes” security partnerships with the
United States, Australia, Canada, and the United Kingdom, New Zealand
offers enormous possibilities for Chinese espionage.

New Zealand is particularly vulnerable to Chinese influence because
it is a small state of 4.5 million people with strong trade ties to China.
China is New Zealand’s second largest trading partner and a critical mar-
ket for two of its most important sectors, tourism and milk products. It
should be noted that New Zealand has historically pursued closer ties
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with China than many other nations. What is changing is the willful-
ness with which China appears ready to exploit this dynamic and to sub-
vert New Zealand’s continued ability to independently shape its policy
priorities.

Examples of improper influence in New Zealand include revelations
that a member of Parliament concealed that he had been involved with
Chinese military intelligence for fifteen years prior to immigrating to
New Zealand; a New Zealand company found to be violating bans on
exports to North Korea via its Chinese partner; and the almost complete
domination of local Chinese-language media by pro-PRC outlets.

Chinese Diaspora

There are currently two hundred thousand ethnic Chinese in New
Zealand, primarily concentrated in Auckland. During the Cold War,
Chinese New Zealanders “were neither pro-CCP nor pro-PRC” and
its community institutions were “proudly independent.” Now, few
activities are noticeably independent of Beijing.

In addition to its embassy in Wellington, Beijing coordinates its
engagement with the diaspora through an Overseas Chinese Service
Center, established in Auckland in 2014. The organization considered
most closely connected with PRC authorities in New Zealand is the
Peaceful Reunification of China Association of New Zealand, which was
founded in 2000. Controlled by the United Front Work Department, it
has encouraged bloc voting in the ethnic Chinese community, fund-
raising for friendly ethnic Chinese political candidates, and organizing
of protests. The current leader of the association, a businessman in the
food industry, also heads or has leadership roles in other united front
organizations in New Zealand and has been publicly listed as an adviser
to the Beijing Overseas Chinese Affairs Council.

Several current ethnic Chinese individuals active in New Zealand
work “very publicly” with China’s united front organizations in New
Zealand.? In return they have benefited from fund-raising events held
by the Peaceful Reunification Association, which has encouraged ethnic
Chinese to vote for them. In the 2017 elections, a woman who led the
New Zealand Chinese Students and Scholars Association was placed on
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the Labour Party’s election slate, but the party did not receive enough
votes for her to enter Parliament. Chinese individuals active in New
Zealand politics have also attended Peaceful Reunification Association
meetings, where they stated their intention to promote China’s policies
with respect to Tibet, promoted a think tank tied to the Belt and Road
Initiative, and repeated slogans from Xi Jinping in local campaign
materials.

Politics

In 2017, it was disclosed that Yang Jian, who to date remains a member of
Parliament, concealed that he had been a student and teacher at two of
China’s military intelligence colleges for fifteen years before immigrating
to New Zealand. He omitted this history on his English-language resume
for his position at a New Zealand university, his permanent residency
and citizenship applications, and his parliamentary position, but he dis-
closed it selectively to those speaking Chinese. Yang has acknowledged
the veracity of these reports, including that he was a member of the
Chinese Communist Party, but claims he ceased his affiliation after leav-
ing the country in 1994. Since entering government, Yang “has been a
central figure promoting and helping to shape the New Zealand National
government’s China strategy” and was a member of the Parliamentary
Select Committee for Foreign Affairs, Defense, and Trade from 2014 to
2016, which would have given him privileged access to information.*
Chinese influence efforts targeted toward New Zealand politics tran-
scend the diaspora community to include campaign contributions and
the cultivation of relationships with former senior officials. Individuals
with strong ties to united front organizations have donated several mil-
lion dollars, primarily to the National Party. One such individual, who
donated $112,000 to the National Party in 2017, is listed as an officer of
no fewer than seven united front organizations.’ Senior politicians who
have secured high-profile roles in Chinese companies include a former
party leader and members of Parliament who serve on the boards of the
New Zealand affiliates of major Chinese banks. A former minister of
finance serves on the board of a majority-Chinese-owned New Zealand



China’s Influence Activities in Select Countries 193

dairy. In late September, a former prime minister who now represents
an American company’s interests in China attracted attention for the sale
of property “well above market rates” to an undisclosed Chinese buyer.

Local politicians have also been targeted.

Business

Chinese companies have also been instruments of interference in New
Zealand. After acquiring a stake in a local telecom company in 2011,
Chinese telecom giant Huawei went on to win the contract to build New
Zealand’s 4G wireless network in 2013. Huawei also established research
partnerships and other investments in the country that may be leveraged
for nonbusiness purposes. In another instance, New Zealand aeronautics
company Pacific Aerospace in 2014 partnered with Beijing Automotive
Group on the sale of planes to the Chinese market. In 2017, Pacific
Aerospace was charged by New Zealand Customs with knowingly and
illegally exporting parts to North Korea via its Chinese partner.

Universities

New Zealand has long-standing scientific cooperation agreements with
China, most of which are benign. However, since China renewed an
emphasis on civil-military research integration in 2015, New Zealand,
like other countries hosting major research institutions, has been tar-
geted for its potential to further these aims. New Zealand universities
have partnerships with several Chinese universities linked to China’s
People’s Liberation Army (PLA), including the PLA Institute of Mili-
tary Culture (Massey); the National University of Defense Technology
(Auckland, Massey); Northwestern Polytechnical University (Canter-
bury); Shenyang Aerospace University (UNITEC); and Xidian Univer-
sity (Otago, VUW). New Zealand regularly hosts doctoral students who
were graduates of these universities and also hosts current students and
staff on short-term fellowships. Some New Zealand academics have roles
at PLA-linked universities. The potential for these relationships to be
exploited requires a reevaluation of government policies on scientific

exchange.®
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Civil Society

Media are a key target of China’s influence efforts. New Zealand’s local
Chinese-language outlets all have content cooperation agreements with
China’s Xinhua News Service, participate in annual media training con-
ferences in China, have at times employed senior staff affiliated with the
CCP, and have hosted CCP propaganda officials. CCP officials have
given direct editorial instructions to Chinese-language media in New
Zealand as part of the CCP’s strategy to blend overseas content with
that in the PRC. On television, a Chinese-language channel has removed
Taiwanese programming from its network. Xinhua has also established
its own television station.

With respect to English-language media, China Daily in 2016 estab-
lished a partnership with the Fairfax newspapers in Australia and New
Zealand. The Chinese embassy has sponsored the travel of journalists
and politicians. In other instances, donors with close connections to the
Chinese government have donated to organizations that provide research
funding and subsidize journalist and youth visits to China, as well as
exhibitions, book publications, and other activities that “promote a non-
critical view of China.”’

China’s representatives in New Zealand also put considerable pres-
sure on New Zealanders who speak up critically on China-related issues.
Since the publication of her initial report on Chinese influence opera-
tions in the country, Anne-Marie Brady has experienced break-ins at her
office and home, according to testimony before the Australian Parlia-

ment’s Intelligence and Security Committee.®

Conclusion

New Zealand’s government, unlike that of Australia, has taken few steps
to counter foreign interference in its internal affairs. Charity fund-raising,
which has been used by Chinese united front organizations to mask con-
tributions, remains excluded from disclosure requirements. New Zealand’s
intelligence service still cannot investigate cases of subversion and
foreign influence inside its political parties without the approval of the
service’s minister, whose political calculations may inhibit action. And
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media regulations remain inadequate to address improper influence by
means other than outright ownership, which may also merit reform.

SINGAPORE AND ASEAN

Singapore is unique in that it is the only majority ethnic Chinese state
outside of Greater China (Taiwan, Hong Kong, Macao). Singapore is also
unique in Southeast Asia because its rigorous standards of governance
and zero tolerance for corruption make it virtually impossible to bribe
or openly suborn political leaders or opinion leaders.

In 2016-17, Singapore’s generally friendly, smooth relationship with
China took a downturn. The proximate cause was Singapore becoming
country coordinator for China for the Association of Southeast Asian
Nations (ASEAN). This post is held by ASEAN member states by rota-
tion for a three-year term. China seemed to have convinced itself that
the role entailed Singapore “coordinating” ASEAN’s position on the
South China Sea (SCS) territorial disputes in its favor. But China has long
been unhappy with Singapore’s clear and consistent position on the SCS.
Singapore is not a claimant state to the South China Sea. The previous
country coordinator was Vietnam, a claimant state whose relation-
ship with China has been historically fraught. Chinese expectations of
Singapore may have been unrealistically high, particularly after the
Arbitral Tribunal on the case, brought by the Philippines against China,
ruled against China’s position in a verdict in July 2016.

China criticized Singapore’s support for SCS disputes being resolved
in accordance with international law as “taking sides.” It objected to
Singapore’s leaders and officials even speaking on the SCS issue. When
Singapore stood firm on its right to state its position on an issue of
undoubted importance to the region, the Chinese influence apparatus
was activated to pressure the government to change position. Singapore’s
experience in 2016—17 holds lessons for other ASEAN member states.

On the surface, China claims that it does not interfere in the inter-
nal affairs of other states. At the same time, it is led by a Leninist party
that embraces the ideas of the united front as a key tactic. Translated
into foreign policy, by its nature united front work involves lobbying,
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coercion, co-optation, and other influence operations—some of which
are legitimate, others of which are not. China’s self-declared role as the
representative of all Chinese people around the world and its stated
position that all Chinese are obliged to help China further complicate
its position in Singapore, which is 76 percent Chinese.

"This multifaceted and contradictory approach is deployed within an
overarching narrative of China’s inevitable and unstoppable rise and the
United States’ equally inevitable and absolute decline. This narrative and
others are propagated by various means: WeChat with Chinese-speaking
populations, social and mainstream media, whispering campaigns, busi-
ness, clan, and cultural associations, and conventional agents of influence
reporting to Chinese intelligence organizations, who cultivate what
Lenin called “useful idiots.”

A History of Influence

Chinese influence operations in Singapore are not a recent phenome-
non. China’s united front activities in the late 1950s and 1960s sought to
export China’s communist revolution to Southeast Asia and were part of
an open political struggle. But even after China’s proxies in the political
contest were defeated, China continued to try to shape public opinion
in Singapore. This attempt differed from the 201617 episode mainly in
the means deployed, which reflected the technologies available at the time.

On May 15, 1971, the Singapore government announced the arrest
and detention of three individuals under the Internal Security Act. The
government press statement revealed that “officials of a communist
intelligence service based in Hong Kong” had, between 1964 and 1968,
given loans totaling more than 7 million Hong Kong dollars at the “ridic-
ulously low interest rate of 0.1% per annum” to an ethnic Chinese busi-
nessman to start an English-language daily newspaper named the Eastern
Sun.! The newspaper commenced publication in 1966. In return for the
loans, the Eastern Sun was required not to oppose the PRC on major
issues and to remain neutral on minor issues.

In 2004, China deployed intense pressure on Singapore when then
deputy prime minister Lee Hsien Loong paid an unofficial visit to
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Taiwan. The Chinese were trying to get Singapore to cancel the visit.
Singapore adheres to a “One China Policy,” but if China had succeeded,
it would have forced a significant modification of Singapore’s approach
to Taiwan.

This was not the first unofficial visit by a Singaporean leader to
Taiwan. Previous unofficial visits by even more senior Singaporean
leaders had passed without incident. The 2004 visit conformed to the
established pattern in form and substance of previous visits. But what
the 2004 incident had in common with the 2016-17 episode was that
both occurred at times of political transition in Singapore.

In 2004, it was clear that Lee Hsien Loong would replace Goh Chok
Tong as Singapore’s third prime minister. By 2016, Prime Minister Lee
had made public his intention to step aside after the next general elec-
tion (due by 2020) and let a younger generation of political leaders take
over. The pressures deployed on both occasions may have been intended
as tests of the resolve of new leaders and warnings to new leaders about
what to expect unless they were more accommodating to China.

South China Sea

When Singapore became the ASEAN country coordinator in 2016,
Chinese diplomats called upon Singapore to “explain” China’s position
on the SCS to other ASEAN countries, or to ensure that the issue was
not raised in ASEAN forums, or, if raised, downplayed. Such démarches
have been routine in all ASEAN countries for many years.

Simultaneously, messages targeting civil society and other sectors
began to appear, most prominently on social media. The aim was to
instill a fatalistic acceptance of the inevitability and desirability of a
Chinese identity for multiracial Singapore and to get Singaporeans—
and not just Chinese Singaporeans—to pressure the government to align
Singapore’s national interests with China’s interests. In essence, they
asserted:

¢ Unlike Lee Kuan Yew, who had died in 2015, the current Singapore
leadership under Prime Minister Lee Hsien Loong did not know
how to deal with China. Relations were so much better then.
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* Singapore has no territorial claims in the SCS, so why was it sid-
ing with the United States against China?

* Surely, as a “Chinese country,” Singapore should “explain” China’s
position to the others or stay neutral.

It is difficult to pin down the precise origins of such narratives, but
they closely resemble arguments made in the Chinese media, in partic-
ular the Global Times. Omitted was the historical fact that Lee Kuan Yew
was the only noncommunist leader who in the late 1950s and early 1960s
went into a CCP-backed united front organization and emerged the vic-
tor. That drew a red line, which provided the basis on which Lee and his
successors developed Singapore’s relations with China. Also ignored was
the fact that even though Singapore has no territorial claims on the SCS,
that does not mean it has no interest there. And, most crucial of all,
although the majority of Singaporeans are ethnic Chinese, Singapore is
a multiracial country organized on the basis of meritocracy and it does
not view itself as a monoracial state like China.

Still, many Singaporeans, only cursorily interested in international
affairs, did not realize they were being fed oversimplifications and
swallowed them, or played along for other reasons. Businessmen, aca-
demics, and others with interests in China were given broad hints that
their interests might suffer unless Singapore was more accommodating,
and they passed the messages to the Singapore government. The Belt
and Road Initiative (BRI) was dangled as bait and the possibility of being
excluded loomed as a threat, even though Singapore, as a highly developed
country, did not need BRI infrastructure. Communist Party chairman
Xi Jinping himself had asked Singapore to start a BRI-related project in
Chongging. Prime Minister Lee Hsien Loong was pointedly not invited
to the BRI Summit held in Beijing in 2017, although Singapore was
represented at a lower level. Appeals to ethnic pride were made to yet
others.

The operation was effective. The pressures on the government
were great. It was difficult to explain the nuances of the SCS issue or
Singapore’s relations with China to the general public.
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Then Beijing went too far. In November 2016, nine Singaporean
armored personnel carriers (APCs) en route home from an overseas
military exercise were seized by China on the flimsiest of excuses.’
Singaporeans immediately understood that this was naked intimidation.
Even the leader of the opposition Workers’ Party criticized China in
Parliament. Beijing, by then increasingly concerned with the Trump
administration, decided to settle. In January 2017, the APCs were
released. The influence apparatus gradually stood down and relations
returned to normal. Chinese leaders went out of their way to project
friendliness. In late 2017, when news of Lee Hsien Loong being invited
to the White House by President Trump became public, the prime
minister was hastily invited to come to Beijing first, where he was
received by Xi and other senior Chinese leaders.

Academia

Most of the means by which the Chinese narratives were spread in
2016-17 were not illegal. However, in August 2017, Huang Jing, an aca-
demic born in China who was teaching at the National University of
Singapore’s Lee Kuan Yew School of Public Policy, was expelled from
Singapore and permanently banned from the country. The Ministry of
Home Affairs (responsible for internal security and counterespionage)
said in a statement announcing the expulsion that Huang had been
“identified as an agent of influence of a foreign country” who had
“knowingly interacted with intelligence organizations and agents of the
foreign country and cooperated with them to influence the Singapore
Government’s foreign policy and public opinion in Singapore. To this
end, he engaged prominent and influential Singaporeans and gave them
what he claimed was ‘privileged information’ about the foreign country
so as to influence their opinions in favor of that country. Huang also
recruited others in aid of his operations.” The statement went on to say
that Huang gave supposedly “privileged information” to a senior mem-
ber of the school of public policy in order that it be conveyed to the
Singapore government. The information was duly conveyed to very

senior public officials who were in a position to direct Singapore’s foreign
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policy. The intention, the statement said, was to use the information to
cause the Singapore government to change its foreign policy. The state-
ment concluded that Huang Jing’s collaboration with foreign intelligence
agents was “subversion and foreign interference in Singapore’s domestic
politics.”

The Singapore government has not named the foreign country. In
1988, Singapore had expelled an American diplomat for interference
in domestic politics. But it is generally accepted that Singapore’s moves in
Huang Jing’s case were directed at China.

Implications for ASEAN

There has been no systematic study of Chinese influence operations in
ASEAN member states. As a major economy contiguous to Southeast
Asia, China will always naturally enjoy significant influence even in the
absence of such operations. However, anecdotal evidence suggests that
Singapore’s experience is generally consistent across the region. The dif-
ferences stem mainly from lax governance standards in other ASEAN
member states and their lower level of development. Economic induce-
ments and the greater dependence of these countries on Chinese invest-
ment, under the general rubric of the Belt and Road Initiative, seem to
play a more prominent role.

A common factor is the focus on overseas Chinese communities.
Such operations are leading China into sensitive territory in Southeast
Asia, where the overseas Chinese are not always welcome minorities.
China’s navigation of these complexities has in many cases been clumsy.
Malaysia provides a particularly egregious example that betrays a form
of cultural and political autism. During the 2018 Malaysian general
elections, the Chinese ambassador to Malaysia openly campaigned for
the president of the Malaysian Chinese Association (MCA) in his con-
stituency. This was a blatant violation of the principle of noninterfer-
ence enshrined in Article 41 of the Vienna Convention on Diplomatic
Relations. It exposed beyond the possibility of concealment what
China really thinks of noninterference. The MCA president lost his
seat.
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"This was not the only instance of insensitive behavior by Chinese dip-
lomats in Malaysia. In 2015, the previous Chinese ambassador saw fit to
make his way to Kuala Lumpur’s Chinatown, where only days previously
the police had to use water cannons to disperse a potentially violent
anti-Chinese demonstration. There the Chinese ambassador delivered
a speech that, among other things, pronounced the Chinese govern-
ment’s opposition to any form of racial discrimination, adding for good
measure that it would be a shame if the peace of the area were to be
disrupted by the ill intentioned and that Beijing would not stand idly by
if anything threatened the interests of its citizens and Malaysia-China
relations.

Under other circumstances, these sentiments would perhaps have
passed unnoticed. But the timing and context laid the ambassador’s
remarks open to disquieting interpretations and drew a protest from the
Malaysian government. The PRC foreign ministry spokesman defended
the ambassador’s action as “normal, friendly behavior.” Undaunted, in
another speech a day later, the Chinese ambassador said, “I would like
to stress once more, overseas huagiao and huaren, no matter where you
go, no matter how many generations you are, China is forever your warm
national home.”*

Such behavior is not atypical in Southeast Asia. If other Chinese dip-
lomats have behaved more prudently in their engagement of overseas
Chinese communities in other ASEAN countries, it seems a matter of
differences between individuals rather than policy. Since such behavior
is patently not in China’s interest, China may be beginning to believe its
own propaganda. President Xi’s concentration of power and insistence on
greater party control seem to have created echo chambers where Chinese
diplomats and officials probably report only what is in accordance with
preexisting beliefs, resulting in situations where instructions are
blindly given and followed.

This kind of behavior is not confined to countries where there are
large overseas Chinese communities. Cultural autism or insensitivity is
one of the self-created obstacles to the smooth implementation of the BRI
that China is experiencing around the world. And as the media report
on the problems, awareness spreads. This does not mean that countries
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will shun working with China. But countries are going to be increasingly
cautious. They will push back when the terms of engagement are too
onerous and they will seek to forge relationships with as many other
major powers as possible.

Following the Malaysian elections, China is projecting friendliness
toward Malaysia. But as with Singapore, this is a pause, not the end of
the story. Since influence operations are embedded in the intrinsic nature
of the Chinese state, they cannot be abandoned unless the nature of the
Chinese state fundamentally changes. This is very unlikely.

UNITED KINGDOM

Unlike the United States, Australia, and New Zealand, the United
Kingdom has had no significant all-encompassing debate over Chinese
influence operations. When they have occurred, the debates tend to
be confined to specific areas such as the media, academia, or the economy.
The publication in February 2019 of a new report by the Royal United
Services Institute (RUSI), a defense and security think tank, represents
the first comprehensive consideration of the issue in a UK context.! As
such, Britain’s response to China’s attempts to insinuate itself within
Britain’s critical infrastructure, universities, civil society, political sys-
tem, and think tanks has been scattershot at best.

The United Kingdom has a complex political, economic, and histori-
cal relationship with China, which is a significant trading partner and
an increasingly significant source of investment.? Especially since the
official elevation of UK-China relations to Golden Era status in 2014 and
the result of the 2016 Brexit referendum, the United Kingdom has
become more open to Chinese influence.’ Areas of vulnerability to
improper interference include political and civil society actors as well as
the media. Chinese firms are involved in strategic parts of the British
economy, including telecommunications and nuclear power. The RUSI
report notes that while the ethnic Chinese population stands at only
0.7%, a smaller proportion compared to the United States, Australia,
Canada, and New Zealand, the United Kingdom is host to “more
Chinese students . . . than the rest of Europe combined.”*
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Improper interference activities can be difficult to distinguish from
acceptable influence via civil society exchange, public diplomacy, and
commerce. Problem cases include not only Chinese cyberattacks on
political organizations and think tanks but also willing collaboration and
reluctant complicity. A report by the Global Public Policy Institute and
the Mercator Institute for China Studies characterized the most impor-
tant areas for Chinese influence operations as civil society and the media.’
But others have noted that China’s leverage over the UK economy is
equally, if not more, important.

Politics

Since 2012, the UK governments under prime ministers David Cameron
and Theresa May have progressively toned down criticism of China over
human rights and Beijing’s obligations toward the United Kingdom to
respect the Sino-British agreement on Hong Kong. While this may be
in part due to the United Kingdom’s relatively weakening position, these
changes have coincided with Chinese efforts to influence British foreign
policy.

Influence activities by China have included not only apparent attempts
to engage in cyberattacks on the Scottish Parliament and on think tanks
specializing in international security issues with connections to govern-
ment, but also reports of intimidating messages sent to politicians seen
as enemies of China.f China has also denied UK politicians, such as
members of the House of Commons Foreign Affairs Committee and the
deputy chair of the Conservative Party’s Human Rights Commission,
Ben Rogers, access to Hong Kong to investigate human rights issues
there.”

China has also acquired influence by offering jobs to former politi-
cians, potentially creating dependencies. Former prime minister David
Cameron is a case in point. Cameron distanced himself from the Dalai
Lama in 2013 and embraced a Golden Era of UK-China ties in 2015
while still in office, positioning himself as China’s best friend in Europe.®
Once out of office, Cameron accepted a senior role in the UK-China
Fund, a major infrastructure fund connected with China’s Belt and Road
Initiative.’
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Academia and Civil Society

The Chinese government can exercise influence in the United Kingdom
through a number of mechanisms: repression in China that affects China-
related work, such as the new Foreign NGO Management Law; remote
cybermonitoring; the creation of new institutions it controls; collabo-
rations based on Chinese funding, with strings attached; control of
Chinese nationals in the United Kingdom; and reporting on or pressuring
domestic institutions and individuals in the United Kingdom. The tar-
gets of such influence activities include the communities these actors
serve: students, clients, and the wider public.

Chinese scholars and students in the United Kingdom (some
170,000 as of March 2018) register with the Chinese Students and
Scholars Association (CSSA) UK, which organizes political education
events and is supposed to monitor its members in accordance with its
“patriotic” mission. Reportedly, students at some universities in the
United Kingdom have also established Chinese Communist Party
cells.!! The use of the CSSA UK to monitor dissent among Chinese
students in the United Kingdom is a direct violation of the principles
of the United Kingdom’s democracy. The RUSI report suggests that
CSSAs were used to “drown out protesters” during premier Li Keqiang’s
2014 visit to the country. In 2017, Durham University’s CSSA barri-
caded a debate at which a Falun Gong supporter was to speak; the
debating society was contacted by the embassy, asking that the speak-
ing invitation be withdrawn and accusing the group of harming the
bilateral Golden Era.”?

Institutions created or managed by the Chinese authorities include
the country’s twenty-nine Hanban-managed Confucius Institutes as well
as the new Peking University HSBC Business School Oxford Campus—
the first overseas campus of a Chinese university. These institutions
have triggered some concerns. They openly discriminate against certain
groups, such as Falun Gong practitioners, who are excluded from employ-
ment, as North American cases have shown.” Reportedly, agreements

with universities that host Confucius Institutes require adherence to
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Chinese law according to Hanban policies and they are subject to non-
disclosure agreements.'* The concern that these institutions practice
(self-)censorship is somewhat mitigated as long as the authorship of cen-
sored accounts is clear and robust and critical discussion takes place else-
where in the United Kingdom.

Activities benefiting from Chinese funding or commercial ties with
China are all the more concerning when Chinese influence is less easy
to trace. It is impossible to tell, for example, if Huawei’s donation to Cha-
tham House’s Asia-Pacific program will affect this venerable institu-
tion’s independence and if UK universities’ self-censorship on their
Chinese campuses will bleed into their home bases.” It is clear, on the
other hand, that funding provided to research students and researchers
who come to the United Kingdom from China leads to self-censorship.
The increased role of the China Scholarship Council, a PRC-funded
grant provider, is therefore of great concern, as it clearly would not
approve projects that might anger China’s government.!¢ UK-based pub-
lishing in China gives rise to concerns about censorship, as in the case
of Cambridge University Press temporarily censoring the online version
of its journal China Quarterly in China to accommodate government cen-
sorship requests.”

China’s treatment of UK-funded educational institutions in China
is also of concern in Britain. In June 2018, the University of Nottingham’s
campus in Ningbo removed its associate provost, Stephen Morgan, after
he wrote an online piece criticizing the results of China’s 19th National
Party Congress.!® Nottingham has previously given the appearance of
buckling to Chinese pressure. In 2016, Nottingham abruptly shut its
School of Contemporary Chinese Studies just as students were prepar-
ing for exams. The action led to the departure of its director, Steve
Tsang, a China scholar known for his integrity and independence from
Beijing. Sources close to the incident said that PRC pressure on the uni-
versity played a direct role in the closure of the institute. Tsang is now
the director of the China Institute at the School of Oriental and Africa
Studies at the University of London.
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Media

The UK media have long been important international sources of
information and insight on China, reporting independently and criti-
cally. While independent reporting continues, Chinese official media
have become more influential in the United Kingdom and internationally
through their UK presence. Primarily, they have expanded their opera-
tions and reach. For example, the rebranded China Global Television
Network Europe Ltd., headquartered in London, is seeking to increase
activities, and China Daily now distributes its China Watch “supple-
ment” as an advertisement inside the respected conservative newspaper
the Daily Telegraph. (The RUSI report notes that while “detailed analy-
sis is needed to determine whether the paper’s editorial line has
shifted . . . it is interesting to note that since 2016 The Telegraph has
carried 20 signed articles by the Chinese ambassador to the UK, twice
the number carried by the Daily Mail, the Guardian, and the Financial
Times put together.””) The UK and Chinese governments have also
concluded a Television Co-Production Agreement that provides a
framework under which TV producers in both countries can share
resources but have to respect “stipulations in the relevant Party’s law and
regulations.”??

Given the United Kingdom’s special historical relationship with
Hong Kong, the central authorities” heavy influence on the Hong Kong
media and the deterioration of media freedom in Hong Kong are of rel-
evance in the United Kingdom, where the case of rising self-censorship
at the South China Morning Post, for example, has been noted.? Accord-
ing to confidential reports, some journalists who have left Hong Kong
for the United Kingdom have encountered intimidation attempts.

The effects of media-influencing activities taking place in the United
Kingdom are hard to assess. Critical reporting continues, but the rise of
commercial ventures transporting censorship into the United Kingdom
looks set to continue too. For the moment, increasingly difficult access
to information and insight in China, as a result of domestic repression,
is at least as great a problem as attempts to influence or repress remotely
in the United Kingdom.
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The Economy

For years, the United Kingdom was a bit of an outlier in its openness to
Chinese investment and its willingness to grant Chinese firms, even
state-owned ones, access to its critical infrastructure. Nonetheless, there
is now growing concern in London about China’s ability to leverage its
growing economic power into political influence and to use its riches to
buy, borrow, or steal key Western technologies that sit at the heart of
Western economies.

In partnership with France and Germany, the UK government has
also introduced mechanisms to monitor and block Chinese takeovers of
high-technology companies in sensitive sectors.?? The three nations also
support efforts to tighten EU-wide regulations to govern Chinese invest-
ment so that Chinese entities cannot exploit the weaker regulatory sys-
tems of some European countries to gain access to potentially sensitive
technologies. It is unclear how the United Kingdom’s Brexit plan will
affect the stated desire of the UK government to ensure that critical tech-
nologies do not fall into Chinese hands.

For years, the Chinese telecom behemoth Huawei has provided
broadband gear and mobile networks to its clients in Britain, which
include British Telecom and Vodafone. And for years, Huawei executives
used their substantial business opportunities in Britain as an example to
counter allegations in the United States and other Western countries that
Huawei was linked to the People’s Liberation Army and therefore a secu-
rity risk. Now it seems that Britain’s government is having second
thoughts. A government report issued in July 2018 noted that technical
and supply-chain issues with equipment made by Huawei have exposed
Britain’s telecom networks to new security risks.” Earlier in 2018,
Britain’s cybersecurity watchdog warned telecommunications compa-
nies against dealing with the Chinese manufacturer ZTE, citing
“potential risks” to national security.?* ZTE was involved in widespread
sanctions-busting in deals with Iran and North Korea.

Another area of growing concern is nuclear power. China General
Nuclear Power—the main player in China’s nuclear industry—is con-
sidering the purchase of a 49 percent stake in the United Kingdom’s
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existing nuclear plants.” The nuclear power giant has already taken a
33.5 percent stake in the Hinkley Point C power station, which is being
built with French technology. China experts in the United Kingdom
such as Isabel Hilton, the CEO of Chinadialogue, have observed that in
opening up its vital infrastructure to China, the United Kingdom was
without parallel in the Western world. “No other OECD [Organisation
for Economic Co-operation and Development] country has done this.
This is strategic infrastructure, and China is a partner but not an ally in
the security sense. . . . You are making a 50-year bet, not only that there
will be no dispute between the UK and China but also no dispute between

China and one of the UK’s allies. It makes no strategic sense.””6

Responses to Interference Activities

In addition to some limited pushback on Chinese economic moves, there
are signs that the United Kingdom is slowly understanding the challenge
presented by Chinese influence activities. UK media have continued to
report pressure on journalists, the media, civil society, and those involved
in politics. This reporting has been somewhat effective in correcting per-
ceptions of the nature and functioning of Chinese governance. The
media have also focused attention on how China monitors and obstructs
the work of foreign reporters in China.

The political system has also begun to respond to some influence
activities. At the domestic level, a parliamentary inquiry on the United
Kingdom’s relations with China, launched in 2015 and relaunched in
2017, has sought input on some of the issues discussed here.?” A newly
launched NGO, Hong Kong Watch, focuses on drawing attention to the
United Kingdom’s special responsibility toward Hong Kong. The Con-
servative Party Human Rights Commission has produced its own report
on the deteriorating human rights situation in both China and Hong
Kong and has organized inquiries and events on topics such as the United
Kingdom’s Confucius Institutes.?® While the Foreign and Common-
wealth Office presents the relationship with China as primarily collabor-
ative, it is also conducting research on Chinese influence and interference
activities.?” At the international level, the United Kingdom has joined
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several open letters to signal its position on China’s violations of human
rights.?

Civil society has also sought to raise the Foreign NGO Management
Law as well as to highlight intensified repression. By contrast, responses
from academic institutions have so far been sporadic. For example, in
2011, the University of Cambridge disaffiliated CSSA Cambridge due to
its undemocratic organization.’ In 2017, international academics joined
together to convince the Cambridge University Press to stop censoring
its publications available in China.*?

Among its recommendations, the RUSI report called for an intergov-
ernmental effort to further study the issue and liaise with allies and
important sectors, such as academia. Universities were called upon to
establish a code of conduct “which places foreign interference under the
umbrella of safeguarding academic freedom” and insist on greater trans-
parency of funding. In politics, the report recommended that systems
be developed to prevent “non-transparent financing of political activi-
ties” and “consider tightening” regulations governing ex-politicians and

civil servants working for Chinese entities.”?
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Chinese-Language
Media Landscape

Official and Semi-official
Chinese-Language Media

By 2018, all of the major official Chinese media outlets had embedded
themselves deeply into the communications and broadcasting infrastruc-
ture of the United States.

* CCTV or CGTN (English and Chinese), the semiofficial Hong
Kong-based Phoenix TV, and a few Chinese provincial TV chan-
nels are available in add-on packages of two major satellite TV pro-
viders in the United States: DISH Network and DirecI'V. CCTV
channels (English and Chinese) are in the cable systems of all the
major metropolitan areas of the United States.

* The major official Chinese TV networks, including CCTV and
major Chinese provincial TV networks, and the quasi-official
Phoenix TV, are all in the program lineups of Chinese TV stream-
ing services that have become popular among Chinese communi-
ties in the United States. There are four major Chinese streaming
services in the United States: iTalkBB Chinese TV (Uf#E #i7),
Charming China (& /7+&), Great Wall (R3F), and KyLin TV
(i ). All these services carry the major official Chinese TV
channels, including major provincial channels, and are accessible

nationwide.
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* The major official Chinese media organizations, CCTV (CGTN),
Xinhua, the People’s Daily, and China Daily (the only major official
newspaper in English), have a heavy presence on all major social
media platforms in the United States and have many followers. All
these outlets use Facebook and Twitter and other platforms, even
though those platforms are blocked in China.

* Quasi-official Phoenix TV (BUE#), a global TV network with
links to the PRC’s Ministry of State Security and headquartered
in Hong Kong with branches around the world, including the
United States, also has a substantial presence on all the major social
media platforms in the United States.

PRC-Funded and PRC-Controlled Media Outlets

The Chinese Communist Party liaises with Chinese-language media
mainly through the Overseas Chinese Affairs Office of the State Coun-
cil (or Qiao Ban f#7}). The Qiao Ban holds an annual conference on
Chinese-language media called the World Chinese Media Forum. These
media outlets are registered in the United States by US citizens or per-
manent residents, but they might actually be owned by Chinese state-
run companies.

The Overseas Chinese Affairs Office of the State Council of PRC
(PR BB P& 59 2 =) appears to directly control the Asian Culture and
Media Group (GERIRE N AL ) in America, which has three media
subsidiaries: SinoVision (EEH &), the China Press (Qiaobao or &),
and the Sino American Times (FEMINHR). Sky Link TV (K F#E#H) is
another media outlet in the United States. Unlike SinoVision and Qiao-
bao, it is fully owned by Guangzhou Media American Co. Ltd. GEBIEHR
B IR/AH]), which in turn is owned by GZ Television Media (/M5
LA FR/NF]), a Chinese state-owned media outlet.

SinoVision

The group’s main TV outlet is SinoVision. It operates two twenty-four-
hour channels (one Chinese and one English), and it is on the program



Chinese-Language Media Landscape 213

Chinese Media Social Media Presence

(E) = English version; (C) = Chinese version

Platform Official organizations and subscribers/followers Quasi-official
Phoenix TV (fully
People’s China controlled by Chinese
CCTV (CGTN) Xinhua Daily Daily government)
Twitter CCTV: 532K (E+C) 11.8M (E) 4.54M (E) 1.8M (E) 7K (C)
CGTN: 7.19M (E) 11.6M (C) 221K (C)
Facebook CCTV: 48.04M (E); 46.92M (E) 43.15M (E) 35.17M (E) 14K (C)
3.44M (C) 171K (C)
CGTN: 58.28M (E)
CGTN America:
1.2M (E)
YouTube 289K (C) 173K (E) 25K (E) 3K (E) 75K (C)
Instagram 550K (E) 111K (E) 696K (E) 23.5K (E) N/A

lineups of cable systems Time Warner Cable-73, Verizon FiOS-26,

CableVision-73, and RCN-80, covering about thirty million people.
SinoVision’s website (3EEH 3R ranks twelfth among all the Chinese
websites in the United States. Its reporting hews closely to China’s offi-

cial

media:

* Example 1: On June 27, 2017, the US Department of State, in its
annual Trafficking in Persons Report 2017, put China at Tier 3, the
lowest class. In reporting this news, SinovisionNet simply reposted
comments from the official website of the Ministry of Foreign Affairs
of China attacking the human-rights record of the United States.!

* Example 2: In March 2017, the US State Department published its
2016 Human Rights Report. SinovisionNet published two stories
on this topic. One reported the reaction to the story by the Min-
istry of Foreign Affairs. The other story came from Xinhua, which
was highly critical of the US human-rights situation. Sinovision-
Net also published two reports by the Information Office of the
State Council of China on America’s human-rights record. It did
not publish the State Department’s human-rights report.?



214 Appendix 3

» Example 3: On the tensions in the South China Sea, almost all the
stories posted on SinovisionNet are from official Chinese media
outlets and websites. They are naturally critical of US actions in

that area.?

Qiaobao and the Sino American Times

Qiaobao, or the China Press (f&#R), is the flagship pro-PRC newspaper pub-
lished in the United States. Its website ranks forty-first among all the
Chinese websites in the United States. Qiazobao was established in 1990.
It is headquartered in New York City with branches in twelve major met-
ropolitan areas of the United States. The Sino American Times (G2
i) is a free paper and not a major media presence in the United States.

Independent Media

Over the course of the last decade, most of the independent Chinese-
language media outlets in the United States have been taken over by busi-
nessmen sympathetic to the PRC.

* Duowei is another online source that was for years an independent
Chinese-language media. It was purchased in 2009 by a pro-PRC
Hong Kong businessman.

* Mingjing, or Mirror Media, a Chinese-language web presence
based in Canada, was once considered independent of Beijing’s con-
trol but has modified its reporting in recent years.

* BackChina (ffA]3g), ranked as the fifth most popular Chinese web-
site in the United States, was once a staunch critic of China like
Duowei. But in 2017 its editors attended the ninth World Chinese
Media Forum in China and its reporting became far more positive
about the PRC.

* Sing Tao Newspaper Group was established in Hong Kong in 1938.
In 2001, it was purchased by a pro-Beijing businessman.

» The World Journal (I£51H4R) was for years the premier Chinese-
language paper in the United States. It, too, has softened its stance
on the PRC in recent years.
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* Ming Pao served the Hong Kong—immigrant community. It is
another formerly independent newspaper that has fallen under
Beijing’s control.

* Boxun is a Chinese-language news site whose servers are located
in North Carolina. It was founded by an immigrant from China.
Its news is highly unreliable.

o The Epoch Times (K4 7T), the Hope Radio, and New Tang Dynasty
TV remain independent of PRC control. They are either owned or
operated by adherents to the Falun Gong sect, which is banned in
China. Their reporting on China is uneven.

o Vision Times was founded in 2001 as a website, SecretChina.com,
and began publishing a free weekly newspaper in 2005.






DISSENTING OPINION

SUSAN SHIRK

Although I have no problem with the factual research that has gone into
specific chapters of the report, I respectfully dissent from what I see as
the report’s overall inflated assessment of the current threat of Chinese
influence seeking on the United States. The report discusses a very broad
range of Chinese activities, only some of which constitute coercive, covert,
or corrupt interference in American society and none of which actually
undermines our democratic political institutions. Not distinguishing
the legitimate from the illegitimate activities detracts from the credibil-
ity of the report. The cumulative effect of this expansive inventory that
blurs together legitimate with illegitimate activities is to overstate the
threat that China today poses to the American way of life. Especially
during this moment in American political history, overstating the threat
of subversion from China risks causing overreactions reminiscent of the
Cold War with the Soviet Union, including an anti-Chinese version of
the Red Scare that would put all ethnic Chinese under a cloud of suspi-
cion. Right now, I believe the harm we could cause our society by our
own overreactions actually is greater than that caused by Chinese influ-
ence seeking. That is why I feel I must dissent from the overall threat

assessment of the report.






AFTERWORD

ORVILLE SCHELL AND LARRY DIAMOND

What makes this report timely and important is China’s increasingly for-
ward and aggressive posture on the global stage. Once largely a form
of economic competition, China’s recent turn to military and political
rivalry with the United States has changed the whole equation of the
bilateral relationship. If the United States is to fare well in this increas-
ingly adversarial competition, Americans must have a far better sense
than they now do about both the nature of the system and the values that
underlie the People’s Republic of China and the challenges Beijing’s
ambitious agenda of multifaceted outreach is beginning to pose for our
country—especially our media, universities, think tanks, and other civil
society institutions that make our society so unique, vibrant, and strong.

However, at the same time that we fortify ourselves against harmful
outside interference, we must also be mindful to do no harm. In particular,
we must guard against having this report used unfairly to cast aspersions
on Chinese, whether Chinese American immigrants who have become
(or are becoming) United States citizens, Chinese students, Chinese busi-
nesspeople, or other kinds of Chinese visitors, whose contributions to
America’s progress over the past century have been enormous.

Just because the Chinese Communist Party presumes that all ethnic
Chinese (wherever they may reside) still owe some measure of loyalty “to
the Chinese Motherland,” zuguo (fH/&), does not mean that they are col-
lectively in possession of compromised loyalty to their adopted home or
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place of study. Our working group’s findings do suggest that the leadership
of the PRC has stepped up a new and well-funded campaign of influence
seeking in the United States. However, this should not be viewed as an
invitation to a McCarthy era-like reaction against Chinese in America.
Rather, it is a summons to greater awareness of the challenges our country
faces and greater vigilance in defending our institutions.

In helping to convene this working group on Chinese influence seek-
ing in the United States (and elsewhere in the world), the intention of
the task force on US-China Relations has been to limit the growing
PRC challenge to American institutions and values, which is being played
according to rules that are increasingly lacking in reciprocity. Develop-
ing strategies to counteract and protect our society when influence seek-
ing becomes interference is the charge of this report, and perhaps the
most effective defense is to strengthen our own democratic values and
institutions. But at the same time, we would be naive not to want to
become more familiar with the full dimensions of Beijing’s overseas
ambitions, the state organs, and the resources now dedicated to “over-
seas propaganda,” waixuan (9V5), and the less-than-transparent manner
in which Chinese influence seeking is often carried out.

We reiterate: it is absolutely crucial that whatever measures are taken
to counteract harmful forms of Chinese influence seeking not end up
demonizing any group of Americans, or even visitors to America, in ways
that are unfair or reckless.
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China’s government directs significant attention toward American tech-
nology companies in an effort to control the flow of information in Chinese
society. Many of these companies’ services in China are blocked outright
or are subject to intrusive national security reviews or other regula-
tory obstacles. Regardless, many American companies redouble their
attempted engagement with the Chinese government. But in doing so, they
not only become subject to the restrictions on Chinese technology users,
but they also help to legitimize China’s vision for “cyber-sovereignty,” an
issue that has become an important ongoing global governance debate. In
some cases, they may even be inadvertently advancing China’s goals for mil-
itary technological superiority. American technology CEOs, including
those from Google, Apple, and Cisco, are prominent attendees at the World
Internet Conference. At one installment of the conference, a Chinese anti-
terrorism expert argued that Beijing should increase its pressure on foreign
internet companies such as Twitter, which he argued should be punished
for tweets that “defame the party, Chinese leaders, and related national
strategies.” Facebook has been notably solicitous of the Chinese government
in an effort to enter the Chinese market, reportedly developing a tool that
could be used by a third party to censor content. Despite being blocked in
China, Facebook nonetheless generates significant advertising revenues
from Chinese companies seeking to reach foreign consumers. As it seeks to
reenter the Chinese market, Google’s willingness to facilitate that country’s
national artificial intelligence (AI) priorities stand in contrast to its deci-
sion to end limited Al cooperation with the US Department of Defense. In
June 2018, Tsinghua announced that Google’s Al chief would serve as an
adviser to that university’s new center for artificial intelligence research.
The company is already involved in research at Peking University and the
University of Science and Technology of China, among others. Artificial
intelligence is a declared strategic priority for the Chinese government with
significant military implications. The Chinese government is actively coor-
dinating the efforts of not just its universities but also nominally private
companies such as Baidu. Commenting on Google’s AI China Center, at
which several hundred engineers are employed, former deputy defense sec-
retary Bob Work has stated, “Anything that’s going on in that center is going
to be used” by the Chinese military. In the summer of 2018, it was reported
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that Google was considering reentering the Chinese market with a censored
search engine, but Chinese government officials have discounted the pros-
pect and many of Google’s own employees have expressed opposition.

China also seeks to enlist foreign corporations to reinforce its so-called
“core interests” in ways that have influenced what they feel comfortable saying
even outside of China. In early 2018, for example, foreign companies, par-
ticularly in the travel industry, were targeted for listing Hong Kong, Taiwan,
Macau, and Tibet as separate entities on their websites rather than as
sovereign parts of China. The Civil Aviation Administration of China sent
letters to international airlines demanding that any references to these des-
tinations except as part of China be removed from their materials and web-
sites. In May, the Trump administration declared the Chinese government’s
order to airlines to be “Orwellian nonsense and part of a growing trend by
the Chinese Communist Party to impose its political views on American
citizens and private companies” with which they might not necessarily agree.
At the direction of the American government, the airlines initially and col-
lectively declined to follow Beijing’s orders, as the US government consid-
ered the issue a diplomatic matter to be resolved between governments.
However, when China declined to negotiate with the US government over
the issue, by July the airlines partially met Beijing’s demands by referring
only to cities.
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fraught relationship with its ethnic minorities. At Marriott, an employee
responsible for managing the company’s social media accounts unwittingly
“liked” a tweet by a pro-Tibet group and was fired as a result of the back-
lash. The company’s website and app were blocked in China for one week,
at unknown financial cost. Daimler, the German car manufacturer, was
similarly forced to apologize for posting a reference to the Dalai Lama,
the exiled Tibetan spiritual leader, on social media. In the latter two
cases, the companies were targeted even though the social services on
which they were posting were blocked inside China. See Michael Martina,
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