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Sanctioning Ships and Slush Funds: Countering North Korea’s
Illicit Maritime Trade
By Brian J. Liu, University of Pennsylvania

Introduction

Over the past eleven years, the UN Security Council has enacted seven separate
rounds of sanctions against the North Korean regime. By not only foreclosing the
regime’s ability to finance and supply its nuclear program, but also curbing the
personal profits North Korean elites enjoy from trade, pressure from economic
sanctions—the thinking goes—ought to drive the regime back to the negotiation
table on denuclearization.! Yet despite the two most recent sanction resolutions tar-
geting coal and rare earth minerals, two of its largest industries, North Korea has
still shown no indication that it intends to voluntarily step back its nuclear program.?

What the failure of sanctions on North Korea’s licit economy points to is the need
to target North Kored’s illicit economy. North Korean sponsored illicit activities,
including drug trafficking, arms sales, and the counterfeiting of foreign currency,
contributes an estimated $6.5 billion USD annually to the regime—nearly three
times the amount of all Chinese imports from North Korea.? To effectively pressure
Pyongyang to return to the negotiation table on its nuclear program, the United
States must focus its efforts towards disrupting North Korea’s covert economy. Spe-
cifically, the United States must launch a robust campaign to target North Korea’s
commercial maritime fleet, which serves as an unchecked funnel for North Ko-
rean-produced methamphetamine, counterfeit goods, and military equipment to
enter black markets around the world.

Background and Data

The North Korean illicit economy dates to 1976, when it was forced to default
on its international debts due to an accumulated negative balance of payments.*
Shortly thereafter, North Korean embassies began smuggling illicit goods into their
host countries via diplomatic pouches to self-finance their operations, leading to a
series of high-profile arrests and ejections of North Korean diplomats from Europe.
The practice continued, but likely due to the embarrassment these diplomatic inci-
dents caused the regime, North Korea began leaning more on covert operations
conducted by “Office 39,” often referred to as a “billion-dollar crime syndicate”
and “Kim Jong-un’s slush fund.”® Through the fall and loss of economic support
from the Soviet Union, Office 39 has overseen the production and trafficking of
opiates and methamphetamine (producing an estimated $500 million to $1 billion
USD in revenues annually), counterfeit cigarettes (estimated $80—160 million USD
annually), small arms and missiles (estimated $560 million USD annually), and
counterfeit US currency to a diverse range of customers in countries as close as
Japan and as far as Syria.® These efforts have allowed the regime to stay afloat,
in spite of its crippling trade deficit and the foreclosure of nearly every available
trade pariner to the country.”



These illicit goods are distributed into the Chinese and global markets through two
primary routes: land-based and maritime-based trade channels.® The Sino-Korean
Friendship Bridge that connects the North Korean city of Sinuiju to the Chinese city
of Dandong is one such land route, responsible for approximately 80% of formal
trade between China and North Korea.? lllicit North Korean goods that enter China
via this route are either hidden alongside regular rail or truck cargo, or are per-
mitted to pass after its traffickers pay a small bribe to customs officials.'® Another
portion of illicit goods enters across the border through the so-called “3-3-3” con-
nection system, where a complex web of North Koreans, Chinese and Chinese-Ko-
reans, and South Koreans ferry the drugs in teams of three across the North Korean
border, and then distribute the drugs within China or smuggle larger shipments to
Japan and South Korea.'

Though land-based smuggling is more often reported on, North Korean maritime
trade is a far more pernicious threat because it offers North Korea the ability to
ferry a much larger volume of cargo to a much broader base of customers around
the world. For example, various ships among North Korea’s fleet of approximately
240 commercial ships have been repeatedly apprehended for carrying metham-
phetamine shipments to Japan, or arms shipments to Syria.'? The most infamous
among the fleet is the Chong Chon Gang, a general cargo ship that had been
detained by Iran and Egypt for carrying “dangerous goods”; detained by Ukraine
for carrying drugs, alcohol, cigarettes, and AK-47 ammunition; chased and fired
upon by Somali pirates; and in 2013, detained by Panama for hiding two anti-air-
craft missile systems, nine missiles, two MiG-21 jets, and fifteen MiG-21 motors
under 10,000 tons of brown sugar.'

The fact that the Chong Chon Gang and other illicit North Korean ships remain
operable today can be attributed to two factors: first, despite agreeing to the lat-
est sanctions regime, China has largely refused to enforce mandatory inspections
of North Korean ships that dock in Chinese ports; and second, sanctioned North
Korean ships regularly take advantage of a quirk in international maritime law
known as “flags of convenience,” where unscrupulous merchant ships register under
the flag of a foreign nation to evade legal scrutiny. By flying the flag of Tuvaluy, for
example—as one North Korean ship did in 2003 after being seized by Australian
authorities for smuggling heroin—North Korean ships can disguise their identities
and more easily ward off international attention.' Iranian ships had notably em-
ployed this strategy in 2013, registering their ships under the flag of Tanzania to
continue operating internationally.'

Policy Recommendations

On the issue of land-based trade, the brunt of the effort must be made by Chinese
authorities, who control railway and bridge access to North Korea and enforce
border security along the Yalu River. To support this effort, the United States can
offer capacity-building and support for Chinese customs and border agents, who
remain direly understaffed. One recent report in the New York Times found that



China only had enough customs officials on hand at the border to inspect one of
every twenty trucks crossing into North Korea.'® Exporting advanced scanner ma-
chinery to China—like Genia Photonics’ laser-based molecular scanners, procured
for the United States by the US government-sponsored venture capital firm, In-Q-
Tel—could help alleviate the inspection burden.

On the issue of maritime-based trade, short of imposing a highly provocative, full-
scale blockade, the United States can deny North Korean access to international
trade by employing softer, diplomatic measures. One model for this exists in UANI
(United Against Nuclear Iran), an advocacy platform founded by former US spe-
cial envoy for Afghanistan and Pakistan, Richard Holbrooke, and led by former US
senator Joe Lieberman and former US ambassador to the UN, Mark Wallace.'”
Since 2008, UANI has waged an international campaign calling on shipping com-
panies, flag states, marine insurance companies, and flag classification societies
to end their business with Iranian shipping companies. On the research-end, UANI
publishes “Minerva reports” on the activities of Iranian shipping vessels that track
illicit Iranian maritime activities in real time and name-and-shame companies and
countries that continue to trade with Iran. Through its efforts, UANI managed to con-
vince the countries of Barbados, Hong Kong, Moldova, and Mongolia to delist and
deny flags of convenience to Iranian ships; and convinced Russian, Korean, Chinese,
and Japanese classification societies to refuse registration to Iranian companies.'®
This, in tandem with formal diplomatic efforts from Washington and Brussels, im-
posed a heavy burden on Iranian trade and undoubtedly contributed to Tehran’s
decision to come to the nuclear negotiation table in 2015.

Though the Iranian and North Korean nuclear programs are undoubtedly differ-
ent cases, a coordinated effort to deny North Korean access to the international
maritime system would contribute greatly towards crippling the North Korean illicit
economy and starving North Korean officials of vital cash flow. Implementing a sim-
ilar program against the North Korean regime would involve the following steps:

1) Initiate and provide funding for a spinoff of UANI that addresses the North
Korean threat: UANI was exceptionally successful because it remained
a public-facing and nongovernmental organization. While it leveraged
its founders’ government connections for credibility and legitimacy, the
fact that it remained a nongovernment organization allowed it to take
on a far more vocal role in naming-and-shaming foreign countries and
corporations. Though the US government can provide funding for a North
Korean variant of UANI, it is imperative that it remains nongovernmental
for the above reasons, as well as to avoid the general sclerosis of a typ-
ical governmental task force. Additionally, the US government can also
fund organizations that already produce Minerva-like reports: C4ADS,
a data analytics-focused think tank, is one notable organization that has
leveraged Palantir and other big-data tools to produce timely reports on
North Korean maritime operations.'?



2) Expand the Proliferation Security Initiative (PSI)’s mandate beyond Weap-
ons of Mass Destruction (WMDs): The PSl is a 105-nation pact formed to
combat North Korea’s trafficking of WMDs through unflagged maritime
vessels. President George W. Bush launched PSI in 2003 in response to
the So San incident, when the United States failed to intercept fifteen
Scud missiles found aboard an unflagged North Korean freighter be-
cause at the time, there was no international treaty governing the trade
or possession of ballistic missiles.?® While the PSI has long been criticized
for being little more than a soapbox for nonproliferation issues, and for
its internecine disputes—a product of its leadership being split between
the National Security Council and the State and Defense Departments—it
offers a natural launching pad for a renewed international effort against
North Korean illicit trade.?'

3) Launch a Treasury-State-Defense interagency working group: While the PSI
offers a platform to coordinate intergovernmental efforts, creating an
interagency group between the Treasury, Defense, and State Depart-
ments and other relevant government bodies could help synchronize these
efforts and minimize overlap. However, it is important to recognize that
inferagency groups can just as often exacerbate, rather than alleviate,
interagency conflict. For example, the Government Accountability Office
(GAO) found that the Terrorist Financing Working Group (TFWG), a sim-
ilar trade-diplomacy-national security interagency effort, was plagued
by disputes between the Treasury and State Departments on matters of
leadership of the group, as well as a lack of measurable outcomes pro-
duced by the group.?? As such, any new interagency body would require
a clear line of leadership and optimally would be organized at the dep-
uties-level or below to minimize political infighting.

Evaluation and Summary

Overall, the desired outcome of a campaign against North Korea’s illicit maritime
shipping is to reinforce the effects of already existing sanctions: to affect a sharp
decline in the amount of money entering North Korean coffers. This policy is thus
intended as a stopgap, a plug to cover the areas where these conventional sanc-
tions fail.

However, the essential nature of illicit trade means that it would be near impossible
to fully credit the effects of interdiction on North Korean finances. Rather, measure-
ments of effectiveness should be gauged by figures like the number of countries
that agree to deregister North Korean ships, the number of ships inspected by the
United States or partner nations, or the number of Chinese companies that pledge
to sever business ties with North Korea.

Finally, it is important to recognize that addressing maritime trade alone is not a
“magic-bullet,” neither for countering the illicit goods trade nor for the broader
goal of denuclearization. On the former point, any effort to constrain the flow of



North Korean illicit goods must also include efforts to address the reverse flow
of currency back into North Korea, which is typically facilitated by Chinese and
Macau-based banks. On the latter point, constraining ill-gotten profits is intended
only as one prong of a much larger strategy to drive the regime to the negoti-
ating table—what must inevitably follow is a comprehensive diplomatic strategy,
grounded in a firm analysis of the North Korean regime’s red lines and fundamen-
tal interests.
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