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2018 and Beyond

THE US GOVERNMENT SHOULD DEVELOP A CREDIBLE RESPONSE TO RUSSIAN
ELECTION INTERFERENCE—AND SO SHOULD THE PRIVATE SECTOR

JOHN CARLIN AND DAVID NEWMAN Aegis Series No. 1815

After brazenly interfering in the 2016 US election, Russia now “perceive[s] . . . its past
efforts as successful and views the 2018 U.S. midterm elections as a potential target

for Russian midterm operations.”! That was the warning delivered by Director of
National Intelligence Dan Coats on behalf of the US Intelligence Community to the
Senate Select Committee on Intelligence (SSCI) as part of the worldwide threat briefing

that took place February 13, 2018.

Speaking alongside CIA Director Mike Pompeo and FBI Director Christopher Wray,
among other senior intelligence officials, Coats stressed to Congress the “need to
inform the American public that this is real, that this is going to be happening,

and the resilience needed for us to stand up and say we’re not going to allow some
Russian to tell us how to vote, how we ought to run our country.”? Later that same
week, the Department of Justice (DQOJ) further pulled back the curtain on the extent
of the threat when it released a thirty-seven-page grand jury indictment that charged
thirteen Russian nationals and three companies and described in detail a large-scale,
coordinated Russian effort to interfere in the 2016 election and sow division in the
US electorate.? In a second indictment, released in July 2018, the DO]J charged twelve
Russian military intelligence officers with leading extensive hacking efforts to steal
troves of presidential campaign communications and state boards of elections voter

data and the strategic release of stolen documents to affect the election.*

While 2018 has seen significant details emerge, including reports that the Office of
Special Counsel is examining data acquired by Cambridge Analytica regarding social
media usage, core elements of the narrative and the national security community’s
high level of confidence in the bottom line have been emphasized to the American
public for over a year.® Indeed, what Coats conveyed in February 2018 about Russia’s
future aims—and what the indictments from the Special Counsel illuminated about
Russia’s past actions—closely tracked the position of the US Intelligence Community

at a similar congressional hearing more than a year earlier.®
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The bottom line assessment that Russia interfered in the past and will continue this
type of activity in the future has long been broadly held in Congress by members of
both political parties.” They are informed by the fact that national security experts
of all persuasions have expressed concern that the aftermath of the 2016 election
will only embolden Russia and other US adversaries to try again in the future.®
Indeed, while the context and many of the witnesses were different, the warning
from Coats essentially repeated one conveyed at a hearing two months into the new
administration when then FBI director James Comey and National Security Agency
(NSA) Director Mike Rogers testified before Congress in March 2017 and sounded the

alarm about interference in the 2018 election in unusually stark terms.’

If the leading intelligence officials had warned more than a year and a half ago of a likely
foreign attack on any other aspect of American society, it is hard to imagine anything
less than an all-out bipartisan effort in Congress and in the White House to secure the
nation. In July 2018, Coats warned that US digital infrastructure “is literally under
attack” and that “the warning lights are blinking red.”'® And yet, over the past year,
the dire predictions on this topic from experts are not generating national action—and

few concrete proposals appear to have any significant traction among policy makers.

The inaction is increasingly part of the problem, as Russia and the Putin regime are
able to exploit the fact that the country’s political attention has been fixated on—and
deeply polarized by—the investigation into what happened in the 2016 election. The
Russia inquiry has occupied the field and diverted attention away from planning for
the future. Without question, there are difficult policy choices to make, including
defining the red lines these activities cross, building a credible public case for what
happened, and identifying a proportionate and effective US deterrent. Many of these
challenges are exacerbated by the virtual realm in which the hostile activities took
place. This makes it more difficult for the activities to be “seen” by the public than in
the case of a kinetic attack and complicates the task of rallying the public behind a

decisive response. (Some of these challenges are discussed at greater length below.)

This paper contends, however, that the inaction partially stems from political and
bureaucratic obstacles to preparing a US response to any future interference—including
obstacles to overcoming public apathy, the concern that any measures taken might
favor one political party, and federalism questions that arise whenever the federal
government considers proposals affecting state election conduct. The summer’s

imbroglio over President Trump’s summit with Russian President Vladimir Putin in
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Helsinki—at which Trump drew immediate criticism for his statement that “I don’t
see any reason why it would be” Russia that hacked the 2016 election only to quickly
assert that he had meant the exact opposite—is but the most vivid example of how
the public debate related to all things Russia reflects not just drastically different
policy assessments and prescriptions but also vastly different depictions of the facts.!
Additionally, efforts to prevent election interference in the future raise important
questions about the role of social media companies and other private actors in
protecting their platforms against exploitation by foreign adversaries—as well as the

limits of the federal government’s ability to act.

Addressing future interference now and not in the run-up to the 2020 US elections is

critical to mounting a more effective response to any future interference.
This paper proposes doing so through three principal means:

Demand Action: Public officials, media organizations, and our broader civic
institutions should make a sufficiently compelling case to spur government officials

to act and the public to demand such action.

Create a Dead Man’s Switch: Policy makers should put in place a “dead man’s
switch” approach that would insulate (to as large an extent as feasible) the intelligence
community’s unbiased assessment of whether there is foreign interference and create

a presumptive set of US responses when such activities are detected.

Enable the Private Sector: The private sector and policy makers should work
together to develop a broader preparedness framework premised on a recognition
that certain forms of foreign interference need to be mitigated and addressed through

a coordinated response.

Conditions Necessary for a Credible Deterrent

To be effective, a credible deterrent against future interference in American elections

requires several preconditions.

We Need a Common Set of Facts

Despite more than a year of testimony and assessments from senior officials
(including over the past year from Coats, Pompeo, Wray, and others), large swaths of

the American public remain unconvinced that Russian meddling is a grave threat.'? ||‘
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Given the strength of the intelligence community’s and other experts’ assessments,

Americans can unite against this foreign threat. But they must have access to the facts.

In the area of cyberthreats, this may require reconsidering the balance between what
information is classified and what is shared to allow greater public visibility into the
kinds of threats that national security professionals observe and confront every day.

A House Committee on Oversight and Government Reform hearing in late 2016
examined the costs of overclassification on transparency and security.!® It found

that an estimated S0 to 90 percent of classified materials are not properly labeled.™
There are many contexts in which information must be classified to protect sources
and methods. Unnecessary classification, however, deprives the public of valuable
information and prevents information sharing between federal agencies and with state

and local law enforcement.'

This is a particular challenge in the area of cyberthreats. Even well-resourced and
sophisticated corporations with security-cleared personnel often struggle with how to
receive and take action based on government-shared threat information. That is in part
because of the delays and limitations of what is shared—and in part because even if

a company has some cleared personnel, it is still often difficult to take effective action

without active involvement by a broader workforce that lacks clearances.

A second, related step to laying the factual predicate involves maintaining public trust
in the intelligence community and in our law enforcement professionals. Even in a
world in which classification standards are reformed, the credibility of assessments

by the intelligence community will be paramount to marshaling public support for a
swift response to election interference. As Mieke Eoyang, Ben Freeman, and Benjamin
Wittes pointed out in the fall of 2017, notwithstanding a long period of polarizing
incidents and press coverage, “public confidence in the intelligence community as a
national security actor [remains] relatively high in general—significantly higher than
confidence in any other institution about which [they] poll, save the military.”!* Those
figures generally remained stable into 2018." There are some indications, however, that
the FBI in the aftermath of a series of high-profile controversies may be experiencing
a decline in public trust. A poll conducted in late January 2018 reported that only

51 percent of the public had at least a “fair amount” of trust in the FBI, a 12-point
reduction from 2015."® While the activities of law enforcement and the intelligence
community should never be beyond criticism and political debate, it is essential for

those on all sides to understand the extent to which broadside, unfounded attacks
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on the dedicated public servants who work in these areas can have serious national
security ramifications. Maintaining a high degree of public trust is critically important
to the ability of the intelligence community to perform its mission in general, of
course, and it is particularly important if the intelligence community is to play the role
necessary to build support for a response to the type of attack perpetrated against the

United States in 2016.

Finally, the intelligence community should consider working with leading private
sector actors in exploring ways to reinforce one another’s judgments and credibility

in attributing cyberactivities to particular malicious actors. There are often sources-
and-methods concerns and other challenges to the US government publicly attributing
a cyber event to a particular actor and even greater concerns with giving the public
reasons for that attribution. Even where such concerns can be overcome, the process
for doing so is often cumbersome and does not declassify great detail about the
underlying rationale. Thus, even in the rare instance in which official US attribution
is publicly announced, such official attribution often comes long after the same
information has been reported in the press and is much less persuasive than the

classified assessment on which it is based.

In December 2017, for example, senior US government officials from the White House
podium announced that after “careful investigation, the United States [was] publicly
attributing the massive WannaCry cyberattack to North Korea.”!* Although the
announcement represented a significant effort at transparency, commentators pointed
out that the official statements were not accompanied by any public evidence of the
attribution claim and that media outlets had reported North Korea’s involvement

months earlier, as had the British government.?°

Such challenges suggest that, in assessing possible election interference, there may

be value in having the intelligence community coordinate more closely with (or, at
the very least, work in parallel to) outside vendors who could reinforce the intelligence
community’s conclusions with additional information gleaned from unclassified
sources and who might have a greater ability to substantiate and defend their analysis
publicly. In some instances, one would expect these outside firms to reach different
conclusions or to articulate a different level of confidence than the US government
about such matters (and, indeed, the fact that such firms regularly do so is core to
their credibility). Nevertheless, there is value in having regular interactions between

the private sector and government so that information can be shared and findings
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reinforced where appropriate. The National Cyber-Forensics & Training Alliance,

a nonprofit organization that facilitates information sharing across subject-matter
experts from the public, private, and academic sectors, provides one example of how
such a nongovernment group might operate.?! There may also be value in creating an
oversight body that could audit those assessments to enhance confidence in them and
add accountability. Finally, as David Kris recently argued—and as one of us has argued
in the past—the actions of law enforcement (the Special Counsel’s Russia indictments
being prime examples) can serve an important function in providing a powerful,

public account in a form that is familiar and credible to the public.??

We Need a Common Red Line and Shared Understanding of What Is out of Bounds

The second part of making a sufficiently compelling case requires greater precision
about exactly what the Russian government tried to do that crossed a red line. Lost
amid the high-profile hacking of the Democratic National Committee and Clinton
campaign chairman John Podesta’s emails—as well as, perhaps, the targeting of
Republican campaigns such as Marco Rubio’s—is the fact that this hacking effort
was just one of a series of efforts by the Russian government to interfere in the
election and that these efforts were already in progress several years before the 2016
election.? Indeed, as is clear from the testimony and analysis of current and former US
intelligence officials, Russian interference can come in many shapes and sizes. Russian-
backed hackers attempted to penetrate US voting systems directly.?* Russia used fake
social media accounts and fake websites to help spread disinformation and to amplify
anti-Clinton messages.?® There is good reason to believe, moreover, that what we
witnessed last year might just be the opening salvo of even more sophisticated attacks

that could take on yet more variations.2

There is an urgent need for greater articulation and clarity from the United States
about which forms of interference guarantee a strong US response and why. To begin
with, as Mike Rogers, former chair of the House Permanent Select Committee on
Intelligence, and Rick Ledgett, former deputy director of the National Security Agency,
have proposed, the administration should issue a declaration along the lines of the
following: “The United States views any foreign attempt to influence our election
processes through covert or clandestine means as an attack on the fundamental
underpinnings of our system of government. We will not tolerate such activity and
reserve the right to respond to such activities.”?” As Rogers and Ledgett argue, it is
important for the US government to “establish a clear line that delineates unacceptable

behavior and puts others on notice that we will act as needed to defend ourselves.”?
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Their formulation would add clarity to the US position but would only be a start.
While many of the Russian activities (e.g., attempted cyber intrusions into voting
systems) represented clear violations of domestic law and potential violations of
international law, the legal and policy frameworks applicable to “fake news” and
other forms of state-sponsored propaganda are less well established.?® Also, the First
Amendment and the American role in information operations abroad make it difficult
for the US government to be the conclusive arbiter of such lines.?® A lack of clarity

or consensus about what is truly “out of bounds” makes it more difficult to design

a response that is proportionate to the violation and to justify that response to a

domestic and international audience.

For that reason, it will be important to advance bipartisan work to catalog the types
of hostile activities that would trigger a US response. For example, there appears to
be broad support for the proposition that any effort on the part of a foreign actor to
alter vote tabulations or voter registration rolls would fall into this category, as would
instances in which a foreign adversary’s malicious code was deliberately inserted
into US voting-related equipment even if the purpose and impact of such code were
not immediately clear. More challenging but equally important would be to address
topics such as releases of nonpublic information about a candidate acquired through
malicious cyberactivities and covert information campaigns intended to mislead

American voters.

We Need to Break out of a Zero-sum Election Mindset

There is inherent political tension in officials of one party making judgments that
could have serious implications for an upcoming election. For that very reason,

the Department of Justice and the FBI (under both Republican and Democratic
administrations) have instituted policies that counsel against taking certain
investigative actions in politically sensitive matters in the immediate lead-up to an
election.?! Yet if foreign actors attempt to interfere in our election process, America
must be able to defend against the threat. As more information about the response
to Russian interference is publicly disclosed, it is clear that key decisions made by
good people trying to do the right thing for the right reasons nevertheless have been
the source of significant controversy. The accounts by Comey and other government
officials indicate that, in the run-up to the election, their choices were influenced by
the fear of appearing political—even as their actions inadvertently may have created
just that impression. Former vice president Joe Biden recently spoke about the difficult

discussions that took place inside the White House, acknowledging that a “constant ﬁ‘
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tight rope was being walked . . . as to what would we do.”*? This echoed comments
President Obama made in December 2016 in which he emphasized that in the lead-up
to the election, the administration was focused on “playing this thing straight—we
weren’t trying to advantage one side or the other,” adding, “Imagine if we had done

the opposite. It would have become one more political scrum.”3?

The Challenges Only Increase as 2020 Draws Closer

Working to address the problem of foreign election interference without partisanship
is difficult. But it is also imperative given the assessment that Russia is emboldened
and will try to meddle again. We currently do not have a nonpartisan entity or body
that is positioned to convince the citizenry of the need for action and could effectively
respond to Russian election interference—or interference by any other foreign
adversary. Without change, the exact same situation could present itself in this year’s
congressional midterms or in the 2020 presidential election and our leaders will not

be able to respond any more effectively than they did in 2016.

The Building Blocks of a US Detection and Response System

The US government must take additional steps to harden voting systems from foreign
intrusion and to include cybersecurity in all aspects of election planning. That effort
will require the provision of additional resources, dedicated planning, sustained

federal-state and public-private cooperation, and active monitoring of new threats.

The Department of Homeland Security (DHS) took an important first step a year ago by
designating the nation’s voting and election infrastructure as “critical infrastructure,”
thus enabling the federal government to offer more in the way of cybersecurity

and other assistance to state and local governments responsible for keeping track

of voter rolls and administering elections.** Now, DHS must deliver on providing
assistance to state and local governments that request it. As Francis X. Taylor, former
undersecretary for intelligence and analysis at DHS, recently observed, while it is “true
that DHS’s initial offers for cyber assistance were not embraced by state and locals in
past elections . . . since last year, there’s been a backlog of requests pouring in.”3> By
working collaboratively with the growing number of state and local governments who
have sought such assistance, DHS will build trust and persuade more to follow suit.3¢ As
Rogers and Ledgett have proposed, there is also value in creating a federal interagency
task force entirely removed from investigations into past elections with a mandate to

protect our elections going forward.*’
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The US government also needs to do more to offer cybersecurity assistance to
nongovernment actors who participate in the election system. That includes
everyone from political parties and campaign officials to news organizations, social
media companies, and debate moderators. This apolitical assistance should include
providing briefings from intelligence experts and other career government officials
on precautions that can be taken against actual intrusion as well as the overall
threat landscape. This reduces the risk of a scenario in which, for example, news
organizations on election night are provided with and report falsified vote tallies as

part of an effort to undermine confidence in the election.

A recent series of reports from the Belfer Center for Science and International Affairs at
the Harvard Kennedy School make concrete recommendations for campaigns and state
and local election officials on how to defend against cyberattacks and information
operations and represent a good example of the kind of work product that can be
generated to inform key actors about protective steps they should take.*® These include
everything from technical recommendations to changes in the way officials and

organizations communicate internally and conceptualize cyber risk.

As a positive move in this direction, in December 2017, DHS and the Election Assistance
Commission convened with public and private sector stakeholders to launch an
industry-led Sector Coordinating Council, which provides a platform for a wide array
of industry representatives and government agencies to interact on sector-specific
strategies, policies, and activities.** While only a first step, public-private convenings
can play an important role in helping to facilitate the sharing of threat information

and in improving coordination between the federal government and industry.

Following through on the above will require ongoing attention from the senior ranks
of the administration, Capitol Hill, and our law enforcement and intelligence agencies,

as well as from state and local election officials around the country.

Moreover, at the end of the day, policy makers must also accept that there is no wall
high enough or moat wide enough to keep a dedicated adversary out of an Internet-
connected system. Responding to such an invasion requires sure-footed governance.
The US government must therefore create policies to ensure that decision makers
are able to navigate the same difficult political waters when the next attack comes.
In other words, our approach to resilience also includes an emphasis on governance

reform.
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Assign Key Tasks to the Nonpartisan Intelligence Community

Policy makers should map—in advance—a nonpartisan assessment process that relies
on career intelligence professionals and analysts whose lives have been spent drawing
conclusions about foreign motives. A body like the National Intelligence Council
(NIC), the group of career analysts who help issue consensus national intelligence
assessments, could be designated in advance to monitor whether a foreign actor

is seeking to interfere with an election—be it through disinformation campaigns,
hacking candidates or political parties, actual attacks on the election infrastructure,
or some combination of these things. In addition, there may be value in standing

up an additional body of nongovernment officials (who may be respected former
officials or private sector experts) to corroborate or independently assess these

judgments.

Insulate Intelligence Collection on Election Interference from
Partisan Interference and Political Considerations

To the greatest extent feasible, the NIC’s analysis and conclusions relating to election
interference should be entirely removed from political appointees. This process
should employ similar protections, safeguards, and norms as those in place regarding
the process for collecting and disseminating other forms of government-collected
information with immediate national and political ramifications, such as census and
employment data. An additional way to insulate this process from partisan suspicion
would be to create by statute a requirement for the director of national intelligence
to provide a summary report to Congress by a certain date (say, June 1 in an election
year) that states whether the NIC has detected any attempted foreign interference and,
if so, what form that interference has taken. That report should also be released in a
public, unclassified form to the extent possible so that private sector actors can better

inform themselves about the threat landscape.

Mandating that such a report be delivered on a specified date (with further updates
as warranted by new developments so that a foreign actor cannot just wait until

June 2, and with the possibility of supplemental reports for special elections) would
operate as an action-forcing function and reduce the risk of responses having the
appearance of politically driven timing. It also reduces the risk that the policy debates
would be driven by “leaks” of what the intelligence community is seeing that are not
corroborated by official reports. A requirement that these reports be issued would

also give the intelligence community time to seek voluntary cooperation from state
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and local governments whose systems might be at risk. By keeping all requests for
cooperation voluntary, the US government can avoid federalism concerns about
overstepping constitutional boundaries. To ensure accountability, the report should
reflect the dissenting voices of any intelligence community elements that disagree in

the major assessments, as is customary in the case of the NIC.

If the NIC (or other comparable body that is selected) finds with a high degree of
confidence that a foreign power—Russia or any other country or nonstate actor—is
taking certain kinds of actions to influence the election or undermine confidence

in it, then the general practice should be to make that finding known to the public

as quickly as possible. Even if some limited information must be omitted in order

to protect intelligence sources and methods, the American people deserve real-time
information regarding the sanctity and security of the democratic process, at least in
the subset of cases where there is a risk that the actions being taken could undermine the

legitimacy and credibility of the election.

The indictments filed by the Special Counsel against Russian individuals and entities
in February and July 2018 represent examples of what kind of information could be
shared with the American people and an additional vehicle through which a detailed
public recitation of efforts by foreign governments to interfere in US elections could
be provided. In recent years, as discussed in the David Kris proposal referenced above,
DOJ has increasingly made use of indictments that lay out the public case against
foreign nation-states engaged in malicious cyberactivities, revealing their sources and
methods and making clear that their conduct is out of bounds.*® But indictments
cannot meet the aims of an annual intelligence product and should not be relied on
as the sole vehicle for communicating interference to the public. It is critical that this

function be carried out by a more permanent body.

Set Conditions for Action in the Wake of Intelligence Findings

The report itself is just a first step. Retaliation for certain kinds of hostile actions

should also be authorized in advance by Congress.

The United States has begun to employ, in recent years, the many weapons in its
arsenal for responding to cyberattacks from foreign nations—including public
condemnations, international sanctions, the expulsion of foreign diplomats, and the
filing of criminal charges. Congress should act now to build upon these options by

providing clear authority to respond to certain specified forms of election interference, ﬁ‘
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including by providing clear authorization for actions such as sanctions or, in certain
circumstances, for retaliatory cyberoperations or other covert measures. This type

of clear authorization would avoid the possibility of protracted deliberations over
whether a response is authorized under a patchwork of existing authorities—and
would also reduce the likelihood that Congress would need to leap into the fray
and pass legislation on the eve of a new election. Moreover, passing legislation now
would help bolster deterrence and send a message that any action that is taken under
such authorities reflects bipartisan judgments about the way that foreign interference
should be handled.

Through mechanisms such as presumptively applicable new measures in the absence
of a presidential waiver, such legislation could create strong pressure (and political
cover) for the executive branch to act decisively in the wake of the next such incident.
Among other things, Congress through legislation could create a presumption that
the president should in fact employ certain retaliatory measures such as sector-specific
sanctions, new authority to sanction individuals, expulsion of diplomats, and removal
of certain forms of foreign assistance in the event of high-confidence assessment

of election interference by an adversary. Prescribed measures could be based on
presidential findings that generally track the assessments called for in the DNI report
provided to Congress. For example, if the intelligence community concludes that a
foreign actor tampered with (or attempted to tamper with) voter registration records,

the legislation could call for sanctions to be imposed against that actor.

As a legal matter, the president would retain the ultimate authority not to follow
through on these responses. That is both a necessary feature of our constitutional
structure and an important practical check in the event of scenarios that no

one contemplated. But the greater the presumption of action in a predefined set
of circumstances—and the fewer the opportunities for partisan gridlock and
interference—the easier it would be for an administration to take decisive action
without appearing political. Such a system would also enhance the deterrent effect
by making clear to our adversaries which actions would all but assure a swift US

response.

Maximize the Deterrent Impact of the “Dead Man’s Switch”

To maximize the deterrent impact of the “dead man’s switch,” we need agreement
about what foreign conduct warrants a swift and decisive US government response.

The types of actions that trigger such a response should include any efforts by a
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foreign adversary to use cyber-enabled intrusions to infiltrate voter rolls or voting
machines or to otherwise impede the ability of Americans to come to the polls on
Election Day and vote for their preferred candidates. While Election Day interference
is paramount, the types of activities presumptively warranting a response should also
in some defined instances include the use of cyberespionage tools and information
warfare to sow discord among the American public or harm a candidate, mindful

of what was done in 2016 with the steady release of stolen private communications
coupled with efforts to spread false information. A bipartisan commission should
work now to spell out as exhaustively as possible the types of activities that fall within
this category—as well as to define other potential categories of actions that warrant

a response—so that the report from the intelligence community can speak to them

directly without room for interpretation.

Common Ground with Recent Legislative Proposals

While any election-related legislation faces a steep challenge in the current political
environment, two recent proposals in the Senate and newly approved spending
show that the elements above command bipartisan support and deserve serious
consideration. Those bills are the Defending Elections from Threats by Establishing
Redlines Act (the “Deter Act”), introduced by senators Marco Rubio (R-FL) and Chris
Van Hollen (D-MD) in January 2018, and the Secure Elections Act, introduced by a

bipartisan group of six senators in December 2017.4!

The Deter Act would require the director of national intelligence to make a determination
whether a foreign government had engaged in “interference in the election” within thirty
days of a US election taking place and to report that determination to Congress.*> The
bill identifies specific activities that constitute such interference, ranging from obtaining
“unauthorized access” to campaign or election infrastructure to spreading “significant
amounts of false information” to individuals in the United States via social media (or

traditional media).

In the event that an election interference determination is made against the Russian
Federation, the bill would require the president to impose immediate additional
sanctions against the Russian economy. In addition to Russia, the bill singles out
China, Iran, and North Korea as potential threats in the next election cycle and
requires the president to submit a strategy to Congress to mitigate such threats. While

the Deter Act might benefit from additional definitional work on the subject of foreign
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election interference (and while there might be value in requiring such a report before
an election rather than afterward), the proposal represents a promising first step
toward regularizing an intelligence assessment that examines foreign interference

after every election.

Likewise, the Secure Elections Act contains a number of provisions to improve

the quality and pace of information sharing regarding election-related threats
between the federal government and the states.*® It also includes a “sense of Congress”
that “an attack on our election systems by a foreign power is a hostile act and
should be met with appropriate retaliatory actions, including immediate and severe
sanctions.”* In addition, the bill provides for other protections such as the creation

of a “bug bounty” program specifically addressed to identifying election

vulnerabilities.

Included in the 2018 Consolidated Appropriations Act passed into law in March

is funding for modernizing and enhancing the cybersecurity of state election
infrastructure.® The bill provides for the Election Assistance Commission to make
payments to states investing in measures to improve the security and integrity of
elections such as the use of marked paper ballots in voting systems that are later
audited.*® (While the use of paper in the voting process is again on the rise across

the country, there are still too many places that lack this basic protection.*’)

Acknowledging Gaps in the US Government’s Response That Can Only
Be Filled by the Private Sector

For the above to be achievable, it is important to recognize the limits of what the US
government can do and the critical role that the private sector plays in our electoral
system. Election “interference” comes in all shapes and sizes and a broad spectrum
of activities may qualify as foreign interference. On one end of the spectrum, a
prescribed set of government responses is more appropriate and workable where a
foreign adversary actually hacks into voter systems. But as discussed previously, we are
increasingly seeing that there are many other ways for foreign adversaries to attempt

to interfere in an election.*®

For one thing, foreign adversaries may hack private actors—such as candidates,
political organizations, or even news media outlets—who play important roles in

our election system. The July 2018 indictment depicted such an attack against the
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Democratic Congressional Campaign Committee and the Democratic National
Committee.* Moreover, they may seek to exploit the very platforms Americans use to
exercise the rights to freedom of speech and freedom of the press by creating online
user profiles, groups, and “bots” to publish and spread false information.*° These
types of actions are pernicious but are less amenable to direct government responses.
With respect to disinformation operations, in particular, there are important limits to
what the government can do. While the NIC report outlined above could describe the
existence of such state-sponsored activities, the US government is not well positioned
to be the final arbiter of “fake news”—Iet alone to dictate whether such content
should continue to be available online.’! As a result, in the case of these types of
activities, the US government should find additional ways to educate and inform the

public and the private sector.

The private sector and civil society have a critical role to play in taking reasonable
measures to protect themselves and the public against cyber intrusions. These efforts
can include social media companies and private sector researchers informing the
public in real time about attempts by foreign adversaries to exploit social media
services and platforms, as well as providing information to the public about ways
to detect those activities and distinguish state-sponsored content from authentic
news and opinion.*? Facebook recently provided one example of effective action by
successfully disrupting a coordinated disinformation campaign and sharing with its
users examples of detected inauthentic content.** Social media companies should also
consider ways in which they could pool resources to better address these threats. In
addition, and to reinforce these efforts, Congress should adopt proposed reforms to

strengthen the Foreign Agents Registration Act (FARA).>*

In some respects, the private sector effort on this front could model itself on what

has been done in recent years with respect to terrorist content online.® Just as an
increasing number of private sector companies work collaboratively with one another
and the government to develop ways to reduce the risk that their platforms are being
exploited by ISIS and other terrorist groups(including where terrorists post content
that the US government itself would have difficulty proscribing under the First
Amendment), so too could these companies work together to come up with innovative
and responsible ways to rebuff foreign governments’ efforts at antidemocratic
campaigns.’® Rather than orchestrate this international response, the US government

should prepare strategies to inform the private sector about ways in which foreign
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adversaries make use of their systems so that these companies can have an informed

basis to formulate their own responses and develop new technical solutions.

In addition, and as with the terrorist threat, it will be important for private sector
companies to focus not only on what features of their platforms have been exploited

in the past but on how they might be used in the future. The focus on the role of “fake
news” and bot accounts in the 2016 election is important and appropriate. But the next
time around, the threat could instead center on an insider at one of the technology
companies, on the use of a cyber intrusion to give rise to a real-world, physical event,
or any number of other destabilizing scenarios. In other words, better coordination
between the technology industry and government can help to illuminate not only

past threats but also potential future lines of attack.

Conclusion

America needs a system that credibly protects our elections and responds to foreign
threat actors in real time. One component of that system should be an effort to reduce
the role of partisan politics in response planning by creating a mechanism akin to

a “dead man’s switch” that triggers automatically when something goes awry.

Such a mechanism should include a requirement that the US Intelligence Community
determine and report an assessment of election interference as of a specified date
within a US election along with a presumption that this assessment and the analysis
supporting it be made public (consistent with the need to protect classified sources and
methods). In addition, because the credibility of this assessment will be paramount,
consideration should be given to enlisting nongovernment experts to make their
own determination in parallel to bolster the attribution claim as well as an oversight
body charged with reviewing the assessment and the process that produced it. Public
availability of technical analysis followed by official attribution successfully generated
a coordinated international response to the “NotPetya” cyberattacks.>” Elements of this

approach already command at least some bipartisan support in Congress.

To be sure, no structure on its own will be sufficient to deter all actors or to anticipate
and address every permutation of events. But if created carefully and with an eye
toward reducing potential partisan divisions, such a “dead man’s switch” increases the
credibility of US threats to respond to a future attack and may dissuade others from
following Russia’s example in upcoming elections. At the same time, the exercise of

creating such a mechanism requires acknowledging that certain types of interference
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are less amenable to a US government response and instead must be redressed
through the private sector. For those types of activities, the private sector should
work collaboratively now to develop solutions so that we avoid making features of our

democratic system into flaws that bad actors can exploit.
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