
__-1

__0

__+1

N
at

io
na

l S
ec

ur
ity

, T
ec

hn
ol

og
y,

 a
nd

 L
aw

A HOOVER INSTITUTION ESSAY

The Important, Justifiable, and 
Constrained Role of Nationality  
in Foreign Intelligence Surveillance
Peter Swire, JeSSe woo, and deven r. deSai Aegis Series Paper No. 1901

Introduction

This article addresses whether governments ever have a justified basis for treating targets of 

surveillance differently, in any way, based on nationality. This issue is of general importance 

and has become particularly important in the current legal debates about whether the 

United States has “adequate” protection of personal privacy under EU law. Under US 

surveillance law, there are often stricter privacy protections for “US persons” (US citizens 

and permanent residents) than for non-US persons. As we have presented this research at 

several conferences, almost all US experts have agreed that this approach is normatively 

defensible. By contrast, EU legal experts have expressed concern that the two-tier approach 

may constitute discrimination based on nationality, and is questionable under EU law and 

data privacy principles. If EU courts were to find the two-tier approach unlawful, a practical 

implication is that it could provide the basis for a broad ruling prohibiting transfer of 

personal data to the United States.1

This article fills a notable gap in prior writing, and shows compelling justifications for 

allowing nationality to matter for surveillance and protection of freedom of expression 

rights.2 We also assume that any such differential treatment based on nationality is 

constrained. A nation cannot lawfully torture persons simply because they have a different 

nationality. International human rights law limits how a government can and should act 

toward others; one cannot treat others differently simply because of their nationality. In 

addition, we sharply distinguish between our discussion of the possible limited uses of 

nationality for surveillance purposes, on the one hand, and recent trends, on the other 

hand, to invoke nativism or nationalism in politics. Such trends are a far cry from the 

reinforcement of democratic society that this article seeks to support and foster.3

In this initial work in our project comparing US surveillance laws and practices to other 

countries’, we compare the United States and Germany. We examine Germany because it is 

an important democracy within the European Union, known for strict privacy protection, 

and facing similar challenges regarding protecting rights and democracy while also 

protecting against national security threats. In our analysis, we define surveillance as the 

government’s access to and gathering of data about a person (the “target”). We distinguish 
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between three relevant ways that surveillance rules can differ in ways related to nationality. 

First, US and German surveillance can be conducted for law enforcement or foreign 

intelligence purposes, and the difference matters.4 As the European Fundamental Rights 

Agency has documented, a clear majority of EU member states have different rules for law 

enforcement and foreign intelligence surveillance.5 Second, rules depend on the location 

where the surveillance occurs—whether the collection occurs within the country  

or outside of it. US and German surveillance rules differ based on the location of collection.6 

The lawfulness of this approach was upheld in September 2018 by the European Court 

of Human Rights in its Big Brother Watch v. UK decision, finding specifically “that any 

difference in treatment based on geographic location was justified.”7 Third, and of the 

greatest focus for this article, the rules vary depending on whether the targets of surveillance 

are part of the polity. For instance, US law provides stricter protections under certain laws 

for surveillance of US persons (citizens or permanent residents) than for non-US persons, 

and German law does the same for Germans.8 That practice in Germany is subject to legal 

challenge, with one nongovernment organization reportedly planning litigation that argues  

that German surveillance law “implies discrimination against individuals without a German  

passport which is incompatible with the German Basic Law.”9 At this time it is not clear 

whether the challenge will be filed, and if filed and successful, on what grounds.10

Stricter protection for US persons has received considerable criticism, such as from EU 

officials in connection with negotiation of the EU/US Privacy Shield. Countries that apply 

stricter standards for surveillance of members of their own polity, such as the US and 

Germany, have been condemned as practicing invidious discrimination.11 One version of 

the criticism, the “universalist” approach, supports a legal rule that the same surveillance 

standard should apply to all persons globally and argues for a universal human right to 

be free from unjustified surveillance. In the words of UN Special Rapporteur on the right 

to privacy, Joseph Cannataci, “when it comes to surveillance carried out on the Internet, 

privacy should not be a right that depends on the passport in your pocket.”12 Marko 

Milanovic has similarly stated in the surveillance context that “distinctions based on 

nationality alone would seem hard to justify.”13

This article respectfully differs with that conclusion. At least where there are baseline 

human rights protections in how a country conducts surveillance towards all persons—in 

other words, where protections flow from the rule of law, such as “effective judicial review 

designed to ensure compliance with provisions of [the] law”14
—applying somewhat stricter 

standards for surveillance based on target nationality has a number of strong justifications.15

Possibly the most compelling justifications are to preserve democracy, while maintaining 

the rule of law. There are special and significant risks to democracy and the rule of law 

that result from a country’s surveillance of its internal political opposition and the free 

press. The history of Nazi Germany, the USSR, and East Germany show how the state 

used surveillance to identify dissent and target the press as central strategies for political 
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oppression. Recent expansions of surveillance power in Russia, Turkey, and Venezuela 

similarly illustrate aggressive actions against the press, the free Internet, and political 

opposition, with the consequent erosion of the rule of law.

Differing rules based on nationality also exist to protect democracy directly. As an 

initial point, democracies characteristically discriminate in the right to vote based 

on nationality—those who are part of the nation can vote, and foreigners cannot. 

More broadly, the United States, Germany, and other countries set limits on campaign 

expenditures for foreigners, compared with broader rights for those in the country to 

participate in the election. These campaign-related restrictions on foreigners provide a basis 

for law enforcement or national security surveillance of foreigners suspected of violating 

those laws.16

This article thus explains how a two-tier approach, instead of reducing fundamental 

rights, can serve the bedrock constitutional principles of democracy and the rule of law. 

Surveillance of nationals and others with a close connection to the domestic policy poses 

a special threat to the political opposition and free press of a country, both of which play 

crucial roles in limiting abuses of state power. Surveillance of persons outside the polity, 

by contrast, does not similarly implicate this risk to a nation’s democratic institutions. 

Preventing a slide into authoritarianism is a compelling reason for extra-strict protections 

against surveillance of a nation’s political opposition and free press.

A second justification for differential surveillance arises depending on the context of the 

surveillance—such as foreign intelligence and counterintelligence, foreign affairs, foreign 

adversaries, and international armed conflict—each of which can alter the analysis of what 

type of surveillance is proper. For example, without surveillance how can one detect an 

imminent invasion, enforce economic sanctions, or promote nuclear nonproliferation? 

This point has been made forcefully by Tim Edgar, who worked with the American Civil 

Liberties Union before becoming a senior official in the US intelligence community for civil 

liberties issues. Based on his experience, Edgar found a compelling case for having different 

standards for different contexts, notably between protecting domestic civil rights and 

democracy, contrasted with foreign intelligence.17 As a further practical matter, even if the 

United States, Germany, France, or the United Kingdom chose to apply the same rules to all 

surveillance contexts, it seems unlikely that other countries such as Russia or China would 

follow suit in practice.18

In sum, the article addresses (1) three ways nationality can matter to surveillance; 

(2) reasons for stricter rules for law enforcement and domestic collection; (3) reasons 

for different rules based on the location of collection; (4) the universalist critique of 

surveillance laws based on nationality; and (5) reasons that can justify stricter surveillance 

rules based on nationality. These reasons have not been assessed either by the Court of 

Justice for the European Union nor by the European Court of Human Rights, which in 2018 
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addressed numerous other foreign intelligence surveillance issues in both Big Brother Watch 

v. UK and Centrum för Rättvisa v. Sweden.19 This article concludes, under both the US and 

European legal traditions, that there are important and hitherto unarticulated reasons why 

nationality can be an important and justified, although constrained, part of surveillance 

regimes.

Three Ways Nationality Can Matter to Surveillance

In this part, we generalize the category of “US person” and “non-US person” to two 

categories that can apply under the law of any country: “nationals and near-nationals” 

(“NANNs”) and “non-nationals and non-residents” (“NoNNRs”). We also examine US 

and German law as examples of where surveillance law can vary based on nationality 

considerations: (1) law enforcement versus foreign intelligence surveillance; (2) the location 

of surveillance; and (3) the nationality of the target of surveillance.

NANNs and NoNNRs

Part of the problem has been a lack of clarity about the way in which surveillance laws 

operate and who is covered by the term “national.” Many countries have at least some laws 

that apply differently to a core group, including citizens, as contrasted with persons with  

no attachment to the country.

As one example, which we mention only briefly here, a country will typically have 

jurisdiction over its own citizens but not have the same legal power to issue binding 

orders on foreigners who have never established any connection with that country. 

These differential jurisdictional concerns arise under the recently enacted Cloud Act, 

which enables executive agreements between the United States and qualifying foreign 

governments to govern how each government can access criminal evidence from service 

providers. Under the Cloud Act, the United States requires stricter protections before a 

foreign government can access evidence about US persons than for non-US persons. For 

example, if an executive agreement is in place, the French government can gain streamlined 

access to evidence about French citizens from a US-based cloud provider, but must go 

through stricter procedures before accessing evidence about US persons.20

As a second example, consider recent concerns about disinformation campaigns by 

foreign actors in elections in Europe and the United States. To protect democracies and 

fundamental rights against foreign interference, there is a strong normative case for 

permitting stricter rules to detect and limit campaign-related and other expressive actions 

by foreign actors.

Whether for purposes of jurisdiction, free expression, or surveillance law, it is useful  

to establish terminology to distinguish between those who are part of the community  

of a nation and those who are not. Under US law, the distinction is typically between  
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“US persons,” who are US citizens and permanent resident aliens, and “non-US persons.” 

The same type of distinction exists under the law of other countries. We propose the 

acronym “NANN” to refer to nationals and near-nationals, while individuals who are not 

part of the polity are “NoNNRs,” who are non-nationals and non-residents.

For some legal purposes, defining the precise line between NANNs and NoNNRs may be 

vitally important, such as determining whether an individual receives health benefits 

or qualifies for easier entry across the border.21 For our purposes, we do not try to define 

precisely where the line is or should be between NANNs and NoNNRs. Our point is that 

the law recognizes two such tiers in a range of legal settings. This article discusses relevant 

legal rules with the two tiers relevant to surveillance, and whether and when they may be 

normatively appropriate.

Nationality and the US Approach to Government Surveillance

US Constitutional Law and Social Contract Theory Behind the US Approach The US legal 

approach to nationality and surveillance has both a constitutional and statutory dimension. 

The US constitution—along with other constitutions—was profoundly shaped by social 

contract theorists such as John Locke.22 One of Locke’s principal goals was to prevent tyranny: 

“Wherever law ends, tyranny begins.”23 To achieve that goal, he believed that a system of checks 

and balances was essential.24 People who consent to the social contract will be involved in 

checks and balance. These people inside the community have a special role in preventing 

tyranny. People outside the community are not saddled with this obligation to guard against 

tyranny, but neither do they enjoy the community’s protections and privileges.25 In line 

with this logic, US courts ruling on surveillance law issues apply Fourth Amendment 

protections more strictly for US citizens than for individuals who are outside of the United 

States and who lack any citizenship or strong tie to the country.26

US Statutory Law on Surveillance and Nationality As a statutory matter, the distinction 

between US persons and non-US persons was established in law in the 1970s.27 The Privacy 

Act of 1974, passed months after the Watergate-related resignation of President Richard 

Nixon, provided its key protection to US persons, but not to others.28 The distinction 

between US persons and non-US persons for foreign intelligence surveillance was included  

in the 1978 passage of FISA. That law grew out of the 1972 Keith case, in which the US  

Supreme Court rejected the claim that “domestic security” was a lawful basis for surveillance 

without a warrant, because the concept was “so vague” that “the danger to political dissent 

is acute.”29 At the same time, the Court distinguished the issues of foreign intelligence 

surveillance.30 Accordingly, when FISA was enacted in 1978, the new law applied specifically 

to foreign intelligence surveillance, when the data is collected within the United States. 

Stricter rules applied to surveillance of US persons than non-US persons (consistent 

with protection against surveillance of political opponents, such as the “enemies list” of 

President Nixon). The law also specifically banned surveillance against US persons when  
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it was based solely on First Amendment activity (protection of free speech and press).31  

But nationality is only part of the analysis about what is allowed.

How US Law Applies Nationality to Surveillance To determine the legal standards for US 

government surveillance, there are three questions, each of which turns on issues of what is 

domestic versus what is foreign: (1) law enforcement versus foreign intelligence surveillance 

law; (2) collection domestically versus collection done outside of the country; and  

(3) collection targeted at US persons versus targeted at non-US persons. Table 1 provides a 

summary of the applicable standards for these three legal distinctions.32 Below we address 

whether these distinctions are normatively defensible, which we believe they are.

The first question is whether the surveillance is conducted under law enforcement or foreign 

intelligence authorities. As shown in the table below, law enforcement wiretaps and access 

to stored records take place under the Electronic Communications Privacy Act, whose 

sections are called the Stored Communications Act, the Wiretap Act, and the trap-and-trace 

provisions (collecting to/from information). These law enforcement rules are generally 

stricter than the rules for foreign intelligence surveillance.

Second, the location of collection matters. Foreign intelligence surveillance conducted within 

the United States generally comes within FISA, while foreign intelligence surveillance 

conducted outside the United States generally operates under Executive Order 12333.33

Third, the nationality status of the target matters. As the next column shows, targets who are 

NANNs (US persons under US law) have greater protection than NoNNRs (non-US persons 

under US law).

Table 1

Activity Location Governing Law Target Nationality Protection Level

Law enforcement Domestic 
(or foreign)

Search warrant or 
Title III wiretap

NANN or NoNRR Probable cause of a crime, with 
additional limits on wiretaps. 
Same regardless of nationality

Foreign intelligence Domestic FISA Title I NANN Probable cause that the target  
is an agent of a foreign power

Foreign intelligence Domestic FISA Section 702 NoNNR Reasonable belief the target 
is within a court-approved 
certification

Foreign intelligence Foreign EO 12333 NANN Subject to agency guidelines, 
qualifies as foreign intelligence 
information. Additional 
safeguards for US persons

Foreign intelligence Foreign EO 12333 NoNNR Subject to agency guidelines, 
qualifies as foreign intelligence 
information. Safeguards for non-
US persons set by PPD-28
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As examples, two programs that have been the subject of considerable debate, Prism and 

Upstream, operate under Section 702 of FISA.34 First, these programs are done for foreign 

intelligence purposes, rather than under law enforcement authorities. Second, Section 702 

applies when collection is done within the United States, while collection abroad operates 

under the less strict standards of EO 12333. Third, the Section 702 programs, as well as 

surveillance under EO 12333, apply stricter rules for NANNs (US persons) than for NoNNRs 

(non-US persons).

Nationality and the German Approach to Government Surveillance

As a matter of law “all EU Member States regulate the organisation of their country’s 

intelligence services. Almost all have established at least two different bodies for conducting 

civil and military intelligence.”35 This system makes for “a diverse landscape.”36 As such, 

European countries make distinctions similar to the three distinctions just discussed 

under US laws, but also unique to each respective country.37 As an illustration, this article 

examines German law and summarizes the substantial German intelligence surveillance 

reforms passed in late 2016.38 For the treatment of nationality, German law is strikingly 

similar to US law, with similar regimes in other European countries.

German law distinguishes NANNs and NoNNRs. German intelligence surveillance law 

“protects German citizens at home and abroad, national residents, and legal entities in 

Germany.”39 This definition closely tracks the definition of US persons, as US citizens  

(at home and abroad) and lawful permanent residents. The German law applies somewhat 

stricter protections for EU citizens than for other non-Germans. But Germany does not 

apply the same protections offered to Germans to EU citizens, thus showing another way 

in which it treats surveillance targets differently depending on the relationship among the 

country, the idea of polity, and the target.

Concerning the three categories of surveillance and nationality discussed for US law, 

German law distinguishes between law enforcement and intelligence surveillance, 

either at the German regional state (Land) level, or for foreign intelligence surveillance.40 

The prior and reformed German statutes apply to the intelligence activities of the 

Bundesnachrichtendienst (BND), Germany’s foreign intelligence agency.

German intelligence law sets different rules depending on location. The law sets stricter 

rules for “foreign-domestic strategic surveillance,” when either the origin or destination 

of a communication is in Germany. It has less strict laws for “foreign-foreign strategic 

surveillance,” which is acquired abroad or is collected in transit through Germany. The 

former is similar to Section 702 of FISA, with its rules for information collected in the 

United States but with the target being abroad. The latter is similar to EO 12333, which  

has less strict rules for communications acquired abroad or in transit.
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German intelligence law also sets different rules depending on target nationality.41 

As Wetzling documents, the least strict protections apply to “purely foreign strategic 

surveillance,” which is “surveillance of communications data of foreign individuals on 

foreign soil.”42

This distinction between NANNs and NoNNRs in the German surveillance oversight regime 

occurs under other European regimes.43 David Cole and Federico Fabbrini write that  

“[d]omestic constitutional protections . . .  are no longer able to secure a meaningful defense 

against warrantless surveillance of non-citizens” (emphasis in original).44 They also note that 

the EU Charter and Data Protection Directive “give states broad discretion with respect to 

national security surveillance. And neither EU law nor the ECHR appear to constrain EU 

member states’ surveillance of foreign nationals beyond their borders.”45 The 2018 European 

Court of Human Rights cases examining the surveillance rules in Sweden and the United 

Kingdom included major rulings permitting surveillance with certain safeguards, but have 

not yet addressed the issue of surveillance of foreign nationals beyond national borders.46

Reasons for Stricter Rules for Law Enforcement and Domestic Collection

Although we have found surprisingly little writing on point, we suggest that somewhat 

different rationales apply for the diverse surveillance rules in the three categories just 

discussed. In this part, we address the first two categories, and examine the category  

of target nationality in more detail below.

First, many established democracies apply different rules for law enforcement versus foreign 

intelligence surveillance. The Fundamental Rights Agency report on EU member states 

found that a clear majority had different rules for law enforcement and foreign intelligence 

surveillance.47 Greater scope for foreign intelligence activities fits the reality of a dangerous 

world, where potentially hostile nations can send agents into a country contrary to national 

security. For surveillance in particular, a principal goal of law enforcement is to arrest the 

wrongdoer for punishment and prevention of further criminal acts. To achieve convictions, 

the emphasis is on amassing evidence that can be presented in open court. By contrast, 

surveillance of foreign powers and their agents focuses on intelligence gathering rather than 

incarceration. For instance, a nation may conduct ongoing surveillance on an adversary’s 

embassy and agents, without ever wishing to reveal the existence of the surveillance, or the 

sources and methods, in open court.

The second distinction, based on the location of collection, appears, according to our 

research, not to be especially controversial. Until the recent Big Brother Watch v. UK 

decision, we had not found a clear articulation of the rationale for the distinction. We 

propose that the context of the surveillance—the institutional mechanisms for collection—

are often different at home and abroad. At home, the government has physical sovereignty 

and can use coercive force. A government has huge advantages in conducting surveillance 
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within its territory, compared with surveillance abroad. Domestically, the government has 

the police force, with broad powers to interview witnesses and collect evidence of all sorts. 

Domestically, the government also has the judicial system, which can lawfully compel the 

production of evidence—uncooperative witnesses can be put in jail, and locked doors can 

be opened with a search warrant or similar judicial order. Historically, these police and 

judicial powers have meant that the government has the capability within the nation to 

access quite a large amount of evidence. Democracies have also placed many legal limits 

against abuse of these police and judicial powers.

A government’s legal capacity to require surveillance is, however, much more limited 

outside of the country. Except under special agreement, a country’s police officers lack their 

police powers outside of their jurisdiction. Judges often lack jurisdiction to issue search 

warrants or court orders where the evidence is in another country. Because the police 

and judges cannot compel production of evidence, the nation may seek cooperation from 

another country. Such cooperation, however, can encounter many obstacles. As a US court 

observed in connection with the search for Osama Bin Laden, “when some members of the 

government of the country in which the searches are sought to be conducted are perceived 

as hostile to the United States or sympathetic to the targets of the search, a procedure 

requiring notification to that government could be self-defeating.”48

The brief discussion of this issue in Big Brother Watch v. UK concurs: “The Government 

have considerable powers and resources to investigate persons within the British Islands 

and do not have to resort to interception of their communications under a section 8(4) 

warrant. They do not, however, have the same powers to investigate persons outside of the 

British Islands.”49 In short, pervasive differences in context, or institutional competence, 

can explain different legal standards for surveillance carried out domestically (where the 

government has a broad range of effective tools) and abroad (where the same government 

has far more limited powers to conduct surveillance). These pervasive differences thus 

could justify the different surveillance standards described above for domestic and foreign 

collection, under US and German law.

The Universalist Position Supporting a Right to Privacy Regardless of Nationality

As just discussed, there has been little controversy to date about the first two categories 

where surveillance law applies rules differently for foreign and domestic. These two 

categories distinguish between (1) foreign surveillance versus domestic law enforcement 

and (2) collection abroad versus collection domestically. By contrast, prominent experts, 

especially in Europe, appear to express strong opposition to a two-tier legal approach for 

target nationality.

We believe a significant portion of the apparent disagreement arises from how different 

legal systems—for this article, the United States and legal decisions of the European Court 

117-78700_ch01_3P.indd   9 1/2/19   11:56 AM



10

Peter Swire, Jesse Woo, and Deven R. Desai • The Important, Justifiable, and Constrained Role of Nationality

-1__

0__

+1__

of Human Rights (ECtHR) and the Court of Justice of the European Union (CJEU)—diverge 

in how privacy rights are defined. In this part, we present the legal instruments that 

universalists have cited in criticizing defining rights differently for NANNs and NoNNRs. 

We then explain why the disagreement may be less severe than initially appears.

Legal Instruments Cited in Support of Universalism

Universalists—those who believe the same privacy rights should apply regardless of 

nationality—draw upon a number of legal instruments to support their view. This legal 

tradition dates to the 1948 United Nations’ Universal Declaration of Human Rights, whose 

Article 12 states that “no one shall be subjected to arbitrary interference with his privacy.”50 

Similar language was later included in Article 17 of the 1966 International Covenant on 

Civil and Political Rights.51 In a 2016 Report to the General Assembly, Professor Joseph 

Cannataci, the UN Special Rapporteur on the right to privacy, stated that “in terms of  

article 17 of the International Covenant on Civil and Political Rights, everybody enjoys 

a right to privacy irrespective of nationality or citizenship” (emphasis supplied).52 More 

generally, Cannataci says states should “prepare themselves to ensure that both domestically 

and internationally, Privacy [sic] be respected as a truly universal right—and, especially 

when it comes to surveillance carried out on the Internet, privacy should not be a right that 

depends on the passport in your pocket.”53

The European Convention on Human Rights (ECHR) adds requirements beyond these 

international instruments. The first paragraph of ECHR Article 8 states that “everyone has 

the right to respect for his private and family life.” As discussed further below, paragraph 2 

of Article 8 sets forth extremely relevant text applying to that right to privacy:

“There shall be no interference by a public authority with the exercise of this right except 

such as is in accordance with the law and is necessary in a democratic society in the 

interests of national security, public safety or the economic well-being of the country, 

for the prevention of disorder or crime, for the protection of health or morals, or for the 

protection of the rights and freedoms of others” (emphasis added).54

These ECHR requirements apply to forty-seven countries,55 and cases interpreting the ECHR 

are under the European Court of Human Rights (ECtHR), seated in Strasbourg.

In addition, the Charter of Fundamental Rights of the European Union (Charter) applies 

to the twenty-eight current member states of the European Union. The Charter’s privacy 

protections in Articles 7 and 8 must be at least as protective of fundamental rights as the 

ECHR. The Court of Justice of the European Union (CJEU), seated in Luxembourg, is the 

highest court for interpreting the Charter. Since 2009, CJEU judgments have binding  

effect on the member states and are similar in this respect to decisions of the US Supreme 

Court.
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The CJEU has protected the rights to respect for private life and data protection as 

fundamental rights in a series of cases involving government access to personal data for  

law enforcement or national security purposes. A series of cases since 2014 illustrates the 

point. For instance, in Digital Rights Ireland, the CJEU struck down an entire EU law that 

required Internet providers across the European Union to retain records of who accessed  

the Internet. In 2015, the Court struck down the EU/US Safe Harbor due in part to concerns 

about excessive US government surveillance.56 And it also struck down the EU agreement 

with Canada about passenger name records. Indeed, in the wake of Big Brother Watch  

v. UK, Théodore Christakis has noted a divergence between the ECtHR and the CJEU, with 

the latter applying stricter scrutiny to surveillance regimes.57 In light of these holdings, as 

mentioned in the introduction, one could imagine the CJEU looking askance at a US law 

that discriminated on the basis of target nationality, possibly leading to a judgment that US 

surveillance law violates the fundamental right to privacy for that reason. It is noteworthy 

to highlight here that EU treaty law clearly provides that national security matters of EU 

member states fall outside of the scope of EU law. This may, however, be subject to change 

due to the outcome of a pending judgment before the CJEU.58

Differing and Misunderstood Views on the Operation of Rights

Despite the important legal instruments that are cited by universalists who raise concerns 

about a two-tier system of surveillance that varies based on target nationality, we believe 

there may be more room for agreement on outcomes than the quotations would suggest.59 

Notably, US and EU legal experts have different conceptions of what it means to define a 

privacy right.

Consider the quote by Special Rapporteur Cannataci defining “a right to privacy irrespective 

of nationality or citizenship.” Roughly speaking, for a US lawyer, the quote means that 

each detail of the law must apply the same irrespective of nationality or citizenship. Under 

this US understanding, the language “irrespective of nationality or citizenship” would 

be understood as forbidding any different legal rules based on target nationality, such as 

different treatment in any manner for US persons as opposed to non-US persons.

By contrast, an EU lawyer would see the definition of the “right to respect for private life” 

as applying to the first step in a multistep process.60 Under the jurisprudence of the ECtHR 

and the CJEU, the right is defined broadly. It is this broad definition of the right that 

Professor Cannataci appears to be describing, and which he states should be “irrespective of 

nationality or citizenship.”

After this relatively broad definition of the right, the European courts next examine 

whether the interference with the right can be justified. For instance, in a 2010 case 

involving surveillance in the United Kingdom, the ECtHR recognized the right and 

then stated that any interference with the Article 8 right to privacy can only be justified 
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“if it is in accordance with the law, pursues one of [sic] more of the legitimate aims to 

which paragraph 2 of Article 8 refers and is necessary in a democratic society in order 

to achieve any such aim.”61 In 2018, the ECtHR cited cases finding that countries have 

a “margin of appreciation” in conducting national security and found that the Swedish 

foreign intelligence surveillance system was permissible because “it minimizes the risk of 

interference with privacy.” Thus, under this jurisprudence, developed in the ECtHR and 

followed by the CJEU, the right is defined broadly, irrespective of nationality or citizenship, 

but then the court analyzes the interference with the right to reach some ultimate judgment 

about whether a regime complies with law.

Under the EU approach, deciding the legality of a two-tier system thus depends both on 

defining the right and assessing in detail whether the interference with the right can be 

justified. Before that assessment can take place, we must discuss the legitimate aims of a 

two-tier regime, and why it may be necessary in a democratic society to permit at least 

somewhat different rules for NANNs and NoNNRs.

Reasons for Stricter Rules for NANNs than NoNNRs

We next turn to reasons why a two-tier surveillance system may be justified, with stricter 

rules for NANNs than NoNNRs. The first set of reasons concerns national security—greater 

surveillance is surely needed in wartime, as well as less adverse foreign relations settings. 

The second set of reasons goes to the preservation of democracy and the rule of law—

stricter protections help guard the domestic political opposition, freedom of speech, and 

participation in a country’s elections.

National Security Surveillance in War and Less Adverse Foreign Relations

Under US and EU law, national security is a legitimate basis for restrictions on the right to 

privacy. As mentioned above, the US Supreme Court in the 1972 Keith case provided greater 

scope for foreign intelligence surveillance than for domestic law enforcement. In Europe, 

Article 8 of the ECHR specifically states that “national security” is a legitimate aim that can 

justify restrictions of the right to privacy, where necessary and proportionate.

Privacy experts are often skeptical of claims of national security, however.62 Such claims 

are routinely made by those supporting broader surveillance powers. Often, there is little 

information publicly available to assess the national security claim in a particular situation. 

Privacy experts thus have understandable concerns that national security will be asserted 

in a particular case, with no effective mechanism to distinguish legitimate from overstated 

claims of national security.

We believe that the context of surveillance—how it is conducted for national security and 

foreign affairs purposes—can help explain and justify different surveillance rules based on 

nationality, for the three categories discussed above: (1) domestic law enforcement versus 

117-78700_ch01_3P.indd   12 1/2/19   11:56 AM



13

Hoover Institution • Stanford University

__-1

__0

__+1

foreign intelligence; (2) collection domestically and abroad; and (3) different rules based 

on target nationality, for NANNs and NoNNRs. Instead of relying solely on the case-by-

case assertion of national security, which is so difficult to assess, these categories provide 

the public and the courts with a way to classify more generally when national security 

arguments are likely to be compelling.

The proposed approach is pictured in Figure 1, which shows a continuum between a state 

of war (with the fewest restrictions on surveillance) and full domestic law (with the strictest 

protections against law enforcement surveillance). Using US law as an example, domestic 

investigations for law enforcement purposes are subject to the full protections of the Fourth 

Amendment, including probable cause warrants. The other categories, however, have fewer 

legal limits on surveillance.

In Figure 1, the extreme situation is international armed conflict. In this context, there is an 

overwhelming case for a government to undertake surveillance with fewer restrictions than 

apply to a domestic law enforcement action.63 In an international armed conflict setting, it 

makes no sense to apply a strict universalist approach. International armed conflict justifies 

necessary measures to preserve the nation, and such measures may include surveillance that  

operates under different rules than other situations. To take a simple example, rapid surveillance 

and reporting may warn a unit that it is about to come under attack, and thereby save lives. 

Greater surveillance can be justified based on location of collection, such as in a combat 

zone or the territory of the hostile country. Greater surveillance can also be justified based 

on the nationality of the target. Even in international armed conflict, there are strong 

justifications for continuing to apply greater safeguards against excessive surveillance, for a 

country’s own nationals.64 For nationals of the hostile country, who often act on behalf of 

the hostile country, there is a principled basis for greater surveillance.

Figure 1 shows other categories that can lead to varying rules for surveillance:

1. Foreign adversaries. Although not in international armed conflict, foreign adversaries 

have significant disagreements and opposing geopolitical goals. Consider the situation 

in the Crimea when Russia sent troops there in 2014. Before the annexation, the 

United States and its allies had an important stake in assessing the likely Russian 

actions as a matter of foreign affairs. After the annexation, the United States and its 

allies took actions in response, including economic sanctions against Russia, which to 

Domestic Foreign Intelligence/
Counterintelligence

Foreign A�airs Foreign Adversaries Armed Conflict

Figure 1. Strictness of Surveillance Rules

117-78700_ch01_3P.indd   13 1/2/19   11:56 AM



14

Peter Swire, Jesse Woo, and Deven R. Desai • The Important, Justifiable, and Constrained Role of Nationality

-1__

0__

+1__

be effective required monitoring. As with a declared war, greater surveillance can be 

justified based on location of collection, notably for activities in Russia and the Crimea 

prior to and after the annexation. Greater surveillance can also be justified based 

on the nationality of the target. Suppose an American businessperson, or political 

leader, was traveling in the Crimea just before or after the annexation. Although 

there was heightened reason in general for the United States to do surveillance in this 

geographic area, there would be countervailing reasons to retain the usual safeguards 

for surveillance of this NANN. For instance, it may make sense to have a rule that the 

NANN retains the usual protections against surveillance, until and unless evidence 

indicates that the individual is acting on behalf of the foreign adversary. The same 

logic would apply to German surveillance of German NANNs, contrasted with German 

surveillance of NoNNRs with respect to Germany, in the Crimea or Russia.

2. Foreign affairs. Foreign affairs is another realm where states have traditionally surveilled 

one another, even when the states are allies.65 The Crimea before the annexation 

illustrates this point. At the time, Russia was part of the G8, and so had the status of 

an ally rather than an adversary; of course, in international affairs, there are many 

shades of gray between a close ally and a clear adversary. As such, especially as tensions 

mounted in the Crimean area, there was strong reason for the United States and its 

close allies to heighten surveillance based on location (the Crimean region) and target 

nationality (surveillance of Russians in the Crimea prior to the annexation may have 

had a stronger justification). Reasonable national security concerns at that point could 

justify greater surveillance than occurs domestically. This is not to say that surveillance 

targeted at allied and other countries should be unchecked—it may well be politically 

prudent to provide stronger protections for surveillance targeted at allies than for 

adversaries. President Obama’s Presidential Policy Directive 28 (PPD-28), retained 

by President Trump, applies to signals intelligence. It institutes general privacy rules 

applying to non-US persons, including minimization, data security, and oversight of 

foreign intelligence. PPD-28 retains an exception, however, because those protections 

apply only “[t]o the maximum extent feasible, consistent with national security.”66 

For foreign affairs, even where the PPD-28 baseline exists for protecting privacy rights 

regardless of target nationality, the facts may justify different surveillance safeguards 

based on location or target nationality.

3. Foreign intelligence. For surveillance that takes place within the country, as discussed 

above, the United States and other nations have more flexible rules for foreign 

intelligence surveillance than for law enforcement investigations.67 In the United 

States, individual FISA warrants apply to surveillance of foreign powers and “agents of 

foreign powers.” Surveillance under FISA takes place domestically, where the range of 

government investigative techniques is generally subject to stricter legal rules than for 

collection of information abroad. For this FISA collection, US courts have applied the 

Fourth Amendment to foreign intelligence investigations, but under more permissive 

117-78700_ch01_3P.indd   14 1/2/19   11:56 AM



15

Hoover Institution • Stanford University

__-1

__0

__+1

rules than for law enforcement actions. Since its initial passage in 1978, FISA also 

provides somewhat greater protections for NANNs than for NoNNRs, such as a  

specific provision that US persons cannot be the subject of a FISA warrant based  

solely on protected First Amendment activity.68 As discussed further below, the 

protection of democracy and the rule of law provide strong justifications for particular 

care where surveillance is targeted at NANNs based on political opposition or free 

speech.

In sum, Figure 1 illustrates where national security interests are likely to be most 

compelling. In wartime and towards foreign adversaries, nations are adverse by definition, 

and national security is clearly at stake. The nature of foreign affairs thus can justify 

different surveillance rules for the three categories discussed in this article: (1) domestic  

law enforcement versus foreign intelligence; (2) collection domestically and abroad; and  

(3) different rules based on target nationality, for NANNs and NoNNRs. These different 

rules may exist categorically, such as where a national law creates a different surveillance 

rule based on one of the distinctions. In the alternative, under the proportionality analysis 

employed by the ECtHR and CJEU, the three categories can assist the courts in performing  

a case-by-case assessment of whether an interference with a privacy right is justified.

Protecting Political Freedom with Surveillance Safeguards

Perhaps the most intuitive and compelling reason for differential treatment is to preserve 

democracy and the rule of law, by creating strict limits on surveillance of domestic 

political opposition and the free press. It is no coincidence that the 1972 Watergate 

burglaries targeted the headquarters of the opposition political party, the Democratic 

National Committee. Put simply, unique threats to democracy and the rule of law occur 

when a government intensifies surveillance of domestic political opponents. Would-be 

authoritarians increase surveillance of political opponents and the free press, often  

without judicial oversight, as shown in recent years in countries such as Russia, Turkey,  

and Venezuela. Strong protections against surveillance of domestic political opponents  

and the free press thus support individual rights, by protecting democracy and the rule of 

law. Surveillance against the persons who can vote is a threat to the survival of a democracy, 

in a way that surveillance of others is not.

Similar concerns apply to protecting free expression, such as through the First Amendment 

protections of speech, press, and assembly under US law.69 To a significant extent, individual 

rights enhance collective rights. For example, freedoms of assembly and association 

are important as individual rights that aid how individuals learn, debate, and develop 

political views. These individual rights also enable collective engagement and action under 

the rule of law. The problem, as Desai has shown, is that “pervasive surveillance chills 

associational freedom.”70 That is, the Fourth Amendment “is linked to collective projects 

of self-governance.”71 More generally, as Professor Paul Schwartz has argued, in line with 
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similar arguments of Privacy International, privacy enables and supports both deliberative 

democracy and “the individual’s capacity for self-governance.”72

In addition, recent nation-state disinformation efforts and other attempts to influence 

elections in Europe and the United States give a new, prominent reason to appreciate 

the difference between domestic and foreign actors.73 Even before such activities came 

to light, countries have restricted foreign nationals’ ability to participate in elections. In 

the United States, the prohibitions on foreign national activity relating to US elections 

include prohibitions on contributions and donations to federal, state, or local elections; 

contributions and donations to any committee or organization of any national, state, 

district, or local political party; and donations to presidential inaugural committees.74 In 

addition, foreign nationals are barred from expenditure, independent expenditure, or 

disbursement “for an electioneering communication.”75 Note, however, that resident aliens, 

in other words US persons, are able to participate short of voting.76

This position is in line with the distinction between US persons and non-US persons. As 

the Supreme Court explained in Johnson v. Eisentrager,77 “The alien, . . .  has been accorded 

a generous and ascending scale of rights as he increases his identity with our society. Mere 

lawful presence in the country creates an implied assurance of safe conduct and gives 

him certain rights; they become more extensive and secure when he makes preliminary 

declaration of intention to become a citizen, and they expand to those of full citizenship 

upon naturalization.”78 Even while in a “probationary residence,” an alien has a “right 

against Executive deportation except upon full and fair hearing.” Furthermore, resident 

aliens have “important constitutional guaranties—such as the due process of law of the 

Fourteenth Amendment.”79 Cases involving deportation, citizenship, and First Amendment 

rights follow the distinction between resident aliens and others, in that these cases 

recognize certain rights, and US courts’ jurisdiction, once an alien is on US soil, and that 

the rights increase as someone is closer to being a resident alien.80

Thus, as then District Court Judge Kavanaugh explained in addressing a challenge to limits 

on foreign national expenditures on US elections, although “we know from more than a 

century of Supreme Court case law that foreign citizens in the United States enjoy many of 

the same constitutional rights that US citizens do . . .  But we also know from Supreme Court 

case law that foreign citizens may be denied certain rights and privileges that US citizens 

possess.”81 In the election context:

It is fundamental to the definition of our national political community that foreign 

citizens do not have a constitutional right to participate in, and thus may be excluded 

from, activities of democratic self-government. It follows, therefore, that the United 

States has a compelling interest for purposes of First Amendment analysis in limiting the 

participation of foreign citizens in activities of American democratic self-government, and 

in thereby preventing foreign influence over the US political process.82
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Other countries draw similar distinctions regarding elections. Germany restricts donations 

“exceeding 1,000 Euros made by a foreigner.”83 Canada’s Elections Act section 331, Non-

interference by Foreigners, prevents people from outside Canada from “induc[ing] electors 

to vote or refrain from voting or vote or refrain from voting for a particular candidate” 

unless those people outside Canada are citizens or permanent residents under Canadian 

law.84 Israel has a similar rule requiring that only voters may contribute to elections.85 To 

protect democracies and fundamental rights against foreign interference, there is a strong 

normative case for permitting stricter rules to detect and limit campaign-related and other 

expressive actions by foreign actors.86

In short, strong protections against surveillance of domestic political opponents, the free 

press, speakers, and other participants in election politics support individual rights, by 

protecting democracy and the rule of law.87 Similarly, greater surveillance of foreign actors 

can reduce the risk that democratic elections will be undermined. This protection leads to a 

collective good that we emphasize: minimizing the risk that a democracy will descend into 

authoritarianism.88

The US Experience The Watergate era exemplifies the importance of having checks 

against tyranny. The Watergate break-in was, at its core, surveillance activity against the 

opposition Democratic Party. In addition, during this period, the FBI and CIA conducted 

domestic surveillance against the civil rights, Black Power, antiwar, and other sociopolitical 

movements of the time. These agencies illegally opened and read mail, tapped phones, and 

infiltrated groups to spy on members.89

As discussed above, US law addressed this activity by passing the Privacy Act of 1974 and 

FISA, and rejecting “domestic security” as reason to get rid of the warrant requirement, 

because of the “acute” danger to “political dissent.”90 NANNs received greater protections in 

part because they need room to be political opponents. In addition, if surveillance is based 

only on First Amendment activity (protection of free speech and press), it is not allowed. 

As stated by the 2013 NSA Review Group, on which Swire served, FISA’s stricter limits on 

domestic surveillance express

not only a respect for individual privacy, but also—and fundamentally—a deep 

concern about potential government abuse within our own political system. The special 

protections for United States persons must therefore be understood as a crucial safeguard 

of democratic accountability and effective self-governance within the American political 

system.91

The Experience in Other Countries The unique risk to democracy from domestic 

surveillance applies far beyond the United States. Pervasive domestic surveillance is a  

well-known feature of authoritarian regimes, and the experience of totalitarian surveillance 

under the Nazi regime is an important basis for the strict privacy rules that apply today in 
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Europe.92 The Gestapo cracked down on political opposition parties, investigating people 

suspected of belonging to the communist or social democratic parties.93 The Nazis also 

pervasively controlled information and the free press, such as through the Ministry of 

Public Enlightenment and Propaganda.94 Similar surveillance and oppression of political 

dissenters occurred under Communist regimes. The Soviet Union’s KGB operated an 

extensive surveillance state that suppressed political dissent and imprisoned many political 

prisoners.95 These are just a few of many examples throughout history, as the entire 

phenomenon of secret police is designed to find and silence individuals with different 

political views. The pattern of increased surveillance combined with suppression of the 

press and dissent has happened in numerous countries historically.96

Unfortunately, one need not look to history to find such oppressive action. Three recent 

examples—Russia, Turkey, and Venezuela—illustrate the risk to democracy and the rule 

of law that accompany these practices today. In Russia wiretaps, often targeting political 

opponents, have risen dramatically in recent years.97 The government has required Internet 

service providers to install hardware allowing deep packet inspection, and banned virtual 

private networks, which previously had enabled secure access to censored content.98 Turkey 

has similarly increased surveillance of, and actions against, political opposition.99 A failed 

coup in 2016 resulted in broader government powers to conduct domestic surveillance.100 

By 2017, a headline read: “Turkish opposition MP jailed for 25 years as part of Erdogan’s 

ongoing political crackdown.”101 In Venezuela, President Nicholas Maduro has relied on his 

intelligence services, which are governed largely though executive decree, to target and jail 

his political opposition with no oversight.102

These three countries have also restricted the free press and the ability of citizens to access 

information contrary to the government’s views. In addition to targeted cyberattacks on 

journalists, the Russian government has forced closures and resignations of key editorial 

staff at the country’s independent media outlets103 as part of “dismantling” the independent 

media.104 In Turkey, President Erdogan has been aggressive in prosecuting journalists and 

free press in his crackdown following the 2016 coup attempt.105 Venezuela censors Internet 

and other media companies that provide independent sources of information, and filters 

content in response to protestors using social media and messaging apps.106

Accordingly, preserving democracy and the rule of law and reducing the risk of 

authoritarianism is a compelling reason to create very strict limits on surveillance of these 

domestic actors. In the language of Article 8 of the ECHR, these strict limits are “necessary 

in a democratic society”—their absence can undermine democracy itself. Another legitimate 

aim in Article 8 is “the protection of the rights and freedoms of others.” Preserving the rule 

of law protects not only the rights and freedoms of the individuals targeted by surveillance. 

Such preservation also protects the rights and freedoms—democracy itself, the rule of law—

of the entire population.
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In addition, as we argue below, democracies are unlikely to maintain surveillance rules that 

are similarly strict for surveillance of foreign enemies and other foreign actors. In wartime 

and in connection with foreign adversaries, it is hard to imagine that a nation will maintain 

surveillance limits as strict as those appropriate in connection with domestic political 

opposition. There is thus a compelling normative case for permitting stricter surveillance 

safeguards for NANNs than for NoNNRs, where NANNs otherwise would not receive needed 

protections.107

Conclusion

This article has set forth three important ways that nationality has been treated as 

relevant in surveillance law, using the United States and Germany as examples of broader 

patterns. Although safeguards are sometimes the same regardless of nationality, there are 

notable instances where safeguards are different: (1) domestic law enforcement has stricter 

safeguards than foreign intelligence surveillance; (2) collection of information domestically 

is subject to stricter legal rules than collection abroad; and (3) surveillance depends on 

target nationality, with NANNs subject to stricter protections than NoNNRs.

We have advanced two principal reasons why nationality can be an important reason to 

vary surveillance rules. First, Figure 1 showed the continuum between armed conflict, with 

the fewest surveillance limits, and domestic law enforcement, with the strictest limits. 

National security can provide a compelling reason to act differently toward foreign nations, 

who may be hostile, as well as individuals acting on behalf of those nations. Second, 

preservation of the rule of law and democracy (such as restricting foreign involvement in 

elections) can provide a compelling reason for extra-strict protection of domestic political 

opposition and the free press.

One logical response from a universalist would be to agree that strict rules should 

apply within a country, including to protect the political opposition and free press. The 

universalist may then argue that these same strict rules should apply universally, to all 

persons regardless of nationality. In that way, strong privacy protections would exist 

domestically, and persons of other nations would have the same protection of their privacy 

rights.

We submit that this strict universalist position is not a persuasive way to achieve the stated 

goal of privacy protection.108 One reason has been offered by Tim Edgar, in discussing 

a proposed (but not adopted) universal agreement to ban mass surveillance practices. 

Edgar writes that such a treaty “would also be destabilizing. Russia, China, Iran, and other 

adversaries of the United States cannot be trusted to limit their intelligence capabilities.”109 

The second argument against the strict universalist position is pragmatic. Assume, for sake 

of discussion, that a strict universalist believes it is desirable to apply precisely the same 

rules, regardless of target nationality. The pragmatic question is: what level of strictness 
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will a nation adopt over time? The strict universalist may hope that the rules will be at the 

protective level that applies to domestic political opposition and the free press. We submit, 

however, that it is far more likely that national security and foreign affairs considerations 

will win out over time. Supporters of foreign surveillance will gain political support when 

they seek to do surveillance during wartime or in the midst of a foreign affairs crisis. In 

considering a universalist rule prohibiting use of target nationality, we believe the result 

would be to adopt the watered-down standard for wartime and foreign affairs, and not the 

stricter domestic standard that privacy supporters would wish to have.110

The two-tier approach is a close match with the US legal tradition, which applies 

constitutional protections specifically to those within the social contract, or with other 

strong ties to the nation. As Professor Jamal Greene put it, a possibly unique “feature 

of US constitutional law is that it constitutes us, not just as a nation, but as a people as 

well.”111 Indeed, disapproval of the two-tier US approach under human rights law could 

be understood as part of a sweeping theory of international law, that rights based on a 

constitution— rights that are defined within the social contract—are illegal under human 

rights law. The US tradition, by contrast, does define some rights differently based on 

whether the individuals are citizens or otherwise have voluntarily linked themselves with 

the nation. Similarly, in the extradition context, the Court of Justice of the European Union 

has recognized the lawfulness of greater protections for nationals than for foreigners.112

In other words, there may be more room for nationality to be considered in surveillance 

under European law than might be apparent from some universalist statements. The 

broad statements about surveillance applying “irrespective of nationality” are made in 

the first stage of European analysis, in the definition of the fundamental right to privacy. 

Under Article 8 of the ECHR and other authorities, however, the analysis then proceeds to 

examine the “interference with the right.” Nations create their surveillance regimes and are 

permitted a “margin of appreciation” in how they protect privacy while advancing national 

security and other goals recognized under Article 8.

This article elucidates a number of points that we have not seen addressed in the previous 

literature. These points go to why surveillance rules referring to nationality may meet 

legitimate aims under Article 8, such as national security and the protection of the rights 

and freedoms of others. Most fundamentally, we have shown why different rules based 

on target nationality may be vital to preserving democracy and the rule of law. The goals 

of protecting democracy and acting in accordance with law are explicit in Article 8, and 

important generally in fundamental rights jurisprudence. Put somewhat differently, the 

approach in this article shows how a regime that varies based on target nationality could 

meet the ECtHR and CJEU jurisprudence that the use of nationality in this context would 

be both “necessary” and “proportionate.” Where this jurisprudence is satisfied, then 

alleged discrimination based on nationality would not be a basis for cutting off transfers of 

personal data from the European Union to a country such as the United States that applies 
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some surveillance rules differently based on nationality. We welcome further engagement 

with European experts on how to consider these ideas within European jurisprudence.

In conclusion, we have explored why a country may choose to use nationality as a 

consideration in the three categories related to foreign intelligence, foreign collection, 

and target nationality. We have explained why using nationality in this way can be both 

important and justifiable. Using nationality as a basis for government action also is and 

should be constrained. Far more than many critics have realized, domestic US law sets 

numerous constraints on government surveillance, including surveillance of non-US 

persons.113 International law, including treaties ratified by the United States, sets additional 

restraints on when surveillance may discriminate based on nationality. Going forward, we 

hope the discussion here promotes a fuller discussion of the multiple ways that nationality 

has played and may play a role in crafting surveillance rules that both protect privacy and 

meet other legitimate goals such as national security and the protection of democracy.
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NOTES

1  Although we have not seen the argument made explicitly in print, a claim might be made that US law, 
such as Section 702 of the Foreign Intelligence Surveillance Act, applies different rules in a discriminatory 
way to US persons and non-US persons. Transfers of personal data from the European Union to the United 
States have already been challenged in the Schrems 2 model contracts case in the Irish High Court, with 
focus on the practices of the National Security Agency as a reason not to find adequate protections when 
data is transferred to the United States. An alleged discrimination in surveillance based on nationality 
could be an additional argument, under EU law, why adequacy is lacking for transfers to the United States. 
For discussion of US surveillance law compared with EU practices, see Professor Peter Swire Testimony in 
Irish High Court Case, Alston & Bird (June 16, 2018, 10:06 p.m.), available at https:// www . alston . com / en 
/ resources / peter - swire - irish - high - court - case - testimony.
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2  For a contrasting view, see Douwe Korff et al., “Boundaries of Law: Exploring Transparency, 
Accountability, and Oversight of Government Surveillance Regimes,” at 35 (March 3, 2017) (hereinafter 
“Boundaries of Law”) (“But most importantly, the distinction in protection between ‘national persons’ 
and ‘foreigners’ . . .  is in fundamental breach of the principle of universality of human rights and of the 
prohibition of discrimination, inter alia on the basis of nationality or place of residence.”), available at 
https:// papers . ssrn . com / sol3 / papers . cfm ? abstract _ id = 2894490; see also Douwe Korff, “Expert Opinion 
prepared for the Committee of Inquiry of the Bundestag into the “5EYES” global surveillance systems 
revealed by Edward Snowden,” sections B.2.b, B.2.c (hereinafter “Korff, ‘Expert Opinion’ ”), available at 
https:// www . bundestag . de / blob / 282874 / 8f5bae2c8f01cdabd37c746f98509253 / mat _ a _ sv - 4 - 3 _ korff - pdf 
- data . pdf. As we were finalizing this article for publication, we became aware of Asaf Lubin, “ ‘We Only Spy 
on Foreigners’: The Myth of a Universal Right to Privacy and the Practice of Foreign Mass Surveillance,” 
Chicago Journal of International Law 18 (2018): 502. We plan to discuss this article in future writing.

3  See, e.g., Jamal Greene, “Foreword: Rights As Trumps?” Harvard Law Review 132 (2018): 28, 34 (“Ours 
is not an ethno-national or religious project but a political one, dedicated to the audacious idea that 
liberalism and pluralism are mutually constituted.”); Peter Baker and Alissa J. Rubin, “Trump’s Nationalism 
Rebuked at World War I Ceremony, Is Reshaping Much of Europe,” New York Times (Nov. 11, 2018), https:// 
www . nytimes . com / 2018 / 11 / 11 / us / politics / macron - trump - paris - wwi . html (“ ‘Patriotism is the exact 
opposite of nationalism,’ President Emmanuel Macron of France said in a speech at the Arc de Triomphe, 
welcoming the leaders and extolling an old system now under siege.”); Jefferson Cowie, “Reclaiming 
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