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United States Cyber Command (USCYBERCOM) turned ten years old in 2020. It is a unique
institution—a military command that operates globally in real time against determined
and capable adversaries and yet never fires a shot or launches a missile. The Command
comprises an amalgam of military, intelligence, and information technology capabilities
that came together into its present shape more by design than by fortuitous chance. That
design, however, was itself a work in progress.

The Command’s first decade built upon the notion that states must operate in cyberspace
at scale and in real time. “Operating” means that key national systems and data have

to be “fought” like a weapons platform; in other words, they enable and execute

critical sovereign functions and thus cannot be switched off or managed as discrete

and individual devices.! Indeed, each system and device affects the whole, and that
whole is now immense. Only operational processes can harness the military’s and the
government’s limited talent and resources in ways that can accomplish such global tasks
on behalf of the nation, and only military components have the training, expertise,
equipment, and resources to fulfill key elements of that requirement full-time and without
interruption.

That vision dawned on military and civilian leaders years before the establishment

of USCYBERCOM. The Command then refined the vision through actual operations.
USCYBERCOM was by no means a passive medium upon which other government and
industry actors imposed their visions. On the contrary, the Command’s leaders, experts,
and experiences influenced the course of discussions and resulting decisions. The evolution
began two decades back, as key decisions were made that framed the institutional context
for USCYBERCOM. This history is interesting not only for what it says about military
innovation and bureaucratic change in the US government, but also for the insight it offers
on the development of other military cyber components among America’s allies, partners,
and adversaries.

Antecedents

The Joint Chiefs of Staff in 2004 labeled cyberspace a “domain” of military operations,
meaning that the systems that processed, stored, and moved data in digital forms had
collectively become a venue where states could use force to coerce other states. Thus that
year’s National Military Strategy declared that:
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[the nation’s armed forces] must have the ability to operate across the air, land, sea,
space and cyberspace domains of the battlespace. Armed Forces must employ military
capabilities to ensure access to these domains to protect the Nation, forces in the field and

US global interests.?

This recognition of cyberspace as an arena for inter-state conflict and coercion might appear
from the perspective of 2021 to be rather premature. Yet in 2004 it culminated almost two
decades of public and private debates over the characteristics and prospects of cyberspace for
national security.

Cyber capabilities began growing in America’s intelligence agencies, armed services, and
computer and telecommunications industries in the 1970s. For reasons beyond the scope
of this essay, no single government actor possessed the situational awareness and authority
to demand that users connecting to digital networks around the nation employ best
practices (like patching, passwords, encryption, and enterprise management) that were
well known—if haphazardly applied—in the computer security community.> Governmental
and private capabilities through the 1980s evolved on relatively closed networks based on

a variety of digital protocols. Technological and strategic events in the 1990s, however,
created the modern security problem. Now-familiar debates over cybersecurity began in
earnest with the global adoption of TCP/IP packet switching to link thousands of “intra-
nets,” as well as with the nearly simultaneous opening of dictatorial regimes to the internet
in the mid-1990s.*

American experts soon grasped that other nations too could now employ what the
RAND Corporation called “strategic information warfare” against the United States.

A tabletop exercise at RAND in 1995 showed that America, with its “complex,
interconnected network control systems for such necessities as oil and gas pipelines,
electric grids, etc.,” had become vulnerable even to states with much inferior militaries
that were nonetheless willing to utilize cyber techniques to leapfrog US forces and hit
America’s critical infrastructure.’ “In sum,” RAND’s report concluded, “the US homeland
may no longer provide a sanctuary from outside attack.”®

Even the Department of Defense (DoD) rapidly came to depend on globally networked
digital infrastructure to run its routine business operations. Such networks could be
largely hardware agnostic as long as they ran operating systems that could send emails
and display pages on the new World Wide Web; thus the Department suddenly needed
fewer costly and personnel-intensive DoD-tailored communications systems.” Yet linking
military systems on digital infrastructures that were not only outside of DoD control

but also used by millions of foreign (and essentially anonymous) actors also created an
unprecedented “tunnel of vulnerability” for the nation, as the DoD Defense Science Board
warned in 1996.8 Congressional auditors that same year recorded their concern with these
developments, noting that “major disruptions to military operations and readiness could
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threaten national security if attackers successfully corrupted sensitive information and
systems or denied service from vital communications backbones or power systems.” Such
concerns heightened in 1998, when DoD network administrators spotted a set of intrusions
into US government systems that American observers soon dubbed “Moonlight Maze.”1°
Michael Vatis of the Federal Bureau of Investigation (FBI) put these developments in context
for Congress in 1999:

In the past few years we have seen a series of intrusions into numerous Department of
Defense computer networks as well as networks of other federal agencies, universities, and
private sector entities. Intruders have successfully accessed US Government networks and
took large amounts of unclassified but sensitive information. . . . It is important that the
Congress and the American public understand the very real threat that we are facing in

the cyber realm, not just in the future, but now."

The Information Revolution thereafter accelerated, locking in technological consequences
almost before policy makers realized their significance. Military doctrine struggled to
keep pace. Despite the fact that the Department of Defense had secretly foretold the

rise of “information warfare” as early as 1992, the Joint Chiefs of Staff in 1996 decided
that offensive and defensive cyber operations should be treated doctrinally as facets of
“information operations.”!? This temporarily grouped the rapidly evolving and highly
specialized skill sets for defending and attacking digital data and networks with a set

of tangentially related missions such as psychological warfare, electronic warfare, and
operations security."

The Department of Defense soon developed an operational approach to securing its
information systems. It created an organization in 1998 to guide such efforts —the

Joint Task Force—Computer Network Defense (JTF-CND)—and tapped experts at the
National Security Agency (NSA) to help identify threats to its networks. The Clinton
Administration’s subsequent national cybersecurity strategy hinted that the Agency’s
contribution stemmed in part from its intelligence capabilities: “The NSA is uniquely
qualified to serve its customers/partners because of its ability to perform in-depth technical
analysis of serious intrusions and because it is the only organization positioned to link
intrusion data to foreign signals intelligence.”!* JTF-CND helped invent and apply the
concept of “NetOps” for sustaining the capabilities of DoD’s Global Information Grid (GIG),
which itself had become indispensable for the US military’s operations. US Strategic
Command (USSTRATCOM) would inherit JTF-CND'’s successor in 2002 and then refine and
summarize NetOps as its operational construct for operating and defending the GIG:

The goal of NetOps is to provide assured and timely net-centric services across strategic,
operational and tactical boundaries in support of DOD’s full spectrum of war fighting,
intelligence and business missions. The desired effects of NetOps are: assured system and

network availability, assured information protection and assured information delivery.! !A‘
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In the early 2000s, a rough consensus developed in the Department of Defense that the
United States must employ its military to operate in cyberspace at scale and in real time.
Secretary of Defense Donald Rumsfeld explained this in his Information Operations
Roadmap, published in classified form in October 2003 and released with redactions three
years later. The DoD systems, and foreign threats to them, were growing so fast that they
required a robust “defense in depth” based on the premise that “the Department will ‘fight
the net’ as it would a weapons system.”!¢ Like ships at sea, DoD’s networks had to sustain
unbroken operations on a global scale despite the constant threat of degradation from
adversarial action. Commanders therefore must be assured that system defenses would
“ensure the graceful degradation of the network rather than its collapse.”’” The conclusion
that Secretary Rumsfeld and the Department drew was that only operational processes could
harness limited talent and resources in ways that could cope with such a global, real-time
task, and only military components had the training, expertise, equipment, and resources
to meet that DoD requirement.

That consensus resulted in Secretary Rumsfeld’s creation of two joint military cyber
components. The Clinton administration in 2000 had merged JTF-CND with the
military’s relative handful of computer-network-attack planners in a joint task force

(the Joint Task Force—Computer Network Operations) under US Space Command. Secretary
Rumsfeld two years later shifted that unit into the reorganized USSTRATCOM. In 2004 he
split the unit into defensive and offensive components, respectively the Joint Task Force—
Global Network Operations (JTF-GNO), and the Joint Functional Component Command-
Network Warfare (JFCC-NW). The point of this institutional shuffle was to keep both
elements under a functional combatant commander in USSTRATCOM while allowing them
to grow to perform the tasks that confronted them. Both components would now be headed
by three-star general officers, both of whom were “dual-hatted” as heads of combat support
agencies (the Director of NSA [DIRNSA] for JECC-NW, and the Director of the Defense
Information Systems Agency [DISA] for JTF-GNO).

Modest operational successes for each joint task force helped convince Secretary of Defense
Robert Gates in 2008 that they could and should be linked under a single commander.
Hence, in June 2009, Secretary Gates directed USSTRATCOM “to establish a subordinate
unified command designated as U.S. Cyber Command (USCYBERCOM).” JECC-NW

and JTF-GNO personnel would be reassigned to USCYBERCOM, which Gates “preferred”
to see based at Fort Meade with NSA.!

The armed services at the same time began reorganizing their cyber capabilities, creating
headquarters units (in addition to those already assigned to USSTRATCOM) to function
alongside the emerging USCYBERCOM. These components (in 2010) were the Army Cyber
Command; Marine Forces Cyber Command; Fleet Cyber Command/US Tenth Fleet; and
Air Force Cyber Command/24th Air Force. USSTRATCOM delegated operational control of
various Service cyber units (and their headquarters) to USCYBERCOM in late 2010.
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Creation and Early Steps

USCYBERCOM thus began operations in 2010 with the merger of JTF-GNO and JFCC-NW
under the command of the officer who also directed NSA.?° The Command has since
performed three main missions: (1) defending the DoD information systems, (2) supporting
joint force commanders with cyberspace operations, and (3) defending the nation from
significant cyberattacks. The Command has worked at home and abroad to employ

military capabilities at scale against adversaries in and through cyberspace, conducting
most of its missions in collaboration with various partners, including the other Combatant
Commands, federal agencies, intelligence services, allied forces, and industry experts.

The Command has worked under three commanders. Each officer gained his fourth star
upon appointment to the post. Each also came to the job with significant professional
experience in intelligence, and all three likewise served as the “dual-hatted” director of
NSA. General Keith B. Alexander (US Army) advocated for the Command’s creation and
served as its first head from 2010 to 2014. Admiral Michael S. Rogers (US Navy) succeeded
him and led USCYBERCOM as it grew from 2014 to 2018. General Paul M. Nakasone (US Army),
the current commander, took over on May 4, 2018, the day USCYBERCOM was elevated to
full unified Combatant Command status.

Several issues faced the new command at its inception. An internal analysis summarized
them as “building capability and capacity in Service cyber forces, and gaining the
requisite authorities and fully resourcing the Command.”?! Each of these issues in turn
presented an interlocking series of complications. USCYBERCOM had to determine how
it would exercise command and control over the Service cyber components that were
assigned to it, and also had to plan how it would integrate its operations with those of the
geographic combatant commands. The Command also started out with fewer people than
it needed. Its combined JFCC-NW and JTF-GNO numbers totaled just over five hundred
FY10 billets, versus the nine hundred-plus its headquarters had been projected to have

in FY12 to perform its expanded missions.?* In addition, in its haste to begin operations,
USCYBERCOM sacrificed proficiency for speed. Admiral Rogers told Congress in 2015 that
he had arrived at USCYBERCOM a year earlier and found it had been (for understandable
reasons) sub-optimally constructed:

The organizations had been well scoped and granted the authorities necessary to do our
work. The bad news was that USCYBERCOM was built from the ground up by cutting
manning to the bone, initially sacrificing vital support functions and institutional

infrastructure to build mission capabilities as fast as possible.?

The Cyber Mission Force

As USCYBERCOM grew, leaders in the White House, Congress, and the Department A
of Defense responded to its requirements for additional resources and clarified authorities. mm
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The Command created the Cyber Mission Force (CMF) in 2013 to orient the armed services
in their task of manning, training, and equipping the nation’s military cyberspace forces.
The CMF was designed to overcome the problem of force presentation that plagued
cyberspace operations from the outset.?* The issues involved in this project were two. The
first and most critical was a talent gap in the US military and across the nation. General
Alexander explained this to Congress in early 2012:

At present we are critically short of the skills and the skilled people we as a Command
and a nation require to manage our networks and protect US interests in cyberspace.
Our prosperity and our security now depend on a very skilled technical workforce,
which is in high demand both in government and industry. We in DoD need to build a
cyber workforce that can take action quickly across the full range of our mission sets as
necessary. This will require us to adopt a single standard across the Department and the

Services, so that we can truly operate as a single, joint force.?

Second, the available talent was not yet well allocated and organized, even with

roughly eleven thousand people in the “force mix” across USCYBERCOM and its Service
components. Each Service organized, trained, and equipped its “cyber” forces in various
ways.?¢ This made it difficult for anyone to understand just how much “combat power” DoD
could dedicate to particular operations or concerns. “We need to foster a common approach
to force development and force presentation—up to and including the Service component
and joint headquarters—given the intrinsically joint nature of this domain,” explained
General Alexander to Congress in 2013.%

The Cyber Mission Force, Alexander assured Congress, would become a “high-quality,
certified, and standardized force.” It would increase predictability and decrease risk for joint
force commanders receiving these increments of cyber power:

We will be able to present cyber forces with known capability sets to our Combatant
Commanders—{forces they can train with, plan for, plan on, and employ like forces
and units [in] any other military domain. This gets at the essence of normalizing cyber

capabilities for the Department of Defense.?®

Deputy Secretary of Defense Ashton Carter in late 2012 approved the creation of the

CMEF, setting the dimensions of the force at 133 teams and 6,187 billets—a manpower

cost that one key Congressman publicly told General Alexander was “enormous.”? Yet

the Department and General Alexander held to the plan, telling Congress in 2014: “I am
convinced we have found a force model that will give useful service as we continue to learn
and improvise for years to come.”*°

CMF teams came in three types, each intended to represent a standard increment of combat
power for cyberspace operations, as General Alexander explained to Congress in 2014:
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This force has three main aspects: (1) Cyber National Mission Teams to help defend

the nation against a strategic cyberattack on our critical infrastructure and key resources;
(2) Cyber Combat Mission Teams under the direction of the regional and functional
Combatant Commanders to support their objectives; and (3) Cyber Protection Teams

to help defend [the] DoD information environment and our key military cyber

terrain.?!

The 133 CMF teams would be built and presented by the armed services, with each service
assigned a set number of teams to build and 42 work roles to fill.3? Secretary of Defense
Chuck Hagel reported to Congress that the types of teams were distributed as follows:

13 National Mission Teams (NMTs) with 8 National Support Teams (NSTs)

27 Combat Mission Teams (CMTs) with 17 Combat Support Teams (CSTs)

18 National Cyber Protection Teams (CPTs)

24 Service CPTs

26 Combatant Command and DoD Information Network CPTs33

Creating the teams took until 2016, and building them all to full operational capability
subsequently took until mid-2018.

Standardization of team training and capability, as well as of organization, was a primary
USCYBERCOM goal in building the CMF. Joint force commanders employing these
teams, as well as other agencies and forces operating alongside them, needed to know
that they could not only perform their missions, but could do so with minimal risk to
friendly operations. General Alexander explained to Congress how this goal would be
reached:

The training for this force is happening now on two levels. At the team level, each

cyber mission team must be trained to adhere to strict joint operating standards. This rigorous
and deliberate training process is essential; it ensures the teams can be on-line without
jeopardizing vital military, diplomatic, or intelligence interests. Such standards are also
crucial to assuring intelligence oversight and to securing the trust of the American public
that military operations in cyberspace do not infringe on the privacy and civil liberties of
US persons. Our training system is in the midst of certifying thousands of our people to

high and joint military-wide standards.

At the individual level, we are using every element of capacity in our Service schools and

in NSA to instruct members of the Cyber Mission Force teams.3*

Py
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While building the CMF teams, USCYBERCOM added two operating components to employ
its own NMTs and CPTs for specialized missions. The first of these, the Cyber National
Mission Force (CNMF), came into being under the Commander of USCYBERCOM in early
2014; General Alexander called this “the US military’s first joint tactical command with

a dedicated mission focused on cyberspace operations.”*> The Joint Force Headquarters—
DoD Information Networks (JFHQ-DoDIN) stood up a year later under the control of the
second Commander of USCYBERCOM, Admiral Michael S. Rogers, who explained the new
component to Congress in 2015:

JFHQ-DoDIN'’s mission is to oversee the day-to-day operation of DoD’s networks and
mount an active defense of them, securing their key cyber terrain and being prepared to
neutralize any adversary who manages to bypass their perimeter defenses. Placing the
just-established JFHQ-DoDIN under USCYBERCOM gives us a direct lever for operating
DoD'’s information systems in ways that make them easier to defend, and tougher for an
adversary to affect. It also gets us closer to being able to manage risk on a system-wide
basis across DoD, balancing warfighter needs for access to data and capabilities while

maintaining the overall security of the enterprise.3°

JFHQ-DoDIN brought operational perspectives and intelligence to bear on problems
confronting local systems administrators and cybersecurity service providers (CSSPs), and
was co-located with the Defense Information Systems Agency (DISA), whose three-star
director also served as JFHQ-DoDIN’s commander.

Shifting Strategic and Policy Contexts

Significant developments in cyberspace operational authorities and doctrine occurred in
2012. Late that year, President Obama approved Presidential Policy Directive 20 (PPD-20)
to govern cyberspace operations outside of US networks. The directive—which remains
classified but was publicly summarized by the White House—established “principles
and processes for the use of cyber operations so that cyber tools are integrated with the
full array of national security tools.” Its goal was “a whole-of-government approach
consistent with the values that we promote domestically and internationally,” and it
sought that goal through “exercising restraint in dealing with the threats we face.”
PPD-20 sought to ensure that the US government took “the least action necessary to
mitigate threats” and gave priority to “defense and law enforcement as preferred courses
of action.””

The Obama administration that same year complained that adversaries who might
be deterred from attacking the United States in cyberspace manifestly were not being
deterred from trying to infiltrate US military, government, and critical infrastructure
systems. Secretary of Defense Leon Panetta described their threatening behavior,
warning that:
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We know that foreign cyber actors are probing America’s critical infrastructure networks.
They are targeting the computer control systems that operate chemical, electricity [sic]
and water plants and those that guide transportation throughout this country. We know
of specific instances where intruders have successfully gained access to these control
systems. We also know that they are seeking to create advanced tools to attack these

systems and cause panic and destruction and even the loss of life.®

A coordinated series of such attacks, warned Secretary Panetta, “could be a cyber Pearl
Harbor” that worked to “paralyze and shock the nation.”*

General Alexander recognized this peril, though he seemed optimistic that USCYBERCOM
had attained a degree of offensive power that would enable the United States to retaliate
for cyberattacks that caused physical destruction or loss of life. This deterrence-enhancing
capability of the Command was rarely discussed in public, a fact that makes two such
instances all the more noteworthy. Asked about the Command'’s combat power at a

2012 hearing, General Alexander explained:

The co-location of Cyber Command with the National Security Agency provides our
Command with “unique strengths and capabilities” for cyberspace operations planning
and execution. I can assure you that, in appropriate circumstances and on order from the
National Command Authority, we can back up the Department’s assertion that any actor

contemplating a crippling cyberattack against the United States would be taking a grave risk.*’
At another hearing a year later, General Alexander added:

We believe our offense is the best in the world. Cyber offense requires a deep,
persistent and pervasive presence on adversary networks in order to precisely deliver
effects. We maintain that access, gain deep understanding of the adversary, and
develop offensive capabilities through the advanced skills and tradecraft of our
analysts, operators and developers. When authorized to deliver offensive cyber effects,
our technological and operational superiority delivers unparalleled effects against our

adversaries[’] systems.*!

While General Alexander professed his “confidence in our ability to deter major state-
on-state attacks in cyberspace,” he also worried that hostile reconnaissance like that
described above by Secretary Panetta seemed to have no remedy. In short, USCYBERCOM
had attained an ability to react, but it had not yet learned how to anticipate or prevent
cyberattacks. As General Alexander publicly lamented in 2013, “we are not deterring the
seemingly low-level harassment of private and public sites, property, and data.”?

By Admiral Rogers’s second year as commander, he and other leaders had concluded that
adversaries held the ability to strike America’s critical infrastructure in ways that neither

Py
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the Command nor the nation could yet prevent. Admiral Rogers publicly explained this
situation to Congress in September 2015:

Digital tools in cyberspace give adversaries cheap and ready means of doing something
that until recently only one or two states could afford to do: that is, to reach beyond the
battle-field capabilities of the US military. They have demonstrated the capacity to hold
“at risk” our military and even civilian infrastructure. . . . We have recently seen Russian-
and Chinese-sponsored intrusions in United States information systems—penetrations
that were designed to (and in some cases did) gain persistent presence in the targeted

networks.*

Senate Armed Services Committee chair John McCain (R-AZ) at that same hearing
complained that adversary actions in cyberspace ventured well beyond harassment. He
blamed the Obama administration for this state of affairs, expressing his unhappiness
about its approach to cyber operations policy and strategy:

Make no mistake, we are not winning the fight in cyberspace. Our adversaries view our
response to malicious cyberactivity as timid and ineffectual. Put simply, the problem is
a lack of deterrence. As Admiral Rogers has previously testified, the administration has
not demonstrated to our adversaries that the consequences of continued cyberattacks
against us outweigh the benefit. Until this happens, the attacks will continue, and our
national security interests will suffer. . . . Establishing of cyberdeterrence also requires
robust capabilities, both offensive and defensive, that can pose a credible threat to our

adversaries.**

Senator McCain was no outlier in his call for better deterrence. Admiral Rogers hinted

in spring 2016 that change was needed because cyber actors could now affect security
conditions at a national level; i.e., they could cause strategic effects: “Some of these threat
actors are seeking to shape us, narrowing our options in international affairs to limit

our choices in the event of a crisis.”* Although a deterrence posture had not stopped

such effects and seemed unable to mitigate them, Senator McCain and Admiral Rogers
nonetheless saw the solution in more and better deterrence. Indeed, deterrence had been
the strategic frame for DoD since the Cold War. The Joint Chiefs of Staff had almost by
default classed cyberspace operations in that frame, as can be seen in this passage from the
2004 edition of the National Military Strategy:

The non-linear nature of the current security environment requires multi-layered

active and passive measures to counter numerous diverse conventional and asymmetric
threats. These include . . . threats in cyberspace aimed at networks and data critical to
US information-enabled systems. Such threats require a comprehensive concept of deterrence
encompassing traditional adversaries, terrorist networks and rogue states able to employ any

range of capabilities.*®
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Despite the dominance of deterrence thinking, however, Admiral Rogers also hinted to
Congress in 2016 that a reconsideration of that paradigm had begun. He explained:

We at USCYBERCOM are thinking more strategically about shifting our response planning
from fighting a war to also providing decision makers with options to deter and forestall

a conflict before it begins. These new options would be in addition to capabilities that
help our combatant commanders succeed in their missions if and when conflict erupts
and the joint forces receive an “execute order” to commence kinetic as well as cyberspace

operations.*’

As this rethinking progressed, the Obama administration launched a related debate over
the wisdom of elevating USCYBERCOM from a sub-unified to a full unified combatant
command. Discussions had commenced in 2012 but became public knowledge in early
2016, with Admiral Rogers feeling confident enough in its likelihood to advocate elevation
while testifying before the sympathetic Chairman McCain. At the same time, however,
sentiment arose in the administration in favor of splitting the “dual-hat” command
relationship between USCYBERCOM and NSA. Admiral Rogers felt USCYBERCOM was
unready for such a split, even if it came with elevation to unified command status.*®
Senator McCain agreed, and publicly scolded the administration that September after
hearing rumors that the “dual-hat” would end soon:

I'm troubled by recent reports that the Obama administration may be trying to
prematurely break the dual-hat before . . . President Obama leaves office.

[Four days earlier] it was reported that Secretary of Defense Ash Carter and

Director of National Intelligence James Clapper have backed a plan to separate

Cyber Command and the NSA. . . . Ido not believe rushing to separate the dual-hat in
the final months of an administration is appropriate, given the very serious challenges
we face in cyberspace and the failure of this administration to develop an effective

deterrence policy.*

Subsequent reporting suggested that Senator McCain’s concern was not misplaced.

The Washington Post noted anonymous tips indicating that Secretary Carter and

Director of National Intelligence James Clapper had “recommended to President Obama
that the director of the National Security Agency, Adm. Michael S. Rogers, be removed.”°
The firing had not occurred, alleged the Post’s Ellen Nakashima, because it was “tied

to another controversial recommendation: to create separate chains of command at the
NSA and the military’s cyberwarfare unit, a recommendation by Clapper and Carter

that has been stalled because of other issues.”! President Obama declined to act on their
recommendation in his final weeks in office. Asked about the rumor while attending a
conference in Peru, the president publicly called Admiral Rogers “a terrific patriot [who] has
served this country well in a number of positions.”*? Yet President Obama insisted that a

split of the dual-hat was indicated: !A‘
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After directing a comprehensive review of this issue earlier this year, and consistent with
the views of the Secretary of Defense and the Director of National Intelligence, I strongly
support elevating CYBERCOM to a unified combatant command and ending the dual-hat
arrangement for NSA and CYBERCOM. . . . The two organizations should have separate
leaders who are able to devote themselves to each organization’s respective mission and
responsibilities, but should continue to leverage the shared capabilities and synergies

developed under the dual-hat arrangement.>?

Operating in Cyberspace

Incoming president Donald Trump retained Admiral Rogers for over a year and asked the
new secretary of defense, James Mattis, to make recommendations regarding elevation and
the dual-hat issue. Congress influenced the Secretary’s deliberations, having added (in the
same National Defense Authorization Act for FY17) a provision in 10 USC. § 167b directing
the Executive Branch to create “a unified combatant command for cyber operations
forces.”>* Secretary Mattis thus decided to elevate the Command under Rogers’s successor,
who ultimately proved to be the US Army’s Paul M. Nakasone. The succession occurred on
May 4, 2018, the same day that US Cyber Command became a unified combatant command
(when Nakasone, now general, pinned on his fourth star). Secretary Mattis made no decision
on the dual-hat, and thus General Nakasone served as both Commander, USCYBERCOM,
and Director, NSA.

USCYBERCOM during this time engaged adversaries in a variety of offensive and

defensive operations. For a sense of how its engagement evolved, it helps to glance at
General Alexander’s valedictory Congressional testimony in 2014, in which he summarized
developments and offered members a glimpse of the future shortly before retiring. His
remarks were important as much for what he implied as for what he mentioned. Looking
back over the previous decade, General Alexander noted:

The level and variety of challenges to our nation’s security in cyberspace differs
somewhat from what we saw and expected when I arrived at Fort Meade [as

Director, NSA] in 200S. At that time many people, in my opinion, regarded cyber
operations as the virtual equivalents of either nuclear exchanges or commando raids.
What we did not wholly envision were the sort of cyber campaigns we have seen in
recent years. Intruders today seek persistent presences on military, government, and
private networks (for the purposes of exploitation and disruption). These intruders have
to be located, blocked, and extracted over days, weeks, or even months. Our notion of
cyber forces in 2005 did not expect this continuous, persistent engagement, and we have
since learned the extent of the resources required to wage such campaigns, the planning
and intelligence that are essential to their success, and the degree of collaboration and
synchronization required across the government and with our allies and international

partners.>s
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There is a lot to unpack in this statement. Essentially it showed USCYBERCOM in 2014
pondering its need to operate at different strategic, operational, and tactical levels in the
United States and abroad, and with varying degrees of freedom to maneuver in each.

Within Department of Defense systems in the United States and abroad, USCYBERCOM
operated to defend the US military in cyberspace—a mission at least as important as

its offensive mission. USCYBERCOM performed its defensive missions until 2018 under
USSTRATCOM'’s Operation Gladiator Phoenix, which Secretary Gates had endorsed in

early 2011.%¢ While defenses improved, the “attack surface” provided by DoD’s millions of
network devices proved a tempting target that was too large to defend at all points. In 2013,
for instance, cyber actors found a breach in the Navy Marine Corps Intranet (NMCI), a
huge system that Congressional staffers called “an unclassified but important and pervasive
internal communications network.”” Senator McCain asked then vice admiral Rogers at his
confirmation hearing about the intrusion, which Rogers agreed was indeed a significant
penetration:

As a result, I directed a rather comprehensive operational response to that. That response
was much broader than just be able to come back and say they’re not there anymore.
I wanted to use this as an opportunity to try to drive change. So we put a much more

comprehensive, much longer term effort in place.®

Vice Admiral Rogers implied that traditional distinctions between operational and
“business” systems had grown obsolete.>? All systems had to be defended, because a
penetration of even an unclassified network could cause significant disruption for
the US military. Rogers’s successor at Tenth Fleet (and the first woman to command
a numbered fleet), Vice Admiral Jan Tighe, sketched the new dynamic in 2014:

To some extent, the new cyber norm is a big challenge—every day we're under some type of
threat. Fighting our networks every day and making sure we're providing for and operating
networks that are secure is job one. That’s looking at both the threats that are coming after
us and the vulnerabilities that are inherent and always going to be there—and what we do
to lower that risk calculus for the entire Navy, and share that knowledge and information

with our other services and components to ensure the whole DoD is better.®

The Navy and (by implication) the larger military was undergoing a “cultural shift” toward
recognizing this challenge, Vice Admiral Tighe explained, but while Navy leaders grasped
the problem, not everyone shared this awareness. Indeed, “as you get lower down the food
chain, it gets a lot more spotty—there are pockets of understanding, there are pockets of
non-understanding.”!

USCYBERCOM'’s offensive operations initially concentrated on terrorist targets—making
them like the “commando raids” that General Alexander alluded to above. These missions A
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increased in complexity and tempo as a result of Secretary of Defense Ashton Carter’s
decision to employ them in support of the overall coalition campaign (Operation
Inherent Resolve) against the Islamic State in Iraq and Syria (ISIS). Admiral Rogers created
a dedicated element for this fight in mid-2016, establishing Joint Task Force ARES under
Army Cyber Command. As these efforts developed, senior officials grew less reticent in
describing them to the public; Deputy Secretary of Defense Robert Work told reporters in
April 2016 the US military was dropping “cyber bombs” on ISIS.®?

The cyberspace campaign against ISIS received mixed reviews. Secretary of Defense
Ashton Carter discounted it: “I was largely disappointed in Cyber Command’s effectiveness
against ISIS. It never really produced any effective cyber weapons or techniques.”®* This was
not wholly the fault of USCYBERCOM, Carter added. When the Command did produce
“something useful, the intelligence community tended to delay or try to prevent its use,
claiming cyber operations would hinder intelligence collection”; thus “none of our agencies
showed very well in the cyber fight.” Secretary Carter’s criticism may reflect his temporal
vantage point; he left office in January 2017, just as the ground offensive against ISIS
accelerated and supporting cyber effects increased. General Joseph L. Votel, commander of
US Central Command, praised the conduct of cyberspace operations in support of his forces:

At the tactical level, we have integrated [cyberspace operations] and fielded cyberspace
capabilities to support Special Forces and, more recently, conventional ground forces.
These tactical cyberspace and [electronic warfare] capabilities are synchronized with
the ground scheme of maneuver providing an additional level of force protection to the
warfighter by disrupting the adversaries’ ability to command and control their forces in

the battlespace.®*

Then lieutenant general Stephen Townsend, who commanded Operation Inherent Resolve
(2016-17), publicly noted a synergy between conventional and cyber missions for more
than force protection. A reporter summarized one of General Townsend’s examples of
cyberspace operations enabling kinetic strikes:

The coalition identified primary command posts ISIS was operating from but didn't
know where alternate command posts were located. Rather than hitting the sites with
missiles and having the militants be unknown for a while, Townsend said, they used
“multidomain operations capabilities” from space and cyber to deny the enemy’s primary
command posts, forcing them to move and unveil alternate command posts. Once
identified, the coalition struck the alternate command posts, working its way back to the
primary sites. . . . While the operation overall was a success, Townsend said it took weeks

to plan with only about a week of payoff.®

Both Secretary Carter and General Votel also hinted at cyberspace successes against ISIS
propaganda and media outlets. One bright spot for cyberspace operations, Carter noted, was
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the “international effort to combat ISIS’s hateful online presence with countermessaging,
an effort that did achieve significant reach and had a real impact.”®® General Votel added
that “our first success at true multidomain operations through synchronized lethal and
nonlethal effects was against ISIS’s critical media operatives; we denied key infrastructure
and degraded their ability to execute external operations through social media.”®” Newly
declassified documents offer some details on this campaign.

The most prominent and consequential operation against ISIS media efforts was code-
named Operation Glowing Symphony (OGS) and began in late 2016. Occasional
“commando raid” missions against ISIS had been episodic and lacked impact, noted
National Public Radio reporter Dina Temple-Raston (in an article for which she was allowed
to interview USCYBERCOM leaders and OGS participants):

U.S. Cyber Command had been mounting computer network attacks against the group,
but almost as soon as a server would go down, communications hubs would reappear.
The ISIS target was always moving and the group had good operational security. Just
physically taking down the ISIS servers wasn’t going to be enough. There needed to be a

psychological component to any operation against the group as well.®®

Only a tightly synchronized campaign against ISIS media operations would work, but
fortunately USCYBERCOM learned the group ran its media empire through a handful of
accounts and servers. This was careless; ISIS network administrators had taken “a shortcut
and kept going back to the same accounts to manage the whole ISIS media network. They
bought things online through those nodes; they uploaded ISIS media; they made financial
transactions. They even had file sharing through them.”*

The complication for USCYBERCOM emerged from the globally distributed nature of those
ISIS media nodes. The Command had authorization to support Operation Inherent Resolve
where US forces were directly engaged in Iraq and Syria, but striking targets outside of

this “area of responsibility” required extensive interagency coordination and White House
approval. “The amount of informal meetings, briefings, and overall information sharing
that occurred was extremely in-depth and time consuming for both USCYBERCOM and
JTF ARES staffs,” complained a USCYBERCOM after-action review.”’ Indeed, noted a briefing
prepared in USCYBERCOM a couple weeks into OGS, interagency coordination was so
cumbersome because “deconfliction processes were too immature to execute operational
deconfliction.””* One reporter summarized documents recently released by the Command
under Freedom of Information Act requests as follows, quoting internal USCYBERCOM
complaints:

“Interagency policies and processes are not established to meet the demand for speed, scale,
and scope required for effective cyberspace operations,” the documents say. . . . In one case,

deliberations in the National Security Council Principals Committee . . . took so long that !A‘
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they delayed some Glowing Symphony missions, possibly to the detriment of the operation’s
goals. “The time required to elevate and negotiate the Interagency non-concurs prevented

USCYBERCOM from [redacted] as originally designed,” one briefing document says.”?

Nevertheless, OGS eventually won approval in the interagency review process and launched
synchronized strikes against the key ISIS media nodes on a single night in November 2016,
according to Temple-Raston’s account for NPR:

Once they had taken control of the 10 nodes, and had locked key people out of their
accounts, ARES operators just kept chewing their way through the target list. “We spent
the next five or six hours just shooting fish in a barrel,” [a USCYBERCOM operator] said.
“We'd been waiting a long time to do that and we had seen a lot of bad things happen and

we were happy to see them go away.””?

General Nakasone, who commanded JTF-ARES that night, told Temple-Raston that the early
results from OGS were impressive:

Within the first 60 minutes of go, I knew we were having success. . . . We would see the
targets start to come down. It’s hard to describe but you can just sense it from being in the
atmosphere, that the operators, they know they’re doing really well. They’re not saying

that, but you're there and you know it.”*

Over the next several months, OGS operators (with help from coalition partners) harassed
the ISIS media outlets.” ISIS’s online presence never vanished, of course, but such an
unrealistic goal was never proposed as an objective of Glowing Symphony. OGS should be
appraised for its contribution to Operation Inherent Resolve’s overall goal of eradicating
ISIS’s territorial base and hampering its global reach. General Nakasone told Congress in
early 2020 that ISIS had lost the initiative online:

ISIS is now mostly confined to publishing text-only products, instead of their
previous, gruesome multi-media products. These products used to be disseminated in
multiple languages through mass-market platforms. Now, ISIS struggles to publish in
non-Arabic languages and is confined to less-traditional messaging applications. Of
course, the collapse of the physical caliphate made it harder for ISIS to operate online.
But Cyber Command’s efforts through JTF-ARES remain important to contesting

ISIS’s attempts at establishing a virtual caliphate as well.”

A USCYBERCOM after-action review called Glowing Symphony “the most complex offensive
cyberspace operation that USCYBERCOM has undertaken to date.””” The reviewers hinted that
the operation would have lasting effects on the conduct of offensive cyberspace operations:
“The scale and complexity of OGS has also allowed us to learn a number of lessons that will
benefit the community as we move forward.””® General Votel seemed to agree on the utility of
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lessons gained from the overall campaign in cyberspace: “These operations against ISIS have
informed efforts across CENTCOM as well as other Combatant Commands.””?

A New Operational Paradigm

Executive and legislative guidance in 2018 expanded the scope of military cyberspace activities
in operations short of armed conflict. Congress affirmed that August via the National Defense
Authorization Act for Fiscal Year 2019 that clandestine military operations against adversary
activities in cyberspace could proceed as “traditional military activity” under the exceptions
provided for in the covert action statute.® The same act encouraged “active defense” in
cyberspace against Russia, China, North Korea, and Iran. This provision offered the president
the authority to order US Cyber Command “to disrupt, defeat, and deter cyberattacks” by
nations that conduct an “active, systematic, and ongoing campaign of attacks against the
Government or people of the United States in cyberspace, including attempting to influence
American elections and democratic political processes.”®! President Trump implemented these
provisions in part through National Security Presidential Memorandum 13 (NSPM-13), the
still-classified guidance that rescinded the procedures mandated by PPD-20.8

Cyber operations undertaken below the level of armed conflict would now be guided by the
concept of “persistent engagement.” USCYBERCOM proposed this in a public white paper
that Admiral Rogers approved in March 2018. This Vision Statement, as it soon became
known, summarized the rationale and thrust of the concept as follows:

Defending forward as close as possible to the origin of adversary activity extends our
reach to expose adversaries’ weaknesses, learn their intentions and capabilities, and
counter attacks close to their origins. Continuous engagement imposes tactical friction
and strategic costs on our adversaries, compelling them to shift resources to defense and
reduce attacks. We will pursue attackers across networks and systems to render most
malicious cyber and cyber-enabled activity inconsequential while achieving greater
freedom of maneuver to counter and contest dangerous adversary activity before it impairs

our national power.®

Rogers’s successor, General Nakasone, endorsed persistent engagement soon after taking
command.?* The Department of Defense in turn adopted and adapted it in the new

DoD Cyber Strategy in September 2018, which applied the term “Defend Forward” to describe
the overall strategy, within which persistent engagement would now be considered the
operational approach. The secretary’s principal cyber advisor, Kenneth Rapuano, explained
this to Congress in early 2020:

The Department defends forward by conducting operations that range from collecting
information about hostile cyber actors, to exposing malicious cyber activities and

associated infrastructure publicly, to directly disrupting malicious cyber actors. In
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order to be successful, we must be in malicious cyber actors’ networks and systems

and continually refresh our accesses, capabilities, and intelligence. Defending forward
simultaneously puts “sand in the gears” of the offensive operations of malicious cyber
actors, and generates the insights that enable our interagency, industry, and international
partners to strengthen their resilience, address vulnerabilities, and defend critical

networks and systems.8’

By the time Assistant Secretary Rapuano testified, the department and USCYBERCOM
could cite a recent application of the “Defend Forward” strategy. The 2016 US presidential
race had been famously targeted by Russian cyber actors, who worked to sow division in
the American electorate.® Their efforts corresponded with leaks of emails exfiltrated by
Russian intelligence from the headquarters of the Democratic Party and released to the news
media to embarrass Hillary Clinton’s campaign.?” To avoid a repeat of foreign interference
with American democratic processes, the Trump administration two years later ordered

the Department of Defense to assist the Department of Homeland Security (DHS) and the
FBI in defending the upcoming midterm elections. National Security Advisor John Bolton
revealed a week before the elections that the United States was conducting “offensive cyber
operations” for this purpose; he had earlier explained, “Our hands are not tied as they were
in the Obama administration.”®8

In this context, General Nakasone organized a “Russia Small Group” (RSG) to coordinate
actions by USCYBERCOM and NSA in defense of the 2018 balloting. Together with
interagency partners in DHS and the FBI, as he explained to Congress afterward, the
RSG's effort “helped disrupt plans to undermine our elections.” According to Nakasone:

[USCYBERCOM in particular] executed offensive cyber and information operations.
Each featured thorough planning and risk assessments of escalation and other equities.
Each was coordinated across the interagency. And each was skillfully executed by our
professional forces. Collectively, they imposed costs by disrupting those planning to

undermine the integrity of the 2018 midterm elections.®

Gauging the success of the RSG is difficult without access to Russian records, but
American observers regarded the lack of significant foreign interference in the

midterms as a positive sign. “US officials believe the [American] disruption effort,”
observed columnist David Ignatius in the Washington Post, “has frazzled some of the
Russian targets and may have deterred some interference during the midterms.”*°

After hearing classified briefs on the operation, Senator Mike Rounds (R-SD) in early
2019 publicly asked General Nakasone if it would be fair to say that it was “not a
coincidence that this election went off without a hitch.” The general replied simply that
“the security of the midterm election was the number one priority” at USCYBERCOM and
NSA. Senator Richard Blumenthal (D-CT) rhetorically pressed this point, wishing that such
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operations could be more widely discussed: “Without going into any of the details, there are
some successes that the American people should know happen/[ed].”!

One particular RSG innovation, the “hunt forward” mission, continued after 2018.
General Nakasone explained to Congress in early 2020 that USCYBERCOM'’s RSG element
had deployed experts to search for intrusions on foreign governments’ information systems:

During multiple hunt forward missions, Cyber Command personnel were invited by
other nations to look for adversary malware and other indicators of compromise on
their networks. Our personnel not only used that information to generate insights
about the tradecraft of our adversaries, but also to enable the defenses of both our
foreign and domestic partners. And by disclosing that information publicly to private-
sector cybersecurity providers, they took proactive defensive action that degraded the

effectiveness of adversary malware.”

Assistant Secretary Rapuano added in the same hearing that CNMF’s subsequent
hunt-forward missions and malware releases (on the VirusTotal cybersecurity website)

had allowed “organizations and individuals around the world to mitigate identified
vulnerabilities, thereby degrading the efficacy of malicious tools and campaigns.”*® General
Nakasone summarized the value of this effort later in 2020: “The net effect of the many
hunt-forward missions that Cyber Command has conducted in recent years has been the
mass inoculation of millions of systems, which has reduced the future effectiveness of the
exposed malware and our adversaries.”**

USCYBERCOM'’s faster operational tempo after 2016 produced a spiraling set of lessons
regarding the intelligence, capabilities, personnel, and partners required for success in both
defensive and offensive cyber operations. General Nakasone told NPR’s Dina Temple-Raston
that the experience gained by JTF-ARES in operating against ISIS influenced the direction
of the Russia Small Group: “It provided us with a very, very good road map of what they
might do in the future.”?® Lessons learned by the RSG, in turn, influenced the composition
and tasking of a successor task force at USCYBERCOM and NSA, the Election Security Group
(ESG), as General Nakasone explained to Congress in March 2020. “Last year,” he noted,
“we institutionalized our efforts from the Russia Small Group before the 2018 elections into
an enduring Election Security Group for 2020 and beyond.”?® Partnerships and “persistent
engagement with our adversaries,” he predicted, would facilitate the ESG’s work, “ensuring
that exquisite intelligence drives tailored operations, which in turn generate more insight
and opportunities to harden defenses and impose costs if necessary.””” On Election Day
2020, General Nakasone gave a brief interview at which he spoke of a measure of success

in the fact that the balloting saw no significant foreign disruption. He said he was “very
confident in the actions that have been taken against adversaries over the last several weeks
and several months to ensure they are not going to interfere in our elections.”?
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General Nakasone had suggested to Temple-Raston a few months earlier that USCYBERCOM
had fulfilled its promise by attaining proficiency and permanence: “I think it’s important
for the American public to understand that as with any domain—air, land, sea, or space—
cyberspace is the same way; our nation has a force.”*?

Conclusion

When Cyber Command was established in 2010, the operative assumption was that its
focus should be on trying to prevent the military’s networks from being infiltrated or
disabled. But a reactive and defensive posture proved inadequate to manage evolving
threats. Even as the military learned to better protect its networks, adversaries’ attacks
became more frequent, sophisticated, and severe. We learned that we cannot afford to wait
for cyberattacks to affect our military networks. We learned that defending our military
networks requires executing operations outside our military networks. The threat evolved,

and we evolved to meet it.!%°

US Cyber Command has instantiated an idea that emerged and developed over four
successive presidential administrations and roughly ten congresses. Simply put, that notion
holds that advanced states must operate in cyberspace at scale and in real time—which
means they must use military entities to fill key national requirements. Various threats
envisioned when USCYBERCOM began operations in 2010 have since come to pass:
command elements now work every day against determined and capable cyber actors
seeking to penetrate Department of Defense information systems and disrupt key military
and national functions.

USCYBERCOM'’s course was not inevitable, however, and the nation could have found other
solutions to the dilemma of operating in cyberspace. The Command at the time of this
writing has a budget of $596 million (for FY20) and 1,778 military and civilian personnel
(plus contractors). At the start of 2020, the Command rostered 5,094 active duty service
members and civilians in its Cyber Mission Force.!”! Such resources might have come
together in very different ways; indeed, USCYBERCOM might not have existed all. If it had
not been created, the US government could, and probably would, have improvised various
work-arounds for defensive and offensive functions. But at what cost in time, losses, and
risk?

In this context, it is disconcerting even to imagine how much less secure the United States
would be without USCYBERCOM’s defensive efforts. There is no reason to believe that the
highly capable adversaries that confront America and its democratic partners today would
have abandoned or even slackened their respective quests to develop dangerous cyberspace
capabilities if the United States had unilaterally forsaken (or even substantially slowed) its
building of military cyberspace elements after the middle of the 2000s. Indeed, had the
United States done so, its strategic situation in 2020 would be grave. Even with current
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challenges, however, the federal government still retains control of its information systems
and US commanders around the world can still control their forces. These capabilities can
no longer be taken for granted. They owe their safety in no small part to the functioning of
USCYBERCOM.

USCYBERCOM'’s offensive achievements, on the other hand, appear more modest. Here
one can point to, as evidence of success, the strategic (if not yet permanent) defeat of ISIS
and the seeming determination of adversaries to keep cyber conflict under the threshold
of armed conflict. The idea that the Command has offensive power, moreover, probably
has had some deterrent effect, supplementing the massive strength of America’s nuclear
and conventional forces. Finally, the Command’s genesis and growth probably have also
persuaded other actors to build their own military cyber forces. With that probability
acknowledged, it seems safe to say that USCYBERCOM has kept the nation safer.

The Command’s Cyber Mission Force played a key role in both its offensive and defensive
achievements. It created teams that offered predictable increments of power in cyberspace,
and mandated readiness and capabilities to bring the teams to a higher plane and make
them more responsive and agile in their missions. Whether USCYBERCOM has influenced
allies, partners, and adversaries to imitate it is a question that must be left for later scholars,
but there has been no lack of foreign interest in the CMF model.

What does the future hold? USCYBERCOM will continue; there are no realistically
foreseeable circumstances in which the US government decides it does not need to

defend its military networks in a joint manner or to supplement DoD’s combat operations
with missions in cyberspace. On the contrary, USCYBERCOM could receive significant
augmentations of resources and authorities, perhaps even midwifing the creation of a new
military service, a “Cyberspace Force.” Assuming these alternatives define the limits of the
possible for USCYBERCOM, then it seems probable the Command will continue more or less
on its present course for the next several years.
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