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Introduction

In September 2015, Chinese President Xi Jinping reached an agreement with US President 

Barack Obama that the Chinese and American governments would not “conduct or 

knowingly support” the cyber-enabled theft of trade secrets and confidential business 

information “with the intent of providing competitive advantages to their companies or 

commercial sectors.”1 In consenting to this language, what did the respective leaders 

understand themselves to be committing to? What constitutes “intent” to provide 

“competitive advantage” to a nation’s “commercial sector”? Where is the line between 

commercial purposes and national security objectives? What degree of control is necessary 

to impute responsibility to a government rather than a nonstate actor?

The lack of good answers to such questions exposes one aspect of the complexity of efforts 

to develop and implement norms of state conduct in cyberspace. China provides a particularly 

illustrative case study of the complexity because its institutional environment does not break 

down neatly along lines between state/government and nonstate/commercial sectors. Nor 

is this a straightforward matter of government ownership—that is to say, a reflection of the 

outsized role played by state-owned enterprises (SOEs) in China’s economy (a phenomenon 

that is not unique to China). The challenge is deeper and more fundamental.

One aspect of the challenge is that the usual dichotomy between SOEs and privately owned 

enterprises (POEs) simply does not hold in the Chinese context. Distinctions between state 

and market actors, interests, and motivations are often blurred. Numerous firms, regardless 

of ownership structure, have close connections to state agencies and officials, as well as 

some (often difficult to define) role in carrying out state policy objectives.2 The ruling 

Chinese Communist Party (CCP) is deeply woven into the institutional fabric of Chinese 

society. Its role in institutional settings can be extremely difficult to disaggregate.3

A second and related aspect of the challenge is China’s expansive official conception 

of “national security.” Less than three months prior to the September 2015 United States-
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China cyber agreement, China’s National People’s Congress (NPC) adopted a National 

Security Law that codifies a sweeping vision of national security.4 The legislation defines 

national security to include the absence of threats to, among other things, “the welfare of 

the people” and “sustainable economic and social development,” as well as “other major 

national interests.”5 President Xi Jinping has emphasized the need for Party and government 

officials to adopt a comprehensive national security perspective that incorporates “political, 

economic, territorial, social and cyber security.”6 On these terms, virtually any objective 

the CCP might determine to be within the realm of national interests—including economic 

interests—qualifies in principle as a national security objective.7 The expansiveness of this 

conception also opens the possibility that the many Chinese companies that support and 

carry out the Party-state’s priorities cannot be disentangled from the Party-state’s capacious 

national security objectives.

I will refer to these characteristics collectively as the challenge of “China, Inc.+.” I borrow the 

term “China, Inc.” from others who have used it to describe the unique role of the state in 

the Chinese economy.8 I broaden the concept to include China’s expansive understanding 

of national security—hence the “plus.” The “+” moniker also evokes the Chinese 

government’s “internet plus” (互联网+) agenda, which aims to capitalize on the integration 

of internet and cutting-edge digital technologies into various Chinese industries and 

government agencies.9

The attributes of China, Inc.+ raise vexing questions when considered alongside the 

PRC’s articulated national strategies and policies for cyberspace. Policy initiatives such as 

“military-civil fusion” blur the distinction between defense and commercial activities and 

aim to bolster the involvement of Chinese companies and universities in national defense.10 

Thus, the blurred lines between state and nonstate actors, as well as between the national 

security and commercial priorities of China, Inc.+, are rendered even murkier by what we 

know from publicly available materials about China’s strategy of cyber-power integration.

These challenges complicate efforts to construct workable international norms and 

rules regarding state conduct in cyberspace. The complexity is borne out in the (perhaps 

unavoidable) failure of language in recent norm-setting documents to capture the 

characteristic murkiness of state/market distinctions within Chinese state capitalism. 

This is particularly so when it comes to norms concerning state responsibility for cyber 

operations and the prohibition on cyber-enabled theft of trade secrets for commercial 

advantage—norms recently articulated in the Tallinn Manual 2.0 on the International Law 

Applicable to Cyber Operations and in the 2015 US-China cyber agreement. The blurriness 

also hints at broader challenges such as achieving consensus with respect to interpretations 

of sovereignty and the proper scope of government control of the Internet.

Put simply, the China, Inc.+ challenge is about the blending of state and nonstate domains. 

This has significant and perhaps underappreciated consequences for American policy. 
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For example, even if we assume perfect attribution of the source of every digital breach (a 

significant challenge in itself) there may be cases in which the deeply integrated nature 

of China’s Party-state apparatus makes it all but impossible to determine with certainty 

the precise relationship of the operational source to “the state” or the degree of “state 

control” over that entity.11 This in turn has implications for international law and norms, as it 

muddies the waters around both the actors (i.e., whether to attribute state responsibility for 

a given cyber operation) as well as the conduct itself (i.e., whether the operation is in fact a 

violation of a norm).

Although the problem sketched here is not necessarily China-specific, it is especially 

salient in the Chinese context and has important implications for US-China relations and 

global governance. The future of international relations in cyberspace will not be decided 

without the participation of the United States and China. It is thus important for American 

policymakers to be alert to these challenges and to approach future US-China interactions 

on cyberspace norms with strategies for addressing them.

China, Inc.+

State Capitalism and the Role of the Chinese Communist Party

China’s vestigially Leninist system has evolved considerably since the period of “reform and 

opening up” led by Deng Xiaoping after 1978.12 Partly owing to the significant economic 

and legal reforms implemented over the past forty years, China’s political system is “neither 

monolithic nor rigidly hierarchical.”13 Nonetheless, the ruling Chinese Communist Party 

still “dominates state and society in China, is committed to maintaining a permanent 

monopoly on power, and is intolerant of those who question its right to rule.”14

China is a one-party state in which “ultimate power still resides within the Party and not 

the state.”15 This power is not limited to the Party’s control over key appointments in the 

formal apparatus of state governance and public institutions, or the fact that the People’s 

Liberation Army (PLA) is itself an “armed wing” of the CCP.16 The Party’s presence is 

pervasive yet subtle; it is embedded in Chinese institutions, organizations, and companies 

in a manner not adequately accounted for by traditional Western legal constructs.17 Although 

the Party no longer seeks to control Chinese citizens’ every choice, “it does seek to 

directly control or heavily influence every sphere of organized activity.”18 As former CCP 

anticorruption czar Wang Qishan candidly stated in a leaked online video: “What’s the 

Communist Party about? You do whatever the party tells you.”19

The unique embeddedness of the Party-state in China’s economy is beginning to receive 

increased attention in Western legal scholarship. Li-Wen Lin and Curtis Milhaupt refer 

to the organizational structure of Chinese state capitalism as a “networked hierarchy” in 

which firms are connected through various formal and informal mechanisms described 

as “institutional bridging.”20 Entities are linked through “dense networks—not only of 



4

Robert D. Williams • The ‘China, Inc.+’ Challenge to Cyberspace Norms 

other firms, but also of party and government organs. These networks appear to facilitate 

information flow from the bottom up as well as from the top down. They foster relational 

exchange and collaboration on many levels of the production and policy-implementation 

processes. And they provide high-powered incentives to leaders within the system, because 

success in business leads to promotion and accompanying rewards in the political realm, 

and vice versa.”21

Importantly, the Party-state’s role in China’s economy is not confined to enterprises in 

which the state is the dominant shareholder. As professors Milhaupt and Wentong Zheng 

explain, “Functionally, SOEs and large POEs in China share many similarities in the 

areas commonly thought to distinguish state-owned firms from privately owned firms: 

market access, receipt of state subsidies, proximity to state power, and execution of the 

government’s policy objectives.”22 The mechanisms of state control over private enterprise 

are multiple and subtle. One component, alluded to above, is institutional bridging between 

organs of the government or CCP and senior executives of large private companies. For 

example, Milhaupt and Zheng found “ninety-five out of the top one hundred private firms 

and eight out of the top ten Internet firms whose founder or de facto controller is currently 

or formerly a member of central or local party-state organizations.”23 Another component 

is state support of “national champion” private enterprises through major subsidies often 

thought to be reserved for SOEs.24 Other mechanisms are extralegal and informal, such as 

supervision by quasi-governmental industry associations and “the practice of regulators 

conducting ‘interviews’ with private firm managers to encourage or compel compliance 

with policies favored by the government.”25

Through its appointment power, the Party’s Central Organization Department “can 

decide to rotate individuals between jobs in the state and private sector, across sectors and 

regions.”26 Moreover, each organization in China with more than three CCP members—

whether nominally public or private, domestic or foreign—must establish its own Party 

committee.27 In recent years, the CCP has expanded the role of such Party units, including 

within foreign-invested joint ventures in China.28 Thus, “throughout the system, the Party 

has positioned itself like a political panopticon, allowing it to keep an eye on any state or 

non-state agency, while shielding itself from view at the same time.”29

According to Professor Mark Wu, the CCP’s “deep entrenchment in business, its broad 

control mechanisms, and its ability to direct resources are all highly distinctive to China.”30 

Wu has argued that China’s unique economic structure poses a major new challenge 

to rules of international trade under the World Trade Organization (WTO), which were 

not designed for China’s brand of “economic exceptionalism with intertwined linkages 

between the state, the Party, and public and private enterprises.”31 He calls this the “China, 

Inc. challenge” to global trade governance.32 Expanding on this concept, I will argue that a 

similarly thorny challenge applies to ongoing efforts to establish mutually acceptable norms 

for cyberspace.
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National Security with Chinese Characteristics

The “plus” component of the China, Inc.+ challenge to cyberspace norms is China’s 

expansive official conception of national security. Chinese government statements and 

policies have long manifested a broad vision of what falls within the scope of national 

security and are open to flexible interpretations by Party-state officials. This ambiguity 

compounds the challenge of delineating normative boundaries between security and 

nonsecurity objectives in cyberspace as in other domains.

On July 1, 2015, China’s National People’s Congress (NPC) enacted a National Security Law 

codifying a sweeping definition of national security.33 Article 2 of the legislation defines 

national security as referring to “the relative absence of international or domestic threats 

to the state’s power to govern, sovereignty, unity and territorial integrity, the welfare of the 

people, sustainable economic and social development, and other major national interests, 

and the ability to ensure a continued state of security.”34 The statute further provides that:

National security efforts shall adhere to a comprehensive understanding of national 

security, make the security of the people their goal, political security their basis, and 

economic security their foundation; make military, cultural and social security their 

safeguard and advance international security to protect national security in all areas; 

build a national security system and follow a path of national security with Chinese 

characteristics.35

Finally, the law contains a familiar instruction to “adhere to the leadership of the Chinese 

Communist Party” in national security affairs.36 It articulates a central role for the Party 

in determining what can and is to be done in the name of national security.37 On these 

terms, virtually any objective the CCP might determine to be within the realm of national 

interests—including economic, social, ideological, and cultural interests—qualifies in 

principle as a national security objective.

The PRC National Security Law is not an aberration; it is a consolidation. It is one element 

of a broader effort at “legalization” (法律化) of Party policies and institutions in the wake of 

the Fourth Plenum of the CCP Central Committee in 2014, which placed “rule according 

to law” (依法治国) at the center of the Party’s governing agenda.38 The potentially all-

encompassing notion of national security codified in the NSL is of a piece with other 

Chinese laws, policies, and regulations that touch upon national security. For example, 

China’s Criminal Law includes a vague category of crimes against “state or national 

security,” affording broad discretion for Chinese authorities to enforce prohibitions against 

crimes such as subversion and sedition.39 Constitutional limits that might constrain the 

Party-state’s exercise of that discretion are weak and not judicially enforceable.40

President and CCP General Secretary Xi Jinping articulated the Party-state’s far-reaching 

conception of national security on April 15, 2014, when he chaired the first meeting of 
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China’s newly established National Security Commission.41 At that meeting, Xi reportedly 

“specified a national security system that covers safety in 11 fields—politics, territory, 

military, economy, culture, society, science and technology, information, ecology, nuclear 

and natural resources.” 42 This capacious view was reinforced in February 2017 when Xi, 

addressing a seminar on national security in Beijing, “called for an overall national security 

outlook . . .  emphasizing the importance of political, economic, territorial, social and cyber 

security.” 43

The open-ended conception of national security found in the NSL and other PRC policy 

statements has drawn criticism from foreign businesses and rights advocates alike.44 Such 

discussions are largely beyond the scope of this paper.45 The point here is to emphasize that 

a definition so broad as to include notions of economic, social, ideological, and cultural 

security within its ambit, and that fails to further define any of those subcategories, raises 

significant questions for the establishment of international norms that seek to draw lines 

between security and nonsecurity purposes as well as between state and nonstate actors and 

objectives.

Chinese Cyberspace Strategy and Activity

Sketching the General Problem The intertwining of state and nonstate actors as well as 

security and nonsecurity purposes has important implications for interstate relations in 

cyberspace. Former State Department legal adviser Harold Koh identified one aspect of 

the problem in noting that “cyberspace significantly increases an actor’s ability to engage 

in attacks with ‘plausible deniability,’ by acting through proxies.” 46 Several scholars 

have explored the role of such state “proxies” and sought to delineate categories of state 

involvement in, and responsibility for, cyber operations aimed at compromising targeted 

computer networks.47 Although the difficulties of attribution and of identifying state 

involvement in cyber operations are not unique to China, the PRC provides a particularly 

robust illustration of the challenge.

A June 2016 report by the cybersecurity firm FireEye describes the blurring of Chinese 

state and nonstate cyber operations.48 FireEye researchers reviewed incidents of network 

compromise by seventy-two groups that the company “suspect[s] are operating in China 

or otherwise support Chinese state interests.” 49 The firm’s meticulous attribution 

process entails the accumulation of various forms of evidence over time, including the 

scope and sophistication of operations; specific tactics, techniques, and procedures; 

and operational details such as efforts at stealth and anonymity.50 Yet even with these 

sophisticated methods of tracing the sources of Chinese operations, the report’s authors 

concede that the spectrum of actors involved—from military personnel to patriotic 

hacktivists—makes it virtually impossible to determine with precision the degrees of state 

direction or control.51
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As explained in the FireEye report:

We have strong indications that the 72 groups we have observed are based in China 

or otherwise support Chinese interests, although we question whether there is much 

consistency in the level of state direction or support that each of these groups may 

receive from the Chinese Government. The Chinese landscape, frequently characterized 

as monolithic and rigidly state-directed, is composed of a wide range of groups, including 

government and military actors, contractors, patriotic hackers, and even criminal 

elements. Occasionally, aligned interests between two types of groups may drive activity 

that blurs the lines between direct government sponsorship and independent action. 

For example, during territorial disputes, patriotic hackers may conduct targeting activity 

that is indistinguishable from that of government forces. As a result, it is often difficult to 

determine the extent to which activity is directed by the Chinese Government.52

The difficulty of distinguishing operations directed by the Chinese government (or CCP) 

from the work of private hackers at the operational level finds resonance in China’s broader 

official strategy of integration between military and civilian actors in computer network 

operations. On September 15, 2017, the CCP’s leading theoretical journal published 

an authoritative article articulating Xi’s strategic thinking on “building China into a 

cyber superpower.”53 Included among Xi’s priorities is deepening “military-civil fusion” 

(alternatively translated as “civil-military integration”) in the domains of cybersecurity and 

“informatization.”54 Although the article does not spell out this concept in detail, reviews 

of Chinese official and semiofficial strategy discourse suggest that it “encompasses a 

diverse range of activities based on the notion of harnessing the technological and industrial 

capabilities of the civilian economy to advance defense capabilities”—including the capacity 

to conduct information warfare.55 This concerted effort to integrate the civilian and 

defense industrial base was reinforced in December 2017 with the State Council’s release of 

“Opinions on Deepening the Development of Civil-Military Defense Industry Integration.”56

One aspect of civil-military integration is the establishment of so-called “information 

warfare militias,” or “cyber militias,” in Chinese businesses and universities.57 According 

to a US government-commissioned analysis, “since approximately 2002, the PLA has been 

creating [information warfare] militia units comprised of personnel from the commercial IT 

sector and academia, and represents an operational nexus between PLA [computer network 

operations] and Chinese civilian information security (infosec) professionals.”58 These units 

are embedded “directly within commercial firms throughout China” to capitalize on the 

expertise and resources of the private sector in accomplishing the PLA’s operational goals.59 

They consist of over eight million “hackers, IT companies, scientists, network engineers, 

foreign language speakers, and others with useful skills” who operate under a command 

hierarchy with ambiguous connections and accountability to the government and the 

PLA.60
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Although concrete evidence of cyber militias’ operational purview is scarce, Joe McReynolds 

has noted that their operations may not be confined to wartime network attack, espionage, 

or defensive operations. Reviewing the PLA literature on network warfare, McReynolds 

finds that “outside the context of a full conflict, some PLA writings raise the possibility that 

during peacetime China may choose to encourage non-military network forces, ranging 

from militia units to hacktivists, to play a meaningful role in the conduct of low-level 

network operations.”61 Others have similarly observed that a number of “private sector” 

corporate intelligence or cybersecurity firms might also fit the profile of advanced persistent 

threats (APTs)—i.e., entities that target particular organizations for computer network 

exploitation on a chronic basis, requiring preparatory intelligence to target specific network 

defenses and gain access to and exfiltrate data.62

As the FireEye report suggests, it can be difficult to distinguish government- or Party-

linked groups such as those discussed above from patriotic “hacktivists”—online social 

or political activists that operate independently of the Chinese Party-state but may 

share its interests and objectives. Such groups may reinforce the PRC’s credibility and 

objectives in international relations but they may also damage the Chinese government’s 

reputation or the receptivity of other governments to cooperating with China.63 Questions 

abound concerning the willingness and ability of China’s central government and 

CCP/PLA leadership to exert control over such individuals and groups, and under what 

circumstances.

Case Studies The foregoing discussion of China’s operational landscape points toward 

the challenge of attributing the identities and motivations of China-based entities engaged 

in network compromise operations. The challenge is further illustrated by a sampling of 

reported cyber intrusions by China-based actors.

Operation Aurora In December 2009, Google discovered that its corporate network had 

been penetrated by an exploitation of a vulnerability in Internet Explorer software.64 The 

attacks were subsequently identified as part of a sophisticated operation targeting at least 

thirty-four companies in the technology, financial, and defense sectors—including Yahoo, 

Symantec, Adobe, Morgan Stanley, Northrup Grumman, and Dow Chemical—through a 

variety of vulnerabilities.65 Media reports, leaked diplomatic cables, and Google’s statements 

on the intrusion suggested that the attacks were a Chinese state-directed operation to 

infiltrate American corporations in order to obtain politically sensitive information on 

human rights activists and economically valuable information on strategic sectors.66

Night Dragon In February 2011, McAfee published a white paper identifying a series of 

APT attacks against global energy companies starting in November 2009 which it named 

“Operation Night Dragon.”67 Like Operation Aurora, the attacks used a variety of means 

to penetrate company networks, where they seized “sensitive competitive proprietary 

operations and project-financing information with regard to oil and gas field bids and 
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operations.”68 The attacks came from several locations in China. McAfee identified a 

Chinese company that had provided American hosting services to the hackers, but the 

report did not link them to any particular state or nonstate entity.69

Nitro In October 2011, Symantec published a white paper identifying a spear-phishing 

operation originating in a US-based virtual private server (VPS) owned by a Chinese male 

located in Hebei.70 The operation began by targeting human rights organizations but 

subsequently moved to stealing intellectual property from companies in the chemicals and 

advanced materials industries.71 None of the reported evidence linked the attacks to the 

Chinese government.

Sykipot In January 2012, AlienVault identified a spear-phishing attack targeting the smart 

cards used by many US government employees, including in the Department of Defense.72 

AlienVault linked several of the attacks, a variant of the Sykipot family of malware, to 

servers in China, but there was no further reported evidence connecting the attacks to 

Chinese government or CCP entities.73

Luckycat In March 2012, Symantec and Trend Micro released separate white papers on a 

spear-phishing operation dubbed Luckycat.74 The operation predominantly targeted Tibetan 

activists as well as Japan- and India-based targets in the aerospace, energy, engineering, 

military research, and maritime industries (including information on shipping in the 

Arabian and South China seas).75 It was tracked to a former graduate student at Sichuan 

University who at the time of the reports worked at the internet company Tencent.76 

The Trend Micro report identified an email address used to register one of the Luckycat 

command-and-control servers to a hacker in the “Chinese underground community” 

who had “recruited others to join a research project on network attack and defense at the 

Information Security Institute of the Sichuan University.”77 Neither investigation explicitly 

linked the student with the Chinese government or cyber militias, although outside experts 

speculated that the nature of the targets suggested PRC government involvement.78

APT1 In February 2013, Mandiant (now FireEye) released a report identifying a threat 

actor named APT1 as the source of persistent attacks against companies in a range of 

industries that were economic priorities for the Chinese Party-state.79 The report concluded 

the group was government-sponsored and believed to be PLA Unit 61398.80 In May 2014, 

the US Department of Justice indicted five members of the unit for computer-enabled 

economic espionage and related offenses—the first ever charges against a state actor for 

such hacking . 81

Register . com In March 2015, the Financial Times reported that the FBI was investigating 

a computer hack directed at Register . com, a domain name registry.82 The intrusions targeted 

network and employee passwords but were not known to have caused disruptions or 

resulted in any theft of the company’s client data.83 The reporting suggested the attacks 

http://Register.com
http://Register.com
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may have been part of a Chinese military operation to undermine internet infrastructure, 

but to date there has been no authoritative public attribution to that effect.84

Black Vine In August 2015, Symantec published a white paper identifying an APT, which 

it termed Black Vine, that was responsible for several operations including a 2014 cyber 

intrusion against health care provider Anthem that exposed 80 million patient records.85 

The intrusions affected US corporations in industries such as aerospace, energy, and health 

care, operating through watering-hole attacks on industry websites.86 These operations 

appeared to utilize network infrastructure owned by the Beijing-based security company 

Topsec—whose clients include both government and private entities—but the Symantec 

report stopped short of establishing a definitive link to the PRC government.87

Mofang In May 2016, the Dutch security company Fox-IT published a white paper 

identifying an APT that had conducted operations closely aligned with China’s 

economic and security interests, such as targeting US federal agencies and Indian 

defense systems.88 Compromises carried out by this entity, termed Mofang, included 

an attack on a Malaysian consortium overseeing investment in an area where the China 

National Petroleum Corporation hoped to build a pipeline.89 Based on this evidence, 

and on characteristics of the intrusions, Fox-IT concluded that the group was “probably 

government-affiliated,” but provided no decisive evidence to that effect.90

MenuPass In April 2017, the US Department of Homeland Security’s National Cybersecurity 

and Communications Integration Center (NCCIC) released a report warning of increased 

activity by a group of actors—generally known as MenuPass, Cloud Hopper, or APT10—

against companies in several industries worldwide.91 Although the report did not implicate 

China directly, cybersecurity firm FireEye—which has been monitoring the group since at 

least 2009—believes the group is China-based and operates “in support of Chinese national 

security goals, including acquiring valuable military and intelligence information as well as 

the theft of confidential business data to support Chinese corporations.”92

Alf In October 2017, the Australian government revealed that tens of gigabytes of militarily 

sensitive but unclassified information had been stolen in a 2016 hack on an Australian 

defense contractor.93 The breach, which included American weapons systems such as the 

F-35 Joint Strike Fighter and P-8 Poseidon surveillance aircraft, had been conducted using 

tools frequently employed by Chinese hackers.94 There has been no public attribution, 

however, and Australia’s defense industry minister indicated the attacker “could be a state 

actor, [or] a non-state actor.”95

Boyusec In November 2017, the US Department of Justice unveiled an indictment of three 

Chinese nationals employed by Chinese cybersecurity firm Boyusec, charging them with 

hacking into the computer systems of Moody’s Analytics, Siemens AG, and GPS developer 

Trimble Inc. to steal confidential business information “for the purpose of commercial 
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advantage and private financial gain.”96 Boyusec is ostensibly a private firm, but multiple 

analyses have exposed its links to China’s Ministry of State Security.97 The indictment 

delineates the commercial sectors serviced by each of the three targeted American firms, 

emphasizing, for example, that Trimble’s GPS technology targeted by the hackers “had no 

military applications.”98

The examples outlined above underscore the “shifting and blurred” lines between state and 

nonstate actors in cyberspace, as well as the difficulty in disentangling “national security” 

from “commercial” or nongovernmental economic interests.99 Although these are not 

entirely new revelations, it is not clear that insights concerning China’s unique economic 

structure and official definition of national security have been fully appreciated in the 

context of efforts to develop norms of state conduct in cyberspace. This is reflected in the 

recent history of efforts to achieve consensus on such norms, to which we now turn.

Cyberspace Norms

Commercial Espionage

A central feature of US-China cyber diplomacy has been Washington’s effort to persuade 

Beijing to acknowledge a norm against economic espionage for the benefit of commercial 

firms.100 The putative norm gained attention following the US Department of Justice’s 

May 2014 indictment of five PLA officers for allegedly hacking into American companies 

and stealing information to benefit their competitors in China.101 It came to a head in 

September 2015 when President Obama and President Xi reached an agreement that 

“neither country’s government will conduct or knowingly support cyber-enabled theft of 

intellectual property, including trade secrets or other confidential business information, 

with the intent of providing competitive advantages to companies or commercial sectors.”102 

The norm seemed to have been bolstered when this linguistic formulation gained the support 

of G-20 leaders at their November 2015 summit.103 And the agreement was reaffirmed by 

Washington and Beijing as recently as October 2017.104

Private sector analyses and statements by US officials indicate that the raw volume of 

intellectual property and trade secret theft emanating from China has in fact declined 

since the 2014 PLA indictment and the 2015 commercial espionage agreement, somewhat 

reducing bilateral tensions on the issue.105 Some have cited this as evidence that China is 

“complying” with the 2015 cyber agreement.106 But questions remain about the norm’s 

robustness—including what types of cybertheft its ambiguous terms actually ruled out.

For present purposes, we can assume the language of the agreement accurately reflects what 

was intended by the negotiators and set aside the debate over the degree of compliance with 

the agreement to date.107 What exactly is the significance of this normative commitment 

for China—particularly given the nature of China, Inc.+? Is the agreement limited to 

government entities, leaving a massive loophole for the Party? Surely the PLA—an arm of 
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the CCP, not the government—is not exempt from this understanding. But what about SOEs 

and POEs enmeshed in dense networks and linkages with institutions of government and of 

the Party? What is the scope of the “commercial” sector in China?

Beyond the question of which entities are covered by the commitment, what conduct does it 

proscribe? PRC law and Xi’s own rhetoric make clear that China’s official notion of national 

security is all-encompassing—certainly comprehensive enough to include goals of economic 

development and industrial advancement. If Party leaders believe that providing stolen 

commercial secrets to Chinese companies supports these objectives, it is not clear that this 

would violate the “intent” to provide competitive advantages in the marketplace.

The persistence of such questions and the weakness of the commercial espionage norm were 

further exposed in November 2017, when (as noted above) the US Department of Justice 

unsealed an indictment of three Chinese nationals employed by Chinese cybersecurity firm 

Boyusec.108 The suspects were charged with hacking into the computer systems of Moody’s 

Analytics, Siemens AG, and Trimble Inc. to steal confidential business information “for the 

purpose of commercial advantage and private financial gain.”109 Boyusec is ostensibly a 

private firm, but cybersecurity analysts have exposed its links to China’s Ministry of State 

Security.110 The indictment delineates the commercial sectors serviced by each of the three 

targeted American firms, emphasizing, for example, that Trimble’s GPS technology targeted 

by the hackers “had no military applications.”111 The Boyusec indictment thus suggests that 

Beijing is either violating the 2015 agreement or exploiting its ambiguities, thus exposing 

the weakness of the norm against commercial cybertheft.

To be sure, the frailty of this norm is not limited to the challenge of China, Inc.+. The norm 

has also come under pressure in the United States from those who argue that national and 

economic security are inseparable.112 For example, shortly before the Justice Department 

announced the Boyusec indictment, President Donald Trump tweeted that “economic 

security is not merely RELATED to national security—economic security IS national 

security.”113 Others have argued that the private sector in the United States already fulfills 

a quasi-governmental role on important cybersecurity issues, while the US government 

sometimes behaves more like a market participant than a regulator.114 In the future, it 

is possible that the US conditions giving rise to the norm—particularly the traditional 

distinction between economic and classical security concerns—may erode “under 

conditions of pervasive collaboration between the market and the state in the delivery 

of national security,” to the point where “the norm may well fall prey to its generous 

exceptions.”115

In any event, in the eyes of American policymakers, the commercial espionage norm 

restricts a decidedly narrow category of conduct. As former director of national intelligence 

James Clapper put it, “What we do not do is . . .  use our foreign intelligence capabilities 

to steal the trade secrets of foreign companies on behalf of—or give the intelligence we 
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collect to—US companies to enhance their international competitiveness or increase 

their bottom line.”116 This suggests that the touchstone for what is permissible is whether 

a state-sponsored actor has the intent to enhance the market competitiveness of a private 

company. The distinctive features of China, Inc.+ suggest this is a needle the Chinese  Party-

state may not be willing or able to thread. And it should give pause about whether Chinese 

officials have a similar understanding of what is ruled out under the 2015 cyber agreement.

State Responsibility

What is the difference between a patriotic “hacktivist” operating on her own accord and 

a state-sponsored campaign of cyberespionage? The second edition of the Tallinn Manual 

on the International Law Applicable to Cyber Operations (Tallinn 2.0), released to the public 

in February 2017, seeks to answer such questions.117 Despite its admirable ambition and 

detailed reasoning, however, it is open to question whether the answers Tallinn 2.0 provides 

reflect state practice and opinio juris with respect to the challenge of China, Inc.+.

Prepared by an International Group of Experts convened under the NATO Cooperative 

Cyber Defense Center of Excellence (including one participant from Mainland China), 

Tallinn 2.0 purports to state lex lata—i.e., international law as it currently exists.118 A 

section on the law of international responsibility deals with the challenge of attribution 

to state actors. The distinction between state and nonstate actors is crucial in the law 

of state responsibility because “international law by and large does not regulate cyber 

operations conducted by non-State actors, such as private individuals or companies.”119 

Consequently, this limits the range of internationally lawful responses a state can engage in 

(e.g., countermeasures) when it is the target of cyber operations by nonstate actors.120

Rules 15 and 17 of Tallinn 2.0 address the attribution of cyber operations to states. Cyber 

operations are attributable to states when (1) they are conducted by “organs of a State, or 

by persons empowered by domestic law to exercise elements of governmental authority,” 

or (2) when a nonstate actor engages in a cyber operation (a) “pursuant to [a state’s] 

instructions or under its direction or control,” or (b) that is “acknowledge[d] and adopt[ed]” 

by the state as its own.121

The Experts’ commentary to Rule 15 clarifies that the touchstone for the “state organ” 

analysis is whether the entity in question has that status under the internal law of the 

state, such that it sits somewhere within the governmental hierarchy.122 Where the entity 

does not formally have such status, characterizing it as a state organ must be exceptional. 

For example, “the mere fact of State ownership is not alone sufficient to characterise a 

corporation as an organ of a State.”123 Similarly, “the mere fact that a cyber operation has 

been launched or otherwise originates from governmental cyber infrastructure, or that 

malware used against hacked cyber infrastructure is designed to ‘report back’ to another 

State’s governmental cyber infrastructure, is usually insufficient evidence for attributing the 
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operation to that State.”124 Instead, an entity’s acts are attributable to a state when they are 

of a “governmental character” and the entity is “empowered by the State to carry out such 

acts.”125

A second route to state attribution obtains when nonstate actors act “on the instructions 

of, or under the direction or control of, [a] State in carrying out the conduct.”126 The 

question of what degree of control is sufficient to attribute the cyber activity of an 

ostensibly nonstate actor to a state has been a subject of much debate.127 Tallinn opts for the 

“effective control” standard employed by the International Court of Justice in the Nicaragua 

and Genocide judgments, as distinct from the lower threshold of “overall control” applied in 

the context of assessing whether an armed conflict is an “international armed conflict.”128 

Under the effective control standard, “a State is in ‘effective control’ of a particular cyber 

operation by a non-State actor whenever it is the State that determines the execution and 

course of the specific operation and the cyber activity engaged in by the non-State actor 

is an ‘integral part of that operation.’ Effective control includes both the ability to cause 

constituent activities of the operation to occur, as well as the ability to order the cessation of 

those that are underway.”129

On this account, attribution is not established where a state provides “general support” 

or “encouragement” for a nonstate actor or its cyber operations.130 A state that “merely 

supplement[s] a non-State actor’s cyber activities or assum[es] responsibility for performing 

a particular function” is not to be construed as having “effective control.”131 By way of 

example, the “mere provision of malware by a State to a non-State actor does not amount, 

without more, to effective control . . . .”132

Applied to China, Inc.+, this legal parsing prompts the question: What is “the state”? 

As discussed above, the CCP is enmeshed in China’s economy and exercises control at 

numerous formal and informal points of contact throughout the system. As a result, 

many Chinese POEs share attributes often thought to characterize SOEs, including 

“market access, receipt of state subsidies, proximity to state power, and execution of the 

government’s policy objectives.”133 At what point can the execution of government policy 

objectives be said to reflect nonstate action under the “direction” or “control” of the state? 

Tallinn 2.0 indicates that general policy guidance and even provision of hacking resources 

to nonstate entities is insufficient to establish “effective control.” But from whom and to 

whom are the relevant interactions? Is the “state” to be understood as the formal apparatus 

of government, or should we think of the “Party-state” as the relevant locus of authority? 

Could a Party committee embedded in a private firm be said to exercise “effective control” 

over operations carried out by that firm’s employees? Setting aside the infeasibility of third-

party adjudication, what evidence would be considered acceptable, for purposes of norm-

adherence, to make such a showing?
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Professors Michael Schmitt and Liis Vihul have sought to assuage such concerns by 

suggesting that a standard of “clear evidence” applies to state attribution, not absolute 

certainty or “beyond a reasonable doubt.”134 They offer the example of the Mandiant report 

concerning the hacking activities of PLA Unit 61398, which asserted that the unit acted 

“with the full knowledge and cooperation of the Chinese government.”135 According to 

Schmitt and Vihul, “Some have challenged [the Mandiant report’s] assertion, but so long 

as the victim states acted with reasonable certainty based on clear evidence that China is 

behind the operations, they would have been within the bounds of the law in responding 

through demands for cessation, claims of reparations, or countermeasures.”136 Perhaps as 

applied to the PLA, the question of who represents “China” in this equation is clear enough. 

But at what point do linguistic turns of phrase such as the “Chinese government” and 

“China” fail to capture the reality of China, Inc.+?

The point here is not to call into question whether the principles carefully articulated in 

the Tallinn Manual accurately represent lex lata or in fact reflect lex ferenda (i.e., what the 

International Group of Experts believes the law should be). It is instead to suggest that 

norms or putative rules of law that turn on state/nonstate distinctions are hard-pressed to 

account for the fluidity of such distinctions and that this is particularly evident with respect 

to China’s unique brand of state capitalism.

In conclusion, it bears noting that the Tallinn Manual is illustrative but hardly alone in 

exemplifying this tension. Since 2004, China has sent representatives to participate in the 

norm-setting efforts of the UN Group of Government Experts (GGE) on Developments in 

the Field of Information and Telecommunications in the Context of International Security.137 

In June 2013, for the first time, the GGE reached agreement that “international law, and in 

particular the Charter of the United Nations, is applicable” to cyberspace.138 The next GGE 

report, released in July 2015, went a step further. China agreed to a number of US-backed 

norms, including a rule of state responsibility under which, among other things, “States 

must not use proxies to commit internationally wrongful acts using [information and 

communication technologies], and should seek to ensure that their territory is not used by 

non-State actors to commit such acts.”139 Although ostensibly a great achievement, the 2015 

report’s lack of further elucidation as to how “state responsibility” is determined suggests 

there is room for widely differing interpretations of the norm.

The collapse of the next round of the GGE in June 2017 reinforces this conclusion. The 

effort to produce a consensus GGE report apparently failed when a small group of countries, 

including China, rejected three legal principles in the proposed text—including states’ right 

of self-defense under the UN Charter and the right to respond to internationally wrongful 

acts.140 The US State Department representative to the GGE process minced no words in 

articulating her frustration: “I am coming to the unfortunate conclusion that those who 

are unwilling to affirm the applicability of these international legal rules and principles 

believe their States are free to act in or through cyberspace to achieve their political ends 
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with no limits or constraints on their actions.”141 Whether hyperbole or not, this sentiment 

highlights the distance still to be traveled in reaching consensus on norms of state 

responsibility in cyberspace.

Conclusion

This paper has sought to explain two distinctive features of China’s governance model 

that pose challenges to the construction of international cyberspace norms: the uniquely 

embedded and intertwined nature of the Party-state in China’s economy and the expansive 

conception of national security reflected in Chinese laws and policy statements. As relevant 

to the US-China relationship, I have considered two manifestations of this “China, Inc.+” 

challenge: to the norm against state-sponsored commercial espionage and to the law of 

state responsibility for cyber operations. It is likely, however, that the challenge extends to 

other areas of norm-construction—for example, putative legal limits on states’ sovereign 

rights to regulate the internet within their borders.142 It may also extend to debates over the 

definition of “critical infrastructure,” which international norms aim to protect from state-

sponsored cyberattack.143

US policymakers must be sensitive to these complexities and may need new analytical 

paradigms that transcend rather than resolve them. In responding to offensive cyber 

operations, for example, the US government would do well to develop a “spectrum of 

national responsibility” for attributing cyber operations that takes account of the Chinese 

context.144 This will require, among other things, investing the necessary resources to 

obtain a nuanced understanding of the evolving role of the Party-state in various Chinese 

institutions.

One opportunity for improving such understanding is through bilateral mechanisms such 

as the US-China Law Enforcement and Cybersecurity Dialogue (LECD).145 If appropriately 

resourced and staffed, this dedicated Track I forum could facilitate improved transparency 

around amorphous notions of state/nonstate actors and security/nonsecurity objectives. 

Progress will not be made without establishing an atmosphere of mutual trust and candor 

in such discussions. But if Chinese interlocutors were able to provide frank responses 

about their interpretations of the appropriate limits on state conduct, this could open 

new opportunities for the development of more robust bilateral and international 

norms.146 Similarly, American stakeholders should prepare to be challenged on their own 

(perhaps indeterminate) views on questions of commercial espionage, state responsibility, 

and the like. Neither China nor any other state will acquiesce to boundaries on its 

conduct while allowing the United States to maintain strategic ambiguity concerning its 

own.

Ultimately, bilateral dialogues such as the LECD and multilateral norm-setting initiatives 

such as the GGE cannot substitute for signaling and deterrence strategies. The United 
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States should continue to test other means of communicating its positions on cyberspace 

norms that maintain clarity and consistency. One element of such an approach may be 

the “naming-and-shaming” exemplified in the Department of Justice’s recent indictment 

of the Boyusec hackers, discussed above. As in the case of the 2014 PLA indictment, the 

Boyusec defendants are almost certainly currently located in China, and it is highly unlikely 

they will be extradited to stand trial in the United States. As in 2014, however, prosecution 

is not the point. The move is intended to send a message to the Chinese government: 

(1) Washington is not happy about China’s ongoing violation of the 2015 Obama-Xi cyber 

agreement, particularly (2) the use of nominally private entities as proxies to carry out state 

objectives; and (3) if Boyusec is going to hold itself out as “private,” then it will be treated 

under US law like any other private enterprise.

Time will tell whether measures such as the Boyusec indictment produce concrete results. 

That the indictment was reportedly unsealed only after diplomatic efforts with Beijing 

failed suggests the multiple tools available for Washington to signal its normative 

positions.147 A possible next phase in the approach could include a package of sanctions 

against specific Chinese entities that continue to violate the commercial espionage 

norm.148 To be sure, such an approach will not guarantee that the American and Chinese 

governments will move closer to agreement on the meaning of such norms. In the short 

term, it may even exacerbate tensions in an already delicate bilateral relationship. But the 

more that norms around state conduct in cyberspace remain at the forefront of US-China 

interactions, the greater the cause for hope that differences can eventually be bridged 

between the most powerful actors defining international relations in cyberspace for the 

twenty-first century.
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Synopsis

This paper explores two aspects of China’s governance 
model that pose distinctive challenges to the construction 
of international cyberspace norms: the embedded and 
intertwined nature of the Communist Party-state in China’s 
economy and the expansive conception of national security 
reflected in Chinese laws and policies. Viewed in conjunction 
with Chinese cyberspace strategy and activity, these 
characteristics of “China, Inc. +” raise vexing questions with 
considerable implications for US-China relations. 
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